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Abstract. This article discusses the features of the digital transformation of the following state
functions: information support in the field of environmental protection, state accounting in the field of
environmental protection, regulation in the field of environmental protection (in terms of the use of the
best available technologies), state environmental supervision, and administration of fees for negative
environmental impact (NVOS). It is proved that the data of the state register of objects of negative impact,
formed as a result of the state accounting of objects that have a negative impact on the environment, the
implementation of state environmental supervision, and the administration of fees for NWOS should
become the basis for making environmentally significant decisions. To expand the scope of use of this
information, it is proposed to ensure the interoperability of the state register data. In addition, the authors
come to the conclusion that digitalization of technological rationing based on the best available
technologies (hereinafter also BAT) is associated with the use of such technologies as data turnover
regulation, experimental legal regimes (regulatory sandboxes) and assessment of the compliance of the
applied technology with the best available technology. Moreover, when implementing state
environmental supervision, inspections should be planned based on the hazard category of objects of
negative impact and when conducting inspections, remote control methods should be used. It is also
essential to introduce electronic test sheets for self-checking enterprises. Finally, the digitalization of
calculating and collecting fees for NVOS should ensure the smooth functioning of calculating fees by the
payer in digital format and control over the correctness of calculation and collection by the supervisory
authority.
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LncdpoBusaumsa rocynapcTBEHHOro 3KONOrMYeCcKoro ynpaBneHus:
npaBoOBble acnekKThbl

B.H. Baacenxko’, A.C. lllupoGokos

Poccuiickuil rocyiapcTBEHHBII yHUBEPCUTET IPABOCY U,
2. Mockea, Poccutickaa @edepayus,
*kafzem@rsuj.ru

AHHoTanus. PaccMorpenbl ocoOeHHOCTH LU(poBoil TpaHCchOpMaLUU CISLYIOMUX TOCyAap-
CTBEHHBIX (YHKIHH: HH(POPMAIMOHHOE oOecIeueHne B cepe OXpaHbl OKpYKaIOIeH Cpessl; Tocyaap-
CTBEHHBIN yueT 00bEKTOB HEraTHBHOTO BO3JICHCTBUS Ha OKPYXKAIOLIYIO Cpely; HOpMHpOBaHue B chepe
OXpaHBI OKpYXKaromei cpenbl (B YacTH NPHMECHEHUS HAWITYYIINX IOCTYIHBIX TEXHOJOTHIl); Trocymap-
CTBEHHBIN 9KOJOTUUECKUI HaJ30D; aJMUHUCTPHPOBAHUE IIAThI 32 HETaTUBHOE BO3JICHCTBUE HA OKPYXKa-
routyto cpeny (HBOC). OO0CHOBBIBAETCsI, UTO CBEIEHUS FOCYIapPCTBEHHOIO peecTpa 0ObEKTOB HEraTUB-
HOTO BO3JCHCTBHA, (JOPMHpyEMbIE B pe3ylbTaTe TOCYHAapCTBEHHOTO ydeTa OOBEKTOB, OKa3bIBAIOIIHUX
HEraTUBHOE BO3JCUCTBUE HAa OKPYKAIOLIYIO Cpely, JaHHbE 00 OCYILECTBIEHHU IOCYAApCTBEHHOI'O
9KOJIOTHYIECKOT0 HA/30pa M aIMHHUCTPHPoBaHus u1aTel 328 HBOC, momKHBI cTaTh OCHOBOM TS IPUHS-
THSI KOJIOTMYECKHU 3HAYMMBIX pemeHuid. st pacmupenus chep UCTIONb30BaHUs 3TUX CBEICHUH mpen-
JaraeTcs 00eCIIeunTh HHTEPOIepabeIbHOCTh JaHHBIX TOCyIapCTBEHHOTO peecTpa. Kpome Toro, aBTops!
HOPUXOJIT K BBIBOLY, YTO, BO-NEPBBIX, HU(PPOBU3ALUS TEXHOJIOINYECKOI0 HOPMHUPOBAHMS HAa OCHOBE
HaWIy4lIdX JOCTYNHBIX TexHosorui (nanee taroke HJIT) cBs3aHa ¢ mpUMEHEHUEM TaKUX TEXHOJIOIUil,
KaK peryianpoBaHHe o00poTa MAAHHBIX, JKCIIEPHMEHTATbHBIE IIPABOBBIE PEXHUMBI (PETyISTOPHBIE
NIECOUHMIIbI) U OLEHKAa COOTBETCTBUS NPUMEHIEMON TEXHOJIIOTHY HaWIy4dllell JOCTYIHOI TeXHOI0ruHy,
BO-BTOPBIX, PH OCYIIECTBICHAN IOCYJaPCTBEHHOTO SKOJIOTHIECKOTO HA30pa MIIaHUPOBATh MPOBEPKH
CJIelyeT UCXOJs U3 KAaTeropuu ONACHOCTU OOBEKTOB HETaTHBHOI'O BO3AEHCTBUS, IPHU IPOBEACHUU
IIPOBEPOK HCIIONB30BATH IO BO3MOXKHOCTH IUCTaHIIHOHHBIE CIIOCOOBI KOHTPOIIS, BHEIPUTH YIEKTPOHHBIC
IPOBEPOYHBIE JIUCTHI VIS CAMONIPOBEPKY Npennpustuil. Hakonern, udppoBu3arys UCUUCICHUS U B3UMa-
Hus maatsl 3a HBOC nomxkHa o6ecnieunts 6ecnepeboiiHoe GyHKIIMOHUPOBAaHUE PAcueTa IUIAThI I11aTelb-
IMUKOM B IH(poBOM (opMaTe ¥ KOHTPOJIS 33 MPABUIBHOCTBIO MCUMCICHHUS M B3UMAHUS CO CTOPOHEI
KOHTPOJIMPYIOILETO OpraHa.

KumoueBble cioBa: 1upoBU3aIHs, TOCYJapCTBO, SKOTOTHIESCKOE YIpaBIeHHe, TOCYAapCTBEeH-
HBII yueT, nHTeponepadesIbHOCTh JaHHBIX, SKOJIOIHYEeCKOe HOPMUPOBAHHUE, SKOJOIHYECKHH HAaI30D

Kon¢ukT nHTEpecoB. ABTOPHI 3asBISIOT 00 OTCYTCTBUH KOH(INKTAa HHTEPECOB.

HWudopmanus o Bkjaaae aBTopos: Biracenko B.H. — o6uuit 0630p, aHanu3 u noadopka Hayu-
HOro Matepuaia (IOpUIUYECKON JTOKTPUHBI), KonupalThHr; [IlupodokoB A.C. — aHanu3 U noadopka
IIPAaBOBBIX aKTOB, HAYYHOI'O MaTepUalla, 3aKII0YEeHHE.

Iama nocmynnenust 8 pedaxyuio: 10 sineaps 2021 e.
Jlama npunsmus x neuamu: 15 anpens 2021 e.
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Legal regulation of digitalization
in the field of environmental protection

The digital economy as a system of economic relations in which data in digital
form is a key factor of production in all its spheres (Vaipan, 2018:12), contributes to
significant economic growth, and its influence now extends not only to information
goods or services in other areas of the economy, but also to life standards in general
(Belikova, 2018:26). In this regard, we agree with T.V. Shatkovskaya that
“the institutions of digital law being formed today cannot be aimed exclusively
at the priority of the market and economic laws, ensuring the right of the strongest
winner in the competition... The value reference point of digitalization should be
chosen in favor of welfare for a person, society and states... forming conditions
for improving national legal cultures in the direction of achieving universal values
that promote unity in diversity and the common good” (Shatkovskaya, 2019:30).
The ultimate goal of digitalization in the provision of state and municipal services is
to improve the quality of services, ensure transparent and effective interaction, and
increase the level of public trust in public authority institutions (Alimova,
2020:250—255).

The term “digitalization” is actively used in scientific circulation, including
in relation to public administration (Zubarev, 2020:23—32; Popova, 2020:48—53;
Tikhomirov, Nanba, 2019) despite the fact that official regulatory sources do not
define it. Only the Methodological Recommendations to the development
of regional projects within the framework of federal projects of the national program
Digital Economy of the Russian Federation suggest understanding digitalization
as the process of organizing the performance of functions and activities
(business processes) in a digital environment, which previously were performed
by people and organizations without using digital products!. In broad
terms, digitalization is comprehended as the current global trend of economic and
social development based on transformation of information into digital form that
result in improved economic efficiency and quality of life (Khalin, Chernova,
2018:47).

! The Order of the Ministry of Communications and Mass Media of Russia No. 428 of 01.08.2018 On approval
of Methodological Recommendations for the development of regional projects within the framework of federal
projects of the national program Digital economy of the Russian Federation. Consultant Plus Information
system.
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The national program Digital Economy of the Russian Federation was
established in accordance with the Decree of the President of the Russian Federation
No. 204 of May 7, 2018 On the National Goals and Strategic Objectives of the
Development of the Russian Federation for the Period up to 2024.

The creation of a system of legal regulation of the digital economy, based on a
flexible approach in each sphere, is indicated as one of the program's tasks. This task
is implemented in accordance with the federal project Legal Regulation of the Digital
Environment, which is managed by the Ministry of Economic Development of the
Russian Federation.

Through the development of regulations, the federal project is intended to solve
the following tasks: 1) removal of priority barriers that hinder the development of
digital economy; 2) regulation of cross-cutting interdisciplinary issues in digital
environment such as identification of subjects of legal relations, data turnover, and
electronic document flow.

In addition, the objectives of legal transformation include:

— creating legal framework for collecting, storing and processing information,
its protection from third-party encroachment, observance of the interests of participants
involved in digital economy,

— implementing the results of intellectual developments,

— improving antitrust laws and innovation practices,

— adapting the mechanism of legal protection of consumer interests in
accordance with the new business conditions,

— forming an updated system for collecting and processing statistical
information,

— creating infrastructure for intensive development of digital component in the
economy (Plotnikov, 2019:217—224).

Digital transformation affects all aspects of life in modern society, and the sphere
of environmental protection, environmental safety and environmental management is
no exception. One of the main features of digital technologies is that they are
“cross-cutting” and universal for various spheres of society. In this regard, it seems fair
to say that digital technologies do not offer ready-made solutions to environmental
problems; they allow to significantly facilitate the processing of large amount of
statistical information, facilitate carrying out a deep and comprehensive analysis in the
shortest possible time, and qualitative change in management activity in a particular
area in general (Sukhova, Abanina, 2020:17).

Certain directions of digitalization were enshrined in the Fundamentals of State
Policy in the Field of Environmental Development of the Russian Federation for the
Period until 2030? (hereinafter Fundamentals of the State Policy in the Field of
Environmental Development) approved by the President of the Russian Federation on

2 The Fundamentals of state policy in the field of environmental development of the Russian Federation for the
period up to 2030. Information system “Consultant Plus”.
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April 30, 2012. The Foundations of the State Policy in the Field of Environmental
Development list specific mechanisms aimed at automating the system of state
environmental monitoring and forecasting of natural and man-made emergencies
(equipping them with modern measuring, analytical instruments and information tools,
instrumental (automated) systems, and developing the data processing programs —
paragraph 18). The documents also indicate mechanisms to ensure effective
participation of the interested public and business community in addressing issues
related to environmental protection and environmental safety (ensuring openness and
accessibility of information on the environment and measures to protect it, ensuring
publicity of information contained in declarations and permits for environmental
impact, increasing information transparency of industrial enterprises in terms of their
negative impact on the environment and the measures taken to reduce such impact —
paragraph 21 of the Fundamentals of the State Policy in the Field of Environmental
Development).

The Presidential Decree No. 203 of 09.05.2017 On the Strategy for the
Development of Information Society in the Russian Federation for 2017—2030°
defines the goals, objectives and measures for implementation of domestic and
foreign policy when applying information and communication technologies, and also
indicates the priorities of information society development, including formation of
information space taking into account the need to obtain high-quality and reliable
information, creation and application of Russian information and communication
technologies to ensure their international competitiveness.

It is appropriate to consider the features of digitalization in the field of
environmental protection according to the main functions of environmental
management. The following functions of state environmental management are
currently most exposed to digital transformation: information support in the field of
environmental protection (provision of environmental information), state accounting
in the field of environmental protection, technological standardization based on the
best available technologies, state environmental supervision and tax administration
for NEL

Information support in the sphere of environmental protection

Formation of electronic databases connected with implementation of
environmental protection activity is the basis to provide completeness and accessibility
of environmental information mentioned in the above Decrees of the Russian President.
During formation of electronic databases (Big Data) it is necessary to establish such
legal regime of state information resources that allows to expand the possibility of their

3 Presidential Decree No. 203 of 09.05.2017 On the Strategy for the Development of Information Society in
the Russian Federation for 2017—2030 // The collection of legislative acts RF. 2017. No. 20, article 2901.
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employment by various actors, including representatives of the concerned public with
the purposes of public control.

These state information resources in the field of environmental protection
include the State Register of Objects of Negative Impact on the environment. The
legal regulation of the register is carried out by Articles 69, 69.2 of the Federal Law
No. 7-FZ of 10.01.2002 On Environmental Protection* (hereinafter — the Federal
Law On Environmental Protection), the Decree of the Government of the Russian
Federation No. 572 of 23.06.2016 On approval of the rules of creation and
maintenance of the State Register of Objects that have a negative impact on the
environment (hereinafter — the Rules of Creation and Maintenance of the State
Register)’.

The State Register of Objects of Negative Impact (ONI) operates in electronic
form, which helps to reduce the significant transaction costs of documentary
preparation, execution, and archiving of registration documents for owners of objects
of negative impact and the state represented by its competent authorities; it simplifies
the procedures and time frames for performing the relevant registration actions. At the
same time, some registration actions in the mentioned Register are duplicated in the
documentary form (e.g., issuance of certificates on the state registration of the object,
updating information and de-registration).

The rules for creating and maintaining the State Register provide for a paper or
electronic form of submission of application documentation for the object's
registration. The electronic application is submitted using the Federal State Information
System — the Unified Portal of State and Municipal Services (gosuslugi.ru) — or the
official website of the Federal Service for Supervision over Environmental
Management in the Network (paragraph 36 of the Rules for Creation and Maintenance
of the State Register of Objects of Negative Impact on the Environment, approved by
the Decree of the Government of the Russian Federation No. 572 of 23.06.2016).
Rosprirodnadzor Order No. 104 of 06.02.2020 On Approval of the Administrative
Regulations of the State Service for the State Accounting of Facilities that have a
Negative Impact on the Environment Subject to Federal State Environmental
Supervision® also stipulates that application documents may be sent in paper by
mail or electronically through a personal account in the information and
telecommunications network “Internet” at: https://Ik.fsrpn.ru (paragraph 20 of the
Administrative Regulations).

4 The Federal Law dated 10.01.2002 Ne 7-FZ “On Environmental Protection”. The Collection of legislative acts
of the RF. 2002. No. 2, art. 133.

3> The Decree of the Government of the Russian Federation of 23.06.2016 Ne 572 “On approval of the Rules for
the creation and maintenance of The State Register of Objects of Negative Impact on the environment”. The
Collection of legislative acts of the RF.2016. No. 27 (Part III), Art. 4474.

6 Rosprirodnadzor Order No. 104 of 06.02.2020 On Approval of the Administrative Regulations of the State
Service for the State Accounting of Facilities that Have a Negative Impact on the Environment Subject to
Federal State Environmental OversightConsultant Plus Information system.
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The procedure for using the Personal Account of the Environmental User
(hereinafter also PAEU) is currently established in the form of instructions
determining the sequence of actions in the PAEU for reporting in the field of
environmental protection and obtaining permits in this area’. It should be stated that
the legal nature of these instructions is not defined. In fact, the algorithm
implemented in these computer programs is performed voluntarily by the PAEU
subjects. There are no administrative regulations for their use, no orders of the
Federal Service for Supervision of Natural Resources concerning description of
mandatory XML formats®.

There are no legal norms establishing the obligation of Rosprirodnadzor bodies
to record the reception of appeals of natural resource users, protect them from
involuntary interference by third parties and to respond to these appeals in electronic
format. Technical instructions for operating computer programs and norms of
automatic execution (norms executed without the state bodies’ and officials’
participation) must become an integral part of establishing digital law and order. The
automatic mode has to ensure the reliability of transmitted information, requests for
documents and information necessary to obtain public services, legality of
implementation of administrative procedures in terms of automatic influence
on the natural resource user, integrity of natural resource users, comparability of
information systems and services of public authorities of all levels involved in public
service, timeliness in exercising the functions of public authorities, availability and
accessibility of electronic services applied in terms of automatic impact on natural
resources users.

Thus, the subjects of economic activity are given the opportunity to choose the
method of interaction with the state body in data formation from the state register.
The rules of creating and maintaining the state register do not provide verification of
reliability of the information specified in the application. Since during electronic
interaction natural resource users independently form the data in the State Register,
in order to ensure reliability of information and prevent its re-verification, it is
important to provide adequate verification of the information they submit in digital
format. Article 8.5. of the Code of Administrative Offences of the Russian

7 In particular, the following public services can be obtained through the PAEU: licensing of activities for
collecting, transporting, processing, recycling, neutralizing, disposing of wastes of hazard classes I—IV;
approving standards for waste generation and limits on their disposal; issuing permits for emissions of harmful
(polluting) substances into the air (except for radioactive substances); issuing permits for the discharge of
substances (except for radioactive substances) and microorganisms into water bodies; conducting state
environmental impact assessment.

8 XML (eXtensible Markup Language) is an extensible markup language recommended by the World Wide
Web Consortium (W3C). XML Specification describes XML documents and partially describes the behavior
of XML processors (programs that read XML documents and access their content). XML was designed as a
language with a simple formal syntax, easy to create and process documents by programs and at the same time
easy to read and create documents by humans, with an emphasis on targeting Internet use. Available at:
http://sibacademsoft.ru/xml [Accessed 02 February 2021].
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Federation’ ensures liability for intentional misrepresentation of environmental
information submitted in application.

In accordance with Article 69, paragraph 4, of the Federal Law On
Environmental Protection, the State Register of Facilities of Negative Impact on the
environment includes a fairly wide range of information: on economic entity and its
location, on type of economic and (or) other activities, on category of the facility, on
volume of products (works, services) produced, on environmental expertise
and expertise of project documentation, on stationary emission sources, on volume of
negative impact (emissions, discharges, waste disposal), Environmental Impact
Payment Declarations, Integrated Environmental Permits or Environmental Impact
Declarations, Industrial Environmental Control Program (IECP) and its results,
on measures to reduce the negative impact on the environment, on technologies
used in Category One facilities and on their compliance with BAT, on results
of State environmental supervision, on technical means and technologies for the
removal of emissions, discharges of pollutants, wastes from production and
consumption, etc.

The range of persons who have access to the State Register of Facilities of
Negative Impact is determined depending on the status of the recipient of
information. Information of the State Register of Facilities of Negative Impact is
available in different volumes for three categories of users: for employees
of the Federal Service for Supervision of Natural Resources, for legal
entities and individual entrepreneurs who own facilities of negative impact, and for
individuals.

By virtue of Article 69, paragraph 9, of the Federal Law On Environmental
Protection information on the levels and (or) the volume or mass of emissions of
pollutants, discharges of pollutants, disposal of waste production and consumption,
except information of a state or trade secret, is available.

Referring to the Register data through the Unified Portal of State and Municipal
Services (gosuslugi.ru), it can be seen that individuals have access to information
about the state number of the facility, the name of the owner of the facility of negative
impact, the level of state environmental supervision in relation to the facility (federal
or regional), the facility category, risk category'’, The information on the quantity
and composition of emissions, the actual mass of discharges into water bodies, the
actual mass of wastes generated and disposed of, the technical means of measuring
and accounting for the volume of discharges and emissions. It should be noted that
this information is static and does not give an idea of the activities of a particular

? The Code of the Russian Federation on Administrative Offences No. 195-FZ of 30.12.2001 Ne 195-FZ. The
Collection of legislative acts of the RF. 2002. No. 1 (part 1), art. 1.

19 1n accordance with The Resolution No. 806 of the Government of the Russian Federation of 17.08.2016 On
the Application of a Risk-Oriented Approach in the Organization of Certain Types of State Control
(Supervision) and the Introduction of Amendments to Certain Acts of the Government of the Russian
Federation.
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business entity in terms of its compliance with environmental legislation. We believe
that access of individuals to the data of the system of automatic control of objects of
category I in real time, access to information on the results of control and supervisory
measures in relation to facilities of negative impact, access to report on
implementation of action plans for environmental protection and environmental
performance, improvement programs and other information about the environmental
activities of enterprises will contribute to a more rapid response to environmental
offenses by the public.

Important features of the State Register of Facilities of Negative Impact should
be the principle of compatibility and data interchange with other state information
systems and information and telecommunications networks, the principle of
confidentiality and security of personal data contained therein and protection of state
or commercial secrets. The State Register, based on these principles, has such an
important property as data portability. Data portability is one of the main properties
of open systems, aimed at creating conditions for free circulation of data in
the development of digital economy and is achieved through the use of an agreed
set of standards.

Interoperability in Russian regulations, similarly to the International Standard
ISO/IEC 2382-1:1993 (Information Technology — Vocabulary — Part 1: Fundamental
terms) means the ability of two or more information systems or components to
exchange information and use information obtained from the exchange. The important
semantic aspect of data portability is the ability of any information systems that
communicate with each other to understand the meaning of the information that they
exchange in the same way''. The Federal Service for Supervision over the Use of
Natural Resources operates with the data from different sources: the State Register of
ONI (software and technical support for the accounting of negative impact on the
environment objects (https://onv.fsrpn.ru/#/login)), the State Registry of the
Unified State Information System for Accounting of Waste from the Use
of Goods (https://uoit.fsrpn.ru), Rosprirodnadzor Eco Map (https://maps.fsrpn.ru),
personal account of the department employee (ksv.fsrpn.ru/#/), State Control
Software and Technological Complex (https:/ksv.rpn.gov.ru/login), personal
Environment User account (https:/Ik.fsrpn.ru/#/unauthorized), Reporting Portal
(https:/report.fsrpn.ru), State Control Web-module of production process control (PPC)
(https://ptk.rprpn.ru/Account/Account/LogOn), PPC “State Control” federal state
information system (https:////c.fsrpn.ru) and PPC “State Control” territorial bodies of
the Rosprirodnadzor. These state information resources do not have the property of
data portability, and many statistical data in different systems are presented in

' The Report on the provision of services on the topic: Development of the concept of comprehensive
regulation (legal regulation) of relations arising in connection with the development of the digital economy.
Available: http://www.economy.gov.ru/material/file/bf529854d122ecb01ea9a738cdf47eca/koncepcii_
pravovogo_regulirovaniya.docx [Accessed 02 February 2021].
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different electronic formats (Word, Excel, PDF) which does not allow to
make a correct and timely analysis'’. There is also a lack of methodological
tools for the above-mentioned State Information Resources (SIR). The compatibility
of all the above SIR and the ability to analyze them in a single resource
in the same format will provide an account of the complex impact on the
environment.

Thus, formation of a common Big Data in terms of the negative impact on the
environment and the state of the environment will allow:

— to optimize interdepartmental electronic interaction between state
authorities and local governments in terms of environmental management;

— to provide prompt access to necessary environmental information that does
not require additional research on its reliability;

— to unify various information systems in state authorities in order to increase
compatibility and sustainability of individual systems and further unify various
databases for “one place” technology (which will avoid doubling of information
resources);

— to provide remote access to the environmental activities of an economic
entity, the state of the environment in a particular territory;

— to implement the possibility of applying for permits by filling in special
forms on the websites of regulatory authorities and creation of an automatic system for
checking incoming documents for their compliance with legal requirements;

— to eliminate traditional ways of exchanging information on the status of
submitted documents by sending information to the personal account of the natural
resource user provided that the traditional written form and possibility to abandon
electronic means of communication and traditional methods of notification are
retained;

— to detail the procedure for submission, storage and verification of submitted
electronic documents and other electronic information;

— to use, where possible, tools of the digital economy, such as smart contracts
(e.g., provision of information for a fee) and other digital objects, including those based
on blockchain technology or similar distributed databases;

— to use digital technologies in decision-making (e.g., automating decisions
on issuing complex environmental permits, processing environmental impact
statements and declarations of payment for negative impacts, adverse impacts, etc.).

12 For example, statistical reporting on the form 2-TP (waste) for 2017 located in the PPC “State Control”
territorial bodies of Rosprirodnadzor uploaded in Excel, for 2018 on the Portal for Reporting uploaded in Word,
for 2019 in Personal Office uploaded in PDF.
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The system of technological standardization associated with application
of the best available technology

A special area of digitalization is the system of technological standardization
associated with application of the best available technology (hereinafter — BAT).
Digitalization in the sphere of application of BAT should be developed in several
directions: collecting, storing and managing data, assessing compliance of applied BAT
presented in information and technical directories, applying experimental legal regimes
(regulatory sandboxes).

Legal regulation of collecting, storing and managing data is connected with
maintenance of information and BAT technical reference books and indicators,
collection and storage of indicators of pollutant emissions and (or) pollutant discharges
during implementation of automatic industrial environmental control at Category One
facilities, other reporting information of subjects of economic and other activities, data
of environmental monitoring and results of environmental control (supervision). BAT
Digital directories, normative-technical and methodological documentation on BAT
implementation are recognized as an effective way to ensure its preservation, rapid
changes and additions and a possibility to get acquainted with them for a wide range of
users. Collecting and storing indicators of the system of automatic control of subjects
of economic activity, results and data of environmental control (supervision) were
discussed above.

One of the problems associated with BAT implementation is the lack of a
clear mechanism for assessing technologies used (and planned to be used) at
enterprises in relation to BAT presented in BAT information and technical manuals
(Zhukov, 2019).

According to Article 28.1, Paragraph 11 of the Federal Law On Environmental
Protection, the compliance of technological processes, equipment, technological
methods and techniques employed at a negatively impacting facility with BAT is
determined when issuing a comprehensive environmental permit.

At present there is no legal regulation of conversion of the system of conformity
assessment of BAT technologies in electronic format which allows conducting of
conformity assessment procedures and receipt of documents on their results, interaction
of subjects of relations in the sphere of conformity assessment, as well as mutual
recognition of both documentary/paper and electronic form of documents on
conformity assessment in real time.

We believe that assessment of compliance of in-service technology with BAT
technological indicators in a number of cases can also be transferred to the digital
plane. Such criteria of technology used at the enterprise, as technological indicators,
volumes of emissions and discharges of pollutants, volume of production waste per
unit of output (technological standards), volume of consumed resources, economic
indicators of applied technology can serve as criteria for assessing their compliance
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with the best available technology in digital format. Entering these indicators by
means of calculation software should help business entities to verify the compliance
of the technology they use with the indicators of the best available technology
(at least for the purpose of self-checking). Digitization of conformity assessment
even for a part of these criteria will allow to exclude subjectivism and
corruption factor when determining the conformity of the BAT technology used at
the enterprise in the course of issuing a comprehensive environmental permit
(hereinafter — CEP).

Electronic assessment of conformity of technological indicators of BAT and
technology of a particular enterprise should be a voluntary alternative, but at the
same time its results should be accepted and taken into account on a mandatory basis
by control and supervisory bodies when issuing CEP. Voluntary nature is explained by
the presence of specifics in activity of different subjects of economic and other
activities and impossibility due to objective reasons to transfer those or other activity
data in electronic format. At electronic assessment of BAT conformity the following
mechanisms of data transfer for evaluation, which are already practiced in
administering control and supervisory measures, should also be used: remote
means of control, means of photo, audio and video fixation, video-conference-
communication',

Experimental legal regimes when updating (revising) BAT

At the stage of formation of the technological standardization system and its
improvement, the so-called “regulatory sandboxes” will be useful. “Sandboxes”
make it possible to abandon a number of regulatory requirements that hinder
development of innovations. This allows companies that develop new products and
services, as well as government representatives to test them without the risk of
violating existing legislation, and then, if testing is successful, to market them'*. We
agree with M.V. Zaloilo that in the context of digitalization of lawmaking, creation
of regulatory sandboxes has great potential for testing innovative lawmaking
solutions and choosing the most promising variant of legal regulation, including
testing of artificial intelligence regulation (Zaloilo, (ed.), 2021:62).

The recognition of innovative environmental technologies as possible future
best available technologies may not always fit within the framework of the current
legal regulation. There are few reasons for that. The first one is the requirements to

13 The Decree of the Government of the Russian Federation No. 557 of 22.04.2020 On Amendments to some
Acts of the Government of the Russian Federation in Terms of Establishing the Specifics of Control and
Supervisory and Permissive Activities in 2020. The Collection of legislative acts of the RF. 2020. No. 17,
Art. 2797.

14 Ministry of Economic Development of the Russian Federation available at: https://economy.gov.ru/
material/directions/gosudarstvennoe_upravlenie/normativnoe_regulirovanie cifrovoy sredy/regulyatornye
pesochnicy/ [Accessed 12 February 2021].
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such technologies, for example, non-compliance with certain technical and (or)
economic indicators, technological standards other than the existing BAT but more
efficient in terms of resource consumption and total negative impact on the
environment. The second is the procedure for its implementation (duration of
implementation).

In this case, it is important to extend a special legal regime for the period of
testing such technologies; this measure can prevent the risk of violating existing
legislation (Kichigin, 2018:144—154). Application of such special legal regimes is
stipulated by the Federal Law No. 258-FZ of 31.07.2020 On Experimental Legal
Regimes in the Field of Digital Innovation in the Russian Federation'®. Extension of
such experimental regimes (possibly independent and focused only on environmental
protection) to environmental protection activities of business entities associated with
application and implementation of innovative environmental technologies will
increase the total number of technologies in the revision of BAT in a particular area.
Establishment of experimental legal regimes should simplify introduction of
high-tech digital technologies in the field of environmental protection by taking them
out of the restrictive norms of laws. At the same time, the most important condition
for application of “sandboxes” in this sphere should be the requirement to present a
justified assessment of the risks of environmental damage not exceeding the possible
benefits of the new technology.

Digitalization of state environmental supervision

One of the directions of digitization in the sphere of environmental protection is
automation of the planning measures system in the sphere of state environmental
supervision.

Decree of the Government of the Russian Federation No. 489 of 30.06.2010 On
Approval of the Rules for Preparation of Annual Plans for Conducting Scheduled
Inspections of Legal Entities and Individual Entrepreneurs by State Control
(Supervision) Bodies and Municipal Control Bodies'® establishes the procedure for
such measures (hereinafter — annual plans), their approval and submission to the
prosecutor's office as well as their exclusion from the annual plan and approves a
standard form of the annual plan of inspections. These Rules, along with the paper
version of the annual plan, provide for the exchange of electronic documents in its
formation.

15 The Federal Law No. 258-FZ of 31.07.2020 On the Experimental Legal Regimes in the Field of Digital
Innovation in the Russian Federation. The Collection of legislative acts of the RF. 2020. No. 31 (Part 1),
Art. 5017.

16 The Resolution of the Government of the Russian Federation No. 489 of 30.06.2010 On Approval of the
Rules for the Preparation by State Control (Supervision) Bodies and Municipal Control Bodies of Annual Plans
for Conducting Scheduled Inspections of Legal Entities and Individual Entrepreneurs. Consultant Plus
Information system.
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The system of planning measures for state control (supervision), including state
environmental supervision, provides the grounds for including a business entity into
the inspection plan for the relevant period.

Due to the introduction of a risk-oriented approach in the organization of certain
types of state control (supervision), one of the most pressing issues for all control and
supervision bodies is the problem of duplication of a legal entity in inspection plans if
the legal entity has several facilities, and these facilities belong to different risk
categories'’.

In order to avoid duplication of inspections, the formation of inspection plans
should be linked to the data of the State Register of Objects of Negative Impact, in
which each object is assigned a certain risk category. This will ensure the
transparency of formation of inspection plans by objects of negative impact, not by
their owners. This approach will also eliminate the subjective factor in forming
inspection plans. To avoid duplication of control and supervisory activities by various
bodies in related areas, it is essential to improve cross-agency interaction in electronic
form.

Remote technologies should be employed when carrying out scheduled
inspections, engagement and interaction of control and supervisory bodies’ participants
and registration of state environmental supervision results except for cases of risk of
harm to life, health of citizens, harm to objects of fauna or flora, other natural objects
and the environment in general.

Procedures for the implementation of control and supervision measures must also
undergo changes when using remote forms of control (supervision). This will be
facilitated by a system of automatic control at Category One facilities, as well as the
aforementioned remote control means of photo, audio and video recording and
videoconferencing.

To carry out state environmental supervision in relation to objects of negative
impact, it is required to improve the procedure and criteria for identification of the
object of control in order to prevent double verification activities in relation to the same
object.

Control and supervisory results and relevant orders should be accumulated in the
state register in relation to the specific object of negative impact to ensure electronic
interaction between the object of control (supervision) and the state control
(supervision) body.

As for checklists, their content should be linked to the risk category and hazard
class to which the object of state control (supervision) is assigned. Checklists are
proposed to be placed on the Internet as a means of self-control of business entities
which will allow them to assess the extent of compliance with the established
mandatory requirements. It will also contribute to developing a program of eliminating

17 The Prosecutor General's Office provides clarification on the inspection plans formation. Available at:
https://news.ecoindustry.ru/2018/08/generalnaya-prokuratura/ [Accessed 02 February 2021].
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violations of those requirements before the state environmental supervision body
inspection.

It is advisable to place an electronic form checklist in the personal office of a
natural resource user with the function allowing to record responses and transfer data
to the supervisory authority for control (supervision). We need to establish a
procedure for its transfer and recording in the registry and ensure its reliability and
immutability. The issues of ensuring the legal force of such documents, fixing the
procedure for changing the risk category (automatically or offline based on the
registry data) and adjusting the observed environmental requirements along with the
procedure for using the registry data as evidence in law enforcement practice
(including in electronic form) when information comes vis control and supervision
activities are also of prime importance.

Digitalization of payment administration for negative impact
on the environment (payment for NIE)

According to Article 16 of the Federal Law on Environmental Protection, the
fees are collected for the following types of negative impact on the environment:

— emissions of pollutants into the air by stationary sources,

— discharges of pollutants into water bodies,

— storage and disposal of production and consumption waste (waste disposal).

Administration of a payment suggests the following financial operations: control
over the correctness of calculation, completeness and timeliness of payment, recovery
and decisions on the return, crediting of overpaid sums in the established order
(Kudinova, Zibarev, Rozenberg, 2011:282—286). The Rosprirodnadzor and its
territorial bodies monitor the correctness of fee calculation and check payment
declarations for NEI.

In accordance with Article 16.1 paragraph 2 of the Federal Law On
Environmental Protection accounting of tax payers for negative impact on the
environment is carried out by the State Register of Objects of Negative Impact on the
Environment. The State Register, in addition to determining taxpayers for NEI, also
runs the payment base for NEI'®, reflecting the volume of emissions and discharges
of pollutants and the volume of disposed production and consumption waste. The
access of individuals to the registry data in some cases may contribute to identifying
objects of negative impact that have not passed the state registration. People
concerned about negative impact should be able to check information about the

18 The payment base is the volume or mass of emissions of pollutants, discharges of pollutants or the volume
or mass of waste disposed in the reporting period (clause 9 of the Resolution of the Government of the Russian
Federation No. 255 of 03.03.2017 “On Calculation and Collection of Payment for Negative Impact on the
Environment”).
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polluter and in case of lack of registration apply to the supervisory authority
electronically.

Digitalization and integration of all sources of information and data streams into
a single information space, followed by automation of its analysis based on modern
technologies for processing large amounts of data will increase the efficiency of
administering environmental payments.

Corresponding software products are used to help users of natural resources to
calculate payments for NEI. The Order of the Ministry of Natural Resources and
Environment of the Russian Federation No. 3 of January 9, 2017 On Approval of the
Procedure for Submitting a Declaration of payment for Negative Impact on the
Environment and its Form establishes that payment declaration is generated by using
electronic services, including those provided by the Federal Service for Supervision of
Natural Resources and submitted through information and telecommunications
networks including the Internet in the form of an electronic document signed by an
electronic signature via the web portal for receiving reports of the Federal Service for
Supervision of Natural Resources (Personal Account). Declaration submission in
electronic form greatly simplifies the process of administering payment for NEI and
contributes to their prompt processing.

In order to control correctness of tax calculation for NEI, coefficients application
in tax calculation, crediting/non crediting of overpaid sums and determination of
payment base should be automated.

Conclusion

Thus, we note that the process of digitalization covers a wide range of state
environmental management functions. At present, the following state functions are
most susceptible to digital transformation: information support in the field of
environmental protection, state accounting in the field of environmental protection,
regulation in the field of environmental protection (in terms of application of the best
available technologies), state environmental supervision and fee collection for
negative environmental impact. Information from the State Register of Objects of
Negative Impact should become the basis for making environmentally significant
decisions; it is also important to ensure the interoperability of data from the state
register.

Digitalization of technological standardization is associated with such
technologies as regulation of data turnover, experimental legal regimes and assessment
of compliance of the applied technology with the criteria of the best available
technology presented in the information and technical directories. Control and
supervisory measures should involve inspections based on the volume of danger of the
negatively impacting objects with the use of remote-control methods; checklists for
self-inspection of enterprises must also be introduced. Digitalization of calculating and
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collecting payments for NEI should ensure the smooth functioning of fee calculation
in digital format by the payer and control over the correctness of calculation and
collection by the supervisory authority. The general requirement to digitalization of
environmental management is establishing responsibility for introducing incorrect data
into information systems which may lead to incorrect, distorted information hindering
environmentally significant decisions.

References / Cimcox iurepatypbl

Alimova, D.F. (2020) On the use of digital technologies in the activities of public authorities.

In: Pashentseva D.A. (ed.) Legal values in the light of new paradigms of the development of
modern civilization: collection of scientific papers. Moscow, 1ZiSP: INFRA-M, 2020.
250—255. (in Russian).
Anumosa /[.@. K Bonpocy 00 HCIIOIB30BAHUU ITUPPOBBIX TEXHOJOTHI B ICATCILHOCTH Op-
raHoB IyOn4HOI Biacth // IIpaBOBbIe IIEHHOCTH B CBETE HOBBIX ITapaJuIM Pa3BUTHS COBpE-
MEHHOW IMBWIIM3aLMU: COOPHUK Hay4HBIX TpyaoB / mox oour. pexa. J.A. ITamenunesa. M.:
N3uCIT: UHOPA-M, 2020. C. 250—255.

Belikova, K.M. (2018) Features of the legal regulation of the digital intellectual economy. Zakon i
pravo. (8), 26—30. (in Russian).
benuxosa K.M. OcoGeHHOCTH NPaBOBOTO PEryJIMPOBAaHUS LU(PPOBOH MHTEIUIEKTYAILHOM
9KOHOMHUKH // 3aKkoH u mmpaBo. 2018. Ne 8. C. 26—30.

Khalin, V.G. & Chernova, G.V. (2018) Digitalization and its impact on the Russian economy and
society: advantages, challenges, threats and risks. Administrative Consulting. (10). 46—63.
(in Russian).

Xanun B.I'., Yeprosa I'.B. LluppoBusanus u ee BIUSIHUE Ha POCCHICKYIO YKOHOMHKY U 00-
IIECTBO: NPEUMYIIECTBA, BHI30OBBI, YIPO3bI U PHCKH // YTIpaBiieHUECKOe KOHCYJIBTHPOBAHUE.
2018. Ne 10. C. 46—63.

Kichigin, N.V. (2018) Minimization and prevention of environmental and legal risks. Journal of
Russian Law. (8), 144—154. (in Russian).

Kuuueun H.B. MuHUMH3anMs M MpeaynpexaeHHe dKOJIOro-paBoBbIX puckoB // JKypHan
poccumiickoro mpasa. 2018. Ne 8. C. 144—154.

Kudinova, G.E., Zibarev, S.S. & Rozenberg A.G. (2011) Development and application of an

automated system for administration of payments for negative environmental impact.
Izvestija Samarskogo nauchnogo centra Rossijskoj akademii nauk. (5), 282—286.
(in Russian).
Kyounoea I'.D., 3ubapes C.C., Pozenbepe A.I'. u np. PazpaboTka 1 npuMeHEHNEe aBTOMATH-
3MPOBAHHON CUCTEMBI aIMUHUCTPUPOBAHHS IUIATHI 32 HEraTHBHOE BO3JICHCTBHE HA OKPYIKa-
tottyto cpeny // 3ectust Camapckoro Hay4HOro nentpa Poccuiickoit akagemuu Hayk. 2011.
T. 13, Ne 5. C. 282—286.

Plotnikov, A.V. (2019) Problems of legal regulation of the digital economy. Moscow journal. (7),
217—224. (in Russian).

Inomnuxoe A.B. IIpobieMBI IPaBOBOTO PETYIMPOBAHUS HPPOBOI 3KOHOMUKH // MOCKOB-
CKuit skoHOMu4eckui xxypHai. 2019. Ne 7. C. 217—224.

Popova, N.F. (2020) The need for digitalisation of public administration in the Russian Federation.

Administrative Law and Procedure. (2), 48—53. (in Russian).

LAW AND DIGITAL TECHNOLOGY 617



Bnacenxo B.H. u op. Bectaux PYJIH. Cepus: FOpunuueckue nayku. 2021. T. 25. Ne 2. C. 601—619

Ionosa H.®. HeobxoaumocTth 1u(pOBU3ALUKM TOCYJaPCTBEHHOrO yrpapieHusi B PO //
AnmuHACTpaTHBHOE 1IpaBo U mporecc. 2020. Ne 2. C. 48—53.

Sukhova, E.A. & Abanina, E.N. (2020) Legal problems of the digital transformation of the
environmental management system as a mechanism to ensure environmental safety. Russian
Judge. (8), 17—20. (in Russian).

Cyxoea E.A., Abanuna E.H. TlpaBoBble npoOsieMbl 1udpoBol TpaHCHOpPMALUU CHCTEMBI
yIpaBJeHUs] IPUPOIOTIOIB30BaHUEM KaK MEXaHH3Ma 00ecTieueH s KOOI NIECKOoM Oe3omac-
HoctH // Poccniickas rocturms. 2020. Ne 8. C. 17—20.

Shatkovskaya, T.V. (2019) Goals and interests in digital law. In: Pashentsev D.A., Zaloilo, M.V.
Transformation of Legal Reality in the Digital Age: Collection of Scientific Papers. Moscow,
1ZiSP: INFRA-M Publ. (in Russian).

Llamxosckas T.B. lenn u uaTepecH B npase nudpoBoii smoxu // Tpancdopmarus npaBo-
BO# pealbHOCTH B NU(GPOBYIO 3MOXY: COOPHUK HAYYHBIX TPYIOB / moxa oour. pexd. J.A. Ia-
mreHnesa, M.B. 3amouno. M.: U3uCIl: UHOPA-M, 2019. 213 c.

Tikhomirov, Yu. A. & Nanba, S.B. (eds.). (2019) Legal concept of robotization: monograph.
Moscow, Prospekt Publ. (in Russian).

IOpunnueckas konuenwst podorusarnmu: Mmonorpadus / H.B. Aatonora, C.b. banbsxaesa,
JK.A.TaysoBa [u np.]; oTB. pea. FO.A. Tuxomupos, C.b. Har6a. M.: [Ipocnexr, 2019. 240 c.

Vaipan, V.A. (2018) Legal regulation of the digital economy. Entrepreneurial Law — Application.
(1), 12—17. (in Russian).

Baiinan B.A. TlpaBoBoe perynupoBanue nu(poBoii sxoHomuku // TlpeanpruHuMarTenbckoe
npaso. [Ipunoxenue «IIpaBo u buznecy. 2018. Ne 1. C. 12—17.

Zaloilo, M.V. (ed). (2021) Artificial Intelligence in Law: Scientific and Practical Guide]. Moscow,
Infotropik Media Publ. (in Russian).
3anouno M.B. VIcKyCCTBEHHBII MHTEIUICKT B TpaBe: HAYIHO-NIPAKTUIECKOE ITocoOne / Mo
pen. n-pa ropu. Hayk. [Ipod. JI.A. TTamennera. M.: Uudorponuk Meaua. 2021. 132 c.

Zhukov, V. (2019) Implementation of the best available technologies: problems and solutions.
Environmental parliamentary bulletin. Available at: http://ecoparlament.ru/aktsenty-nedeli/
article post/vnedreniye-nailuchshikh-dostupnykh-tekhnologiy-problemy-i-resheniya
[Accessed 02 February 2021]. (in Russian).

JKykoe B. BHenpeHHe HAWIydIINX MOCTYIHBIX TEXHOJOTHWH: MpOOJIEMBI W pemeHus //
DKOJOTHYECCKHI IMaplIaMeHTCKUH OroiereHb. Pexxum mocrtyma: http://ecoparlament.ru/
aktsenty-nedeli/article post/vnedreniye-nailuchshikh-dostupnykh-tekhnologiy-problemy-i-
resheniya (nara oopauienus: 02.02.2021).

Zubarev, S.M. (2020) Legal risks of digitalization of public administration. Actual Problems of the
Russian Law. (6), 23—32. (in Russian).
3ybapes C.M. TIpaBoBble pucku HU(GPOBU3ALMH FOCYIAPCTBEHHOTO yIIPaBIeHus // AKTyalb-
HBIE TIpo0IIeMbI poccuiickoro mpasa. 2020. Ne 6. C. 23—32.

About the authors:

Valery N. Vlasenko — Candidate of Legal Sciences, Deputy Head of the Department of
Land and Environmental Law, Russian State University of Justice; 69 Novocheremushkinskaya str.,
Moscow, 117418, Russian Federation

ORCID ID: 0000-0001-7479-2774

e-mail: kafzem@rsuj.ru

618 IMPABO U IU®POBBIE TEXHOJIOT' NN



Vlasenko V.N. et al. RUDN Journal of Law. 2021. 25 (2), 601—619

Alexey S. Shirobokov — Candidate of Legal Sciences, Associate Professor of the
Department of Land and Environmental Law, Russian State University of Justice;
69 Novocheremushkinskaya str., Moscow, 117418, Russian Federation

ORCID ID: 0000-0001-5905-8301

e-mail: kafzem@rsuj.ru

006 aBTOpax:

Bnacenko Banepuit Hukonaeguy — KaHAuaT IOPUINUECKUX HAYK, 3aMECTUTEIb 3aBEAYIO-
miero kadeapoi 3eMeIbHOTO B SKOJIOTHIECKOTO MpaBa, Poccuiickuii rocynapcTBeHHBIN YHUBEPCH-
teT npasocyaust; 117418, Poccuiickas ®eneparys, r. Mocksa, yn. HoBouepemymkuHckas, 1. 69

ORCID ID: 0000-0001-7479-2774

e-mail: kafzem@rsuj.ru

Hlupoookos Anexceii Cepzeeeuy — KaHAUAAT IOPUIMYECKUX HAyK, JOLEHT Kadeapbl
3eMEJIFHOTO M HKOJIOTHYECKOTO TpaBa, POcCHIICKIIA TOCYAapCTBEHHBI YHHBEPCUTET MIPABOCY/IHS;
117418, Poccuiickas denepauus, r. Mocksa, yi. HoBouepemyuikuuckas, 1. 69

ORCID ID: 0000-0001-5905-8301

e-mail: kafzem@rsuj.ru





