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IlnppoBOM BBI3OB AJIs1 apabCKOro Mupa:
dakTop vHTerpanuu uiau gupPepeHuuanuu’?

I'.H. Basmaxmeroa'* <, JI.B. Ilykanos

Ypanwsckuii penepanpHblil yHuBepcuTeT MMeHu [lepBoro [Ipesunenta Poccun b.H. Enpnnna,
ExarepunOypr, Poccuiickas @enepanus
D<dvgulnara@mail.ru

AnHoTanmms. [1o Mepe uHTerpanuu B riodansHoe HU(pPOBOE MPOCTPAHCTBO apabCKUE CTPAHBI Pa3ieNsIoOT ero
MIPENMYIIECTBA U PUCKH, BKIFOYAIOTCS B TIOCTPOSHHUE CHCTEMBI MEKIyHAPOJHOH HHPOPMALIMOHHON 0€301acHOCTH.
Y4uThIBas 3HAYUTENBHOE BIUSHHUE apabCKoro Mupa Ha (GOpMUPOBAHUE MUPOBON MONUTHUYECKOI MOBECTKU U IJIO-
0anpHYIO cuCTeMy 0€30MacHOCTH, M3y4eHHE CIEIH(UKN pa3BUTHA apabCKoro IU(pOoBOro Kiacrtepa Ha COBPECMEH-
HOM JTare MpHoOpeTaeT He TOJIBKO aKaJeMHYECKYI0, HO M MOJIUTHIECKYIO aKTyalnbHOCTh. CTaThs NMOCBSIICHA HC-
CIICIOBAHUIO TEKYIIETO COCTOSHUS, NMOTEHIMANA U MPEAeIoB KOolepaluy apadCKUX CTpaH B 00gacTu HU(POBOiM
3alIUTHl B PaMKaxX MeXapaOCKOro COTPYyIHHUECTBA B MHOTOCTOPOHHUX M JABYCTOPOHHHX (hopMaTax, a TakKe B3au-
MOJICHCTBHSI ¢ MHUPOBBIMHU JIHJIEPaMHU TEXHOJIOTHICCKON «TOHKW». AHAIM3 OCHOBAaH HAa METOAOJIOTHU [ 106ansHOTO
HHJEeKca KnOepOe3omacHOCTH, pa3paboTaHHOW MexIyHapoaHBIM coro3oM aiekTpocBsasy OOH m Birowaromei
ISITh KJIFOUEBBIX IAPAMETPOB OLIEHKU TOTOBHOCTU COBPEMEHHBIX FOCYJAPCTB K OTPAKCHUIO KHOEPYTPpo3, TAKUX KaK:
HOPMaTHUBHO-TIPaBOBas CHCTEMa HAI[MOHANBHON KHOEp3alIuThl, TEXHHYECKHE BO3MOXKHOCTH, OpPTaHHM3AI[HOHHAS
CTPYKTYpa, MepHI 10 Pa3BUTHIO IMOTEHIMANA W MEXIyHapoaHoe coTpyaHndecTBo. OneHnBas «udpoBoil maHz-
magT» apabCKkux rocyAapcTB, aBTOPbl OTMEYAIOT, YTO HONUTHUYECKas, (PMHAHCOBO-3KOHOMHUECKAs U HCTOPHKO-
KyJIbTypHas creruduka apabCKUX CTpaH CIOCOOCTBYET (OPMHUPOBAHUIO B PETHMOHE 0COOOH Cpembl A MPOTHBO-
CTOSIHUSI KHOepyrpo3aM M pemenus npobdieM kubepoeszonacHocTr. C 0gHON CTOPOHBI, TU(PPOBOH BBI30B MOOYXKIAET
apabckue rocyapcTBa K MpeoJOTICHUI0 HEKOTOPBIX PAa3HOINIACHUM, MpHaBasi ONpeAeICHHbIH UMITYJIbC UHTErpalu-
OHHBIM TponeccaM. C Ipyroi CTOPOHBI, «TOTOHSIOUIMIY THUI M CKauyKoOOpa3Has JUHAMHKA Pa3BUTHS LUPPOBOIL
OTpaciii B PETHOHE, a TaKkXKe MpHUcymas apabCKOMy MHpPY pa3sHOPOIHOCTb M HPOTHBOPEYHBOCTh B COBOKYHMHOCTH
C TPAJUILHUOHHO BBICOKON CTENEHbIO KOH(DIMKTHOCTH B PETUOHE U CHIBHBIM BIMSHHEM BHEIIHUX (akTOpoB co3pa-
IOT TETEPOreHHYIO0 U (pparMEeHTHPOBAHHYIO Cpeay, MPENITCTBYIONIYI0 (POPMUPOBAHUIO KOJUIEKTHBHOTO OTBETA Ha
BBI30BBI IIU(PPOBOI MOXH.

KunrodeBble cioBa: apabckne crpansl, bikanit Boctok, knbepyrpossl, kndbep6e3onacHOCTb, perHOHaNIbHEIE
MEXIyHapOIHBIE OTHOIICHHUS, HHTETPAIINsA
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Digital Challenge for the Arab World:
Integration or Differentiation Factor?

Gulnara N. Valiakhmetova'* <, Leonid V. Tsukanov

Ural Federal University, Yekaterinburg, Russian Federation
PAvgulnara@mail.ru

Abstract. As Arab states integrate into the global digital space, they share its advantages and risks and are
included in the construction of the international information security system. Considering the significant influence
of the Arab world on the formation of the world political agenda and the global security system, the study of the
specifics of the development of the Arab digital cluster at the present stage acquires not only academic but also
political relevance. This article is devoted to the study of the current state, potential and limits of Arab countries
cooperation in the field of digital security within the framework of inter-Arab cooperation in multilateral and
bilateral formats, as well as interaction with the world leaders in the technological ‘race’. The analysis was based on
the methodology of the Global Cybersecurity Index developed by the UN International Telecommunication Union.
It includes five key parameters for assessing the readiness of modern states to repel cyberthreats: the regulatory and
legal system of national cyber defense, technical capabilities, organizational structure, capacity development
measures and international cooperation. Assessing the ‘digital landscape’ of the Arab states, the authors note that
the political, financial, economic, historical, and cultural specifics of the Arab countries contribute to the formation
of a special environment in the region for countering cyber threats and solving cyber security problems. On the one
hand, the digital challenge is forcing the Arab states to overcome some differences, giving a certain impetus to
integration processes. On the other hand, the ‘catch-up’ type, and spasmodic dynamics of the digital industry
development in the region, as well as the heterogeneity and inconsistency inherent in the Arab world, combined
with the traditionally high degree of conflict and the strong influence of external factors, create a heterogeneous and
fragmented environment that prevents the formation of a collective response to challenges of the digital age.

Key words: Arab states, the Middle East, cyber threats, cyber security, regional international relations,
integration
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BBeaenue neiicTBrue OOIIEMUPOBBIX U PETMOHAIBHBIX TPEH-
JIOB B ATOM YaCTH CBETAa HOCUT CJIOKHBIM U TPO-
TUBOPEUYUBBIN XapakTep, NMpUYEM pa3BUTHE Ha
PErHOHAIBHOM YPOBHE MOXET KaK OOTOHSITh, TaK
Y TOPMO3UTh WJIM JJaKe MPOTUBOACHCTBOBATH TJI0-
OanbHBIM TEHIACHUUSAM, (GOPMUPYS MOPOH MPOTHU-
BOTMOJIOKHBIE UM T10 HAMPABJIIEHHOCTH U XapaKTepy
nocnenctBus  (bapanoBckuii, Haymkun, 2018;
3psirenbckast, CBuctynona, Cypkos, 2020b).
HayuHoe ocmbicienne ocoOeHHOCTEN pa3Bu-
s bawxkHero BocTroka B MEHSIOIIEMCS TJIO-
OaJIbHOM KOHTEKCTE COIMPOBOXKIAETCS pa3padoT-
KOM HOBBIX TEOPETUYECKHUX MOAXOJ0B U U3yUEHU-
' g . €M BO3MOYKHOCTEW MX NMPUMEHEHUS] K PErHOHaJb-
paMKax JaHHOI'O HUCCIIE€A0BaHUs yCJIOBHBIM TCPMUH o o
«apabckuii MUp» 0003HAYaET T€OTMOJIUTUICCKOE MPOCTPaH- HBIM EeaﬂHﬂM‘ OT/H4UTeNbHON HepTOl TPy OB
CTBO, OXBaThIBaroIIee 22 CTPaHbl, BXojsmue B coctap Jlurn ~ POCCHUCKHX BOCTOKOBCOB, OJIMKHEBOCTOYHHMKOB
apa6CK1/1x TOCyapcTB (HAF), IJIaBHOM IUIOIIAIKHA MeEXKa- u apa61/ICTOB ABJBICTCA COUCTAHUC MMOJIUTHUYCCKOTO

pabckoro cotpyaHudecTBa. ApaOCkuif MUp sBIsleTCs cM- WJIM  3KOHOMHMYECKOTO aHajiu3a C METOJaMu
CTEMOOOPAa3yIOMINM 3JIEMEHTOM OJIMKHEBOCTOUHOU TIOJI-
CHCTEMbI MEX/yHapOIHbIX OTHOIICHHUH U, B OoJee paciiu-
pUTENBHBIX TpakToBKax, boinbmioro bimxknero Boctoka
(anrnos3eryblii ananor — peruoH MENA, Middle East

[HudpoBuzaius kKak riodambHBIA MEraTpeH
MOPOXKIAeT OOMIMI UIsT BCEX CTPaH KOMILIEKC
yrpo3. BMecre ¢ TeM peruoHabHBIA KOHTEKCT
dbopmupyer cnenuduky 1nudpoBoro BHI30BA, IO-
Oy>k1ast rocyiapcTBa HapabaThIBaTh COOCTBEHHBIE
MOJIXO/IbI U TIPAKTUKU MPEOIOJICHUS WIA CHIKE-
HUSI HOBBIX PUCKOB. ApaOCKHiIl Ke¥C mpencTaBIis-
€T 0COOBIi aKaJeMHUUECKUI U MPAaKTUYECKUN WH-
TE€pPEC HE TOJBKO B CBSI3U C BBICOKHM BIIUSIHUEM
apabckoro mupa u mupe — bosnbmoro bikaero
Bocroka! — Ha rnmo6ansHyio nosecTky. Bzaumo-

and North Africa), mox KOTOpsIM B JIaHHOH CTaThe MOHU-
MaeTcsl TeONOJMTHYSCKHH PETHOH B COCTaBe apabCKHX
crpad, Typuuu, Upana u Wspaus.
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MCTOPUYECKOIO HCCIIEOBaHMs, YTO I103BOJISIET
CTPOUTH IPOTHO3HBIE CIIEHAPUU C yYE€TOM HCTO-
pudeckoi creuupuku pervoHa (3Bsrenbckas,
Kysnenos, 2017; MenkymsH, 2020; duinoHuK,
Ucaes, 2020).

B pamkax nmannoro noaxoxa B.I'. bapanos-
ckuii 1 B.B. HaymMKkuH packpbIBaroT 0COOCHHOCTH
NpeoMIIeHHUs INI00aNbHBIX MEraTpeHI0B Ha pea-
muu bmkaero Boctoka, dhopmupoBaHus peruo-
HAJILHOTO MPOCTPAHCTBA U OOIIEH PErHOHAIBHON
UJICHTUYHOCTH, Oas3upyrouielicss Ha apabCcKkoM
KoMroHeHTe. [lockonbKy cTaHOBIIEHHE Tocynap-
CTBEHHOCTH B apaOCKHUX CTpaHaX MPHUIILIOCH Ha
KOJIOHUAIBHBIA TEPUOJ, HEU3MEHHBIMH aTpHOY-
TaMH pETMOHA CTAJld TIOCTOSHHBIA  AeuuuT
0€30MacHOCTH, AKCKIIO3UBU3M (KOHCOIUIALNS B
MPOTUBOCTOSIHUM «UY>KUM», KOTOPHIMU B Pa3HOE
BpeMs cuutanuch Typuus, M3panunb, a B HACTOS-
niee Bpemsi MpaH), BBICOKas CTENEHb Y4YacCTHS
rII00ANbHBIX aKTOPOB B PETMOHANBHBIX JIeNax M
«3(hGEKT MPUBBIKAHUI) K MPHCYTCTBHIO B PEru-
OHE BHEIIHUX MHTEPECOB, a TAKXKE MEPMAHEHTHO
pactymas KOH(GIMKTHOCTh Ha (oHE ociabieHus
cyOperunonanbHoit  unTerpanuu  (bapanoBckui,
Haywmxun, 2018).

AHamn3 B3aUMONENWCTBUA Ha bikHeM
Boctoke rio0anbHbIX U pPErHOHAIBHBIX TPEHJIOB
yepe3 MpU3My KOHIENIIUU «HETaTHBHOM Heompe-
NENIEHHOCTH TPUBOJIUT UCCIIEN0BATEIeH-MEKIY-
HApOJIHUKOB K aHAJIOTUYHBIM BBIBOJAM O JEperu-
OHANM3alMAd W  (PparMeHTAlMAd UMEIOIIUXCS
B apabCKOM MHpE WHTETPALMOHHBIX ILIOIAJIOK,
0 MOJIepKaHUK €IMHCTBA PETHOHA 3a CUET BBICO-
KOro ypoBHsI KoH(paukTHOCTH. [Ipumeramu co-
BPEMEHHOTO OJINKHEBOCTOYHOT'O IOJIMTHYECKOTO
apeaja CTaHOBSTCS TaKXK€ POCT PETHOHAIBHOTO
COMEpPHUYECTBA M AKTUBHOCTH PETHOHAJIBHBIX
JepXKaB, CTPEMSIIUXCS HCHOJIb30BaTh BHEIIHUE
UHTEpECHl I peaau3alii cCOOCTBEHHBIX amOu-
[[Mif; BBICOKAs CTEMEHb HEIOBEpUS U TOJ03pH-
TEIbHOCTH, HEMPOYHOCTh JIBYCTOPOHHHUX OTHO-
[ICHUH W pacIIUpeHUe MPAKTHUKU CO3JaHUS TaK-
TUYECKUX AJIbSHCOB (CUTYaTUBHBIX COIO30B), B
TOM YHCIIE ¢ BHEIIHHMH aKTOPaMHM; OCJIA0JICHUE
untepeca CIIIA u cTpan 3anasa Kk peruoHy H, Kak
CIIEJICTBHE, UX CTPEMJICHHE K COKpAIIEHUIO CBOE-
r'O y4acTHsl B perHOHAJIbHON MOBECTKE; CHIKEHUE
pOJIM «MSITKOM CHJIBI» M 3aMEIICHHE €€ WHCTPY-
MEHTaMU «OKECTKON CUJIBD) B (hOpMe MPOKCH-BOIH
U TpsSMBIX UHTEepBeHUUN (3BsArenbckas, CBUCTY-
HoBa, Cypkos, 2020b; [llymumun, 2019).

THEMATIC DOSSIER: Non-Western World in Cyberspace

[lonatne  «HEONpPENENEHHOCTHY  TaK¥Ke
BOLUIO B HAy4YHBIA JIGKCUKOH MCCIIEI0BaTENEH
COLIMAIbHO-9KOHOMHUYECKOT0 cpe3a  OJIMKHEBO-
CTOYHBIX peanuil. PasHooOpazne IKOHOMHUYECKUX
MOJIENIEN, HAIMYME BHYIIUTEIBHOIO SKOHOMMYE-
CKOT'0, TEXHOJIOTUYECKOTO U COLMAJILHOTO pa3pbl-
Ba MEXIy apaOCKUMU CTpaHaMH, KOTOpBIH ycHu-
JMBAeTCS CHWKAIOUICHCS POJIbI0 OOJNBIIMHCTBA
apaOCKUX HPKOHOMHK B MHUPOBOM XO3SICTBE, CO-
3[IAI0T YCIJIOBUS JJI POCTa HANPSKEHHOCTH B pe-
THOHE M OCTABIIIIOT MAJIO MECTa JUIsl MHTErpaly-
OoHHBIX MHUIMATUB (Menbsuies, 2020; OuIoHUK,
Hcaes, 2020).

Poccuiickue yuyenble oboramarT coOCTBEH-
HBIMHU TIOJIXOJIaMU KOHLICIIINH, pa3paboTaHHbIEC B
3apyOeXHBIX HAay4HBIX cooOIecTBax. B pamkax
pa3BUTHSI HEOMOJEPHUCTKOIO MOJIXOAA, albTep-
HaTUBHOTO MOJEPHU3MY U IOCTMOJIEPHU3MY,
B.A. Ky3HenoB uccnenyer npoOieMy mpeooie-
HUS  COIUAIBHO-TIOJUTUYECKUX (parMeHTaIHii
apabckux coobmectB (Kysnemos, 2019; 2020).
Yuensie UMOMO PAH cucremarusupyior 00-
LIMPHBIN [JIACT KOHUEHIUN MOJIUTHYECKON HIEH-
THUYHOCTH, BBIABIISISL (PaKTOPBI BEIOOpA BHEIIHEIIO-
JUTUYECKUX MPUOPUTETOB IS OIMKHEBOCTOY-
HBIX rocynapctB (3Bsiresnbekas u ap., 2020a).
@DeHOMEH MEePMAHEHTHO BO3PACTAIOIIEH KOH-
(IUKTHOCTH W MEHSIOIIEHCS POJIM BHEIIHUX
aKTOpOB B oOecrieueHnn Oe30macHOCTH Ha brk-
HeM Boctoke uccnenyercs B tpynax B.B. Haywm-
KMHA Ha OCHOBE KOHLENTOB TEPPUTOPUAIBHOIO U
nemorpadudeckoro «ynopsaounBanus» (Haym-
kuH, 2019) m Teopum TIYOOKO pa3meIeHHBIX
o6bmects (Haymkun, 2015).

OMIUpUYECKUN Marepuan bimxnero
BocTroka no3BossieT KOJUIEKTUBY MCCleI0oBaTeNnen
n3 MI'IMO MMUJI Poccun onpoBeprayTh MOIy-
JSIPHYIO 32 pyOeKOM TEOpHIO BOJH JAEMOKpaTH3a-
IIMM, HA OCHOBE KOTOPOW 3amajHble aBTOpPbI OT-
CTaMBaIOT TE3UC O MOJIOKUTEIBHOM BIUSHUM WH-
(OpMaIOHHBIX TEXHOJOTHI Ha JeMOKpaTH4e-
CKUI BBIOOp COBpPEMEHHBIX rocynapcTB. Poccuii-
CKUE YyueHble yOeOWTENIbHO JOKa3bIBAIOT, YTO
AKCTPAMOJIAIUS TJIO0AILHOTO TpeHaa IM(POBU-
3allMu Ha apaOCKue CTpaHbl C UX MO3JHEH CcyOb-
€KTHOCTBIO B CUCTEME MEXIyHAPOJHBIX OTHOILIE-
HUM, HE3aBEPILICHHOCTbIO HAIMECTPOUTEIHCTBA,
THOPUIHOCTHIO TOJMUTUYECKUX CHUCTEM, COYeTa-
IOLMX TPAJULUOHHBIE U COBPEMEHHBIE JJIEMEH-
Thl, a TAK)K€ MHOTOUYMCIIEHHBIMU JucOanaHcaMu
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WHCTUTYIIMOHAIBHOTO Pa3BUTHS CIIOCOOHBI TIOPO-
JMTH OTKAT FOCYJapCTB K aBTOPUTAPU3MY U JaKe
apxamzaiu (JleGemea u ap., 2016). [dpyrum
OPUMEPOM KPUTHUECKOTO MOAXO0Aa K aHAJIUTHYe-
CKOMY IOTEHLMAITY 3alaHbIX KOHLEHIMNA MOXET
ciyxuth  uccienoBanne E.C.  3uHOBBEBOI
(3unoBbeBa, 2018), Hay4yHas HOBHU3HA KOTOPOTO
00yCIJIOBJIEHa PUMEHEHUEM METOI0JIOTMYECKOTO
UHCTPYMEHTAapHsl TEOPHHM COLMAIBHOIO KOH-
CTPYKTUBHM3MA [UI1 HW3Yy4YCHUS B3aUMOBIIHSHUS
HAay4YHO-TEXHOJIOTUYECKON cepbl U MUPOMOJIHU-
THYECKHX MPOIECCOB.

[IpoGneMsl mocTpoeHHsi B apaOCKOM MuUpe
KOJIJICKTHBHON CHUCTEMBI KHOEepOE30MacHOCTH OT-
HOCHUTEJIBHO HEJIaBHO MOSIBUJIMCH B MOJUTUYECKOM
Y Hay4HOU IOBECTKE U MOKA MaJIO U3Y4EHBI KaK B
Poccun, Tak u 3a pybexxom. B poccuiickom aka-
JeMUYecKOM Tione 1mdpoBasi mpodieMaTHka pe-
TMOHA TPE/ACTaBJICHa MPEUMYIIECTBEHHO HCCie-
JIOBaHUAMHU (peHOMEHa KHOepTeppopu3Ma U pou
UH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIO-
ruii (MKT) B MoOuIM3aIiuu mpoTECTHOTO pecypca
Ha npuMepe coObITUl «apabckoi BecHbl». CTpa-
HOBBIE KEIChl OXBaTHIBAIOT, KakK IMpaBHJIO, He-
apabckue rocymapctBa bimknero Boctoka —
Wpan, Mzpamne m Typouro. Cxoxas KapTuHA
HaOMoIaeTcsl B 3apyOeKHBIX IMyOTUKAIUAX, O
HAKO TIPE/ICTABUTENM 3alafHbIX H OJMKHEBO-
CTOYHBIX HAay4YHBIX COOOIIECTB aKTHBHEE 0Opa-
MIAIOTCS K apaOCKOW TeMaTHKe, PacIIupsis IMIIU-
PUYECKYIO U aHAJMTUYECKYI0 0a3y McclleoBaHUM
no mpobiremMaMm  oOIIepernoHaIbHOW — KuOep-
6e3omacHOCTH. B 1aHHOM KOHTEKCTE clefyeT oT-
METUTh TPY[bl, MOCBSIIEHHBIC MPAaKTHKaM MHQ-
pPOBOIl  3aIUTBl OTAEIBHBIX apaOCKUX CTpaH
(Alaleeli & Alnajjar, 2020; El-Houssami & Rizk,
2020; Shat et al., 2013), ponu BHEIIHUX aKTOPOB
(Liu, 2021; Mogielnicki, 2021) u W3pauns® B
obecrieueHNH KnOEepOe30MmacHOCTH BEIYIIUX KO-
HOMHUK DPErHOHa, a TaKXKe Pa3IMYHBIM acIeKTaM
1 (poBOro BHI30BA, TPEOYIOIIEr0 OT apabCKUX

2Cwm.: El-Masry J. The Abraham Accords and Their
Cyber Implications: How Iran is Unifying the Region’s
Cyberspace // Middle East Institute. June 9, 2021. URL:
https://www.mei.edu/publications/abraham-accords-and-
their-cyber-implications-how-iran-unifying-regions-
cyberspace (accessed: 30.10.2021); Khorrami N. One Year
On — Israel’s Cybersecurity Cooperation with the GCC
States / Middle East Institute. September, 2021. URL:
https://mei.nus.edu.sg/wp-content/uploads/2021/09/
Insight-266-Nima-Khorrami.pdf (accessed: 30.10.2021).
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CTpaH KOJUIeKTUBHOTO oTBeTa (Alrawabdeh, 2009;
Popper et al., 2021).

B menom, HecMOTps Ha HCKIIOYHTENBHOE
pa3HOOOpa3ue MOIXOM0B M TEMATUK HCCIICIOBa-
HUH 10 crienn(uKe TPEHI0B Pa3BUTHS apaOCKOTO
MHpa, B TOM YHCJI€ B KOHTEKCTE MH(OpPMAIMOH-
HBIX YIpo3, MpobiemMbl mnepepopMaTupOBaHUS
peruoHa B €IWHOE MPOCTPAaHCTBO KubepOesomac-
HOCTH TOKa (DparMEeHTapHO TPE/ICTABICHBI B
HAYYHBIX yONMuKanusx. /JlaHHas cTaThst IO3BOJIS-
€T B ONpE/ICIICHHON CTENCHN BOCIIOIHHUTH yYKa3aH-
HBII TIpo0eIT B paMKax MOWCKa OTBETa Ha BOTIPOC,
CMOXXET JI1 1U(POBOM BBI3OB CTaTh TeM (HaKTo-
POM, KOTOpBI MO3BOJMT apaOCKOMy MHUpY Ipe-
OJI0JIETh €0 TPAIUIMOHHYIO MPOTUBOPCUYUBOCTD
1 00BETMHUTHCS ISl pa3pabOTKH KOJIIICKTHBHOTO
OTBETA.

OO01eTeopeTHYecKoil OCHOBOM HCCIIeI0BA-
HUS cTay (yHIAMEHTAIbHBIC TPYAbl KpyIHEH-
HIero ucciezoBaTesss MHOOPMAIMOHHON SMOXH
M. Kactenbca (Castells, 2002; 2010), uro mo3Bo-
JHJIO paccMaTpUBaTh apaOCKUK MUpP HE TOJIBKO
KaK CaMOCTOSITENIbHBIN KJacTep, HO M KaK 4acTh
rinobanpHOro 1Udposoro obmecrsa. OeHka Te-
KYILIEr0 COCTOSIHUSI TOTOBHOCTH apaOCKUX CTpaH K
OTPaXCHUIO ITU(PPOBBIX yrpo3 MPOM3BEICHA Mpe-
UMYIIECTBEHHO HAa  OCHOBE  METOOJIOTHH
I'moGanpHOTO  WMHAEKCa  KMOEpOE30MacHOCTH
(Global Cybersecurity Index, GCI) — uccnemona-
TEJILCKOTO Merampoekra MeXIyHapoJHOTO COIo-
3a snektpocszu (MCD) OOH’. Ilpu cocrasie-
HUM pedTHHra skcrnepTsl MCD mpuHUManu BO
BHUMaHHE TSTh  KPUTEPUEB:  HOPMATHUBHO-
NPaBOBYIO CHUCTEMY HAaIMOHAILHOW KHOep3amiu-
Thl, TEXHUYECKHE BO3MOXKHOCTH, OpraHU3allMOH-
HYIO CTPYKTYPY, MEPHI 10 PAa3BUTHIO MTOTEHIINAIA,
MEKIYHAPOAHOEC COTPYAHUYECTBO. B  pamkax
JTAHHOTO WCCIICAOBAaHMS YKa3aHHbBIC IMapaMeTphl
OyayT paccMaTpUBATHCS Yepe3 MpHu3My mpoOire-
MaTUKd  MeXapaOCKOro  COTpyIHHYECTBA |
B3aUMOJICHCTBHS apaOCKOro0 MHUpa C BHEITHUMH
akTopamu. B pa0oTe HCIOIB30BaHBI METOJIBI
CTPYKTYpPHOTO, CHCTEMHOTO U CTaTUCTHYECKOTO
aHaJM3a, WBCHT-aHAIN3a W CIICHAPHOTO MPOTHO-
3UPOBAHMSI.

3 Global Cybersecurity Index (mamee — GCI) 2014—
2020. Geneva: International Telecommunication Union
(ITU), 2015—2021. URL: https://www.itu.int/en/ITU-D/
Cybersecurity/Pages/global-cybersecurity-index.aspx
(accessed: 30.10.2021).
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Cnenyduka apa6CKoOro npocTpaHCcTBa
BMPPOBBIX yTPo3

[Ipoueccsl 1MGppPOBU3ALUKN CTAPTOBATIH B
apabCKkOM MHpe TOYTH Ha JECATUIICTHE TO3KE,
yeM B cTpaHax [ o6ansHoro Cesepa. B 2000-x rr.
PErMOH  MPOJEMOHCTPUPOBA  B3PHIBHOH POCT
YHUCJICHHOCTH UHTEPHET-T0JIb30BarTeneit, B 2015 r.
NPEBBICUI CpeIHUE OOIIEMUPOBHIE MMOKA3ATENN U
B 2019 r. moctur 62,96 %*. Xors mo cremeHn
NpoHUKHOBeHUs MHTepHeTa apalOCKuii KOMIIO-
gedt ['mobaneroro fOra ere 3Ha4UTEILHO OTCTA-
eT oT rocyaapctB Opranuzalnuu SKOHOMHUUECKOTO
corpyauuuectsa u passutus (OICP) (85,08 %),
10 YUCJICHHOCTH a0OHEHTOB MOOMIIBHOM COTOBOM
cBs31 Ha 100 yenoBek 3TOT pa3phIB yKe HE3HAYU-
teneH (103,2 u 120,2 yen. cooTBeTcTBEHHO).

B aBanrapne nBwkeHus Kk 1udpoBoMy 00-
niecTBy Haxonsarcss MoHapxuu Ilepcuackoro 3a-
JMBa, TIe ypOBEHb MPOHUKHOBEHNUs MHTepHeTa 3a
HOCJIEIHEE JECATUIIETUE YABOWICA M cerdac co-
cTaBisieT oT 95 % u BbIIIe, onepexast Mo JTaHHO-
My mapametpy JuaepoB [nmobamsHoro Cesepa, a
O6benunennbie Apadbckue Dmuparel (OAD) cra-
JIM TIEPBBIM U TIOKA €MHCTBEHHBIM T'OCYIapCTBOM
MHpa C YHCIEHHOCTHIO MHTEPHET-TIOJIh30BaTENeH
B 100 %’. Ha mpoTHBOMONIOKHOM TOJOCE apad-
CKOT'0 MHpa PacIoIOKEHbl HAUMEHEE Pa3BUTHIC U
MOJIMTUYECKH HECTaOWIIbHBIE CTPaHbl C YPOBHEM
npoHukHoBeHus: Murepnera ot 30 % u Huxe;
B «CpEIHEN» IpyIIe TOCYIapCTB YKa3aHHBINA I10-
Ka3aTesb BapbUPyETCs B auanasone 57,2—72 %°.
Poct WHTEpHET-aKTUBHOCTH YBEIUYMBAET PHUCK
kuOeparak, GopMUPYS B ITOM Pa3HOPOJHOM U
IPOTHUBOPEYMBOM PETHUOHE DPA3IUYHBIE BHIBI
yIpo3.

biiaromaps YCIIELIHOMN MOJIEpHU3ALIUH,
nuBepcuUKAIMM M UU(PPOBH3ALUM  CBOMX

4 Individuals Using the Internet (% of population) //
Data Bank World Development Indicators. URL:
https://data.worldbank.org/indicator/IT.NET.USER.ZS
(accessed: 30.11.2021).

5 Ibid.

6 Mobile Cellular Subscription (per 100 people) / Data
Bank World Development Indicators. URL: https://databank.
worldbank.org/reports.aspx?source=2&series=IT.CEL.SETS.
P2&country=VNM (accessed: 30.11.2021).

" Individuals Using the Internet (% of population) //
Data Bank World Development Indicators. URL:
https://data.worldbank.org/indicator/IT.NET.USER.ZS
(accessed: 30.11.2021).

8 Ibid.
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HKOHOMHK B paMKax MacIITaOHBIX JOJITOCPOYHBIX
nporpamm «Bunenue» Hambosiee ObICTpO Hapa-
MIMBAIOT CBOE IPUCYTCTBUE B KHOECPIIPOCTPAHCTBE
apaBUKCKUE MOHApXuu. VIMEHHO OHM CTaHOBSITCS
[JIABHBIMU MUIIEHAMH Uil (PMHAHCOBO OPUEHTU-
POBaHHOI KHOEPIPECTYIMHOCTH, YIIepO OT KOTO-
POl B 3THX CTpaHaxX MCUUCISAETCS MWIIHAPAAMU
nomnapos’. BMecTe ¢ TeM, B OT/IMYHE OT JPYIUX
PETHOHOB, B apaOCKOM MHUpe KHOepaTaKu OpHeH-
TUPOBaHbl MMPEUMYILECTBEHHO HAa JOCTYIl K KOM-
MEpPYECKUM, TEXHOJIOTUYECKUM U TOCYAapCTBEH-
HBIM cekpetaM (63,6 %), Hexkenu Ha TMOXUILEHHE
¢unaHcoBbIX (6,2 %) M NEPCOHATBHBIX JTAHHBIX
(29,6 %)'°.

[To xommyecTBy KuOepaTak pPETHOHAILHBIN
PEUTHUHT TPaIUIMOHHO BO3IJIABIISIIM MOHAPXUU
3anuBa, HO B MOCJIEAHNE TO/bI OHU 3HAYUTEIIBHO
ycumwin cBoro 3amury: B 2021 r. KoponesctBo
Caynosckas Apasus (KCA) u OAD omycTuiuch
COOTBETCTBEHHO Ha 3-¢ U 4-¢ MecTa B apaOCKOM
unzekce (30-1 u 36-a crpoku B MupoBom)'!. Tem
He MeHee oHU Hapsiny ¢ CIIIA ocratorcs B Tpoiike

®Cm.: El-Masry J. The Abraham Accords and Their
Cyber Implications: How Iran is Unifying the Region’s
Cyberspace // Middle East Institute. June 9, 2021.
URL: https://www.mei.edu/publications/abraham-accords-
and-their-cyber-implications-how-iran-unifying-regions-
cyberspace (accessed: 30.10.2021); The New Battlefront:
Cyber Security across the GCC // Gulf International
Forum. October 29, 2018. URL: https://gulfif.org/the-new-
battlefront-cyber-security-across-the-gcc/ (accessed:
30.10.2021).

10 Data Breach Report 2018. A Study of Data Leaks in
the Middle East // InfoWatch Analytics Center, 2018.
P. 4. URL: https://infowatch.com/sites/default/files/report/
analytics/a_study of data leaks in the middle east in 2
017-2018 .pdf (accessed: 30.10.2021). Droii cneuudukoii
OOBsSICHAETCS BHYIIMTENBHBIH POCT KHOepaTrak B 30HE
3anuBa B nepuoabl MNOATOTOBKHM U TPOBCIACHHSA TaKHUX
KPYIHBIX MHpPOBBIX coObITHH, kak Dubai Expo 2020 wu
Qatar World Cup 2022. Dkcneptsl MexIyHapOHOTO
dopyma crpan Ilepcuackoro 3anmBa, OTMEYAKOT, YTO
«74 % pyxoBoauTenel NpeanpUsTUA peruoHa pacCMaTpHU-
BAIOT PHUCK HAPYIICHUH KOH(GHICHIMAIBHOCTH JaHHBIX
KaK Haubojiee aKkTyalbHYIO yrpo3y IOBEPHIO 3aHHTEPECO-
BaHHBIX CTOPOH K OM3HECy, 4TO HAMHOI'O BBINIE, YeM B
cpeaneM 1o Mupy (55 %)». Liut. mo: The New Battlefront:
Cyber Security across the GCC // Gulf International
Forum. October 29, 2018. URL: https://gulfif.org/the-new-

battlefront-cyber-security-across-the-gcc/ (accessed:
30.10.2021).

"Tlo cocrosmuio mHa 31 nexabps 2021 r. Cw.:
Kaspersky  Cyberthreat  Real-Time  Map.  URL:

https://cybermap.kaspersky.com/ (accessed: 31.12.2021).
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MHUPOBBIX JIUAEPOB C CaMbIMU JOPOTOCTOSLIUMHU
yTe4YKaMH JaHHbIX 2,

Kputnueckn BaKHbIM aKTUBOM apaBUHCKUX
MOHAapXHUi sBIs€TCA HE(PTEra3oBblii  CEKTOp,
HPEeANPUATHST KOTOPOTo, Kak IPaBUIIO, COCPENO-
TOYEHBI B Y3KHX TeorpapuuecKux 00JacTsX, 4TO
3HAYUTENIFHO YBEIMYMBACT YPOH OT Knbeparak. B
HOCJIeIHeE JECATHIIETHE CayA0BCKHI HedTeraso-
Bl ruranT Saudi Aramco u karapckuil RasGas
HEO/IHOKPATHO CTAaHOBWJIMChH KE€PTBAMH KPYITHBIX
HanaJieHUui C UCIOJIb30BAHUEM CIIOKHBIX BHpPYC-
HBIX mporpamm (2012, 2016, 2017 r.) u Gecnu-
notHuKoB (2019 r.). [TomoOHBIE aTakk UMEIOT HE
TOJBKO TJIOOAJIbHBIE HKOHOMHYECKHE TOCIe/I-
CTBHS — OT HOBBIIIEHUS LIeH Ha HedTh 1O Kac-
KaJHOTO BO3JEHWCTBHS Ha pa3IM4Hble OTPaCiH
MupoBoii 3xoHomuku (Popper et al., pp. 96—97).
Peub naer o npumMeHeHnU Tak Ha3bIBa€MBbIX LUQ-
POBBIX BOOPY)KEHHI, 3a pa3pabOTKOH KOTOPBIX
CTOSIT TOCYAapCTBa, B CBSI3M C YeM TaKU€ aTaKH
MHTEPIIPETUPYIOTCS KaK aKT BHEIIHEW arpeccuu,
co3JaBas MOTEHLMaJ Il OTBETHOrO KuOepyaapa
(Casennes, Kapaces, 2018).

Beicokast crenenb KHOEpyrpo3 CO CTOPOHBI
TOCY/IapCTBEHHBIX CYOBEKTOB PETHMOHAIBHON U
MHPOBOW HOJUTHUKHU, a TAK)K€ OTHOCUTEIIBHO HU3-
KUl ypOBEHb T'OTOBHOCTH apaOCKHMX CTpaH K MX
OTPAXECHUIO SIBJISIOTCS €I1€ OJJHON OCOOEHHOCTHIO
peruona'®. TIpakTMka HpUMEHEHHS IPOPHIBHBIX
I (POBBIX TEXHOJOTUH B KaYeCTBE CUIIOBOM KOM-
IOHEHTBl B MEKIOCYJapCTBEHHBIX KOH(IMKTAX
HOJTy4yHia IIMPOKOE paclpocTpaHeHue Ha biok-
HeM Bocroke mocie kuOepaTaku Ha SACPHBIN
uccnenosatenbckuid 1ieHTp Mpana B 2010 r. ¢ uc-
N0JIb30BaHUEM BHpYCa HOBOT'O ITOKOJIEHUS Stuxnet,
KOTOpBI ObUT TNpHU3HAaH TNEpBBIM  00pa3OM
KUOEpOpyKusi B CHJIy €ro KOJIOCCAJIbHOIO paspy-
IIMTEIBHOTO MOTeHIMana. MacitabHble MCIbITa-
HUS KHOEpOpYXusl, MPOBOAMBINHMECS Ha bimkHem
Boctoke B 2010—2012 rr. mpeanojaoKuTeasHO

12 Yerpanenre TOCHEACTBHI KaXkIOTO M3 MOJMOOHBIX
HAPYLICHUI MO0 CTOMMOCTH COCTABJISIET B CpeiHEM Ooiee
5 mua gomr. CHIA, MOXeT 3aHATh HECKOJIBKO MECSIIEB
U HAHECTH CEPbEe3HBI (PHMHAHCOBO-KOHOMHYECKHH U
penytaunonsberii  ymep0. Cm.: Internet Infrastructure
Security Guidelines for the Arab States // Internet Society.
March 2020. P. 6. URL: https://www.internetsociety.org/
wp-content/uploads/2020/04/Internet Infrastructure
Security Guidelines for Arab_states-EN.pdf  (accessed:
30.10.2021).

13 Ibid.
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CIIIA u Wspamnem'?, BTsHYIH B TOHKY IHdpo-
BBIX BOOpY:KeHMHU cHavana MpaH, a 3atem u npy-
TUe CTpaHbl PETHOHA.

B 2015 r. nosiBuIKCh JaHHBIE O MPUYACTHO-
ctu npasutenbcTB baxpeiina, Erunra, KCA,
JluBana, Mapokko, OAD, Omana u Cyzaana k mo-
KyIKe 3a pyOe) oM IIMHOHCKOIO IMPOTrpaMMHOIO
obecrieuenus (I10) u aApyrux BpeqOHOCHBIX UG-
POBBIX MHCTPYMeHTOB'. TaliHoe COTpYIHHYECTBO
¢ Wspaumnem, omHuUM U3 JNHUAEPOB TITI00ATBHOTO
phIHKa KHOEPBOOPY)KCHHH, 00ECTIeUrsio  ps
MoHapxuii 3anuBa 3(GQGEKTHBHBIMH HHCTPYMEH-
TamMH TpoTuBoAeiicTBUs VpaHy, 60pbOBI C Teppo-
PU3MOM M KOHTpOJIA 3a BHYTPEHHEH OINIO3MIIM-
eit'®. MexrocyapcTBeHHOE MPOTHBOCTOSHHE B
kubeprnpoctpancTBe bmmwknero Boctoka mpore-
raer npexzae Bcero no juHusM KCA — Hpan,
Wzpauns — Upan, CHIA — HUpan, a Taxxe pea-
JU3YETCsl B KOHTEKCTE PETMOHAIBbHBIX KPU3HCOB
(cupuiickoro, MeMEHCKOro, KaTapcKoro u T. II.).
[Tpu sTOoM 1MdpPOBBIE BOOPYKEHHSI, UCIONIb3Ye-
MbI€, HAlIpUMEP, B CayIOBCKO-MPAHCKOM IPOKCH-
KOH(IUKTe B MeMeHe, MPUMEHSIOTCA HA BCEM
Bmxknem Bocroke M 3a ero mpeaenamu’’.
UcnonszoBanne apabckumu crpanamu UKT B
KAaueCTBE MHCTPYMEHTAa BHEIIHEW M BHYTpPEHHEH

4 Paro K., Omm /I. Kaspersky Security Bulletin 2013:
Pazeute yrpo3 B 2013 romy // Securelist. 11.12.2013.
URL:  https://securelist.ru/analysis/ksb/19140/kaspersky-
security-bulletin-2013-razvitie-ugroz-v-2013-godu/ (mara
obopamenns: 21.10.2021). CeromHs cpencTBa BeICHUS
QpoBbIx BOWH (KHMOEpBOWH) BApbUPYIOTCS OT OTHOCH-
TENBHO HECJIOXKHBIX Xakepckux nporpamm no UKT, npu-
PAaBHEHHBIX K CTPAaTErM4YeCKHM HACTYIATeJIbHBIM BOOPY-
JKEHHSM, IPUYEM CEPbe3HbI MaTepUaIbHbIA MM MOJIUTH-
YeCcKHi ymepO rocyaapcTBy MOXKET OBITh HAHECEH M TeX-
HUYECKHU Cﬂa60 MOATOTOBJICHHBIMU, HO MaCCOBBIMU TI'PYII-
NaMH, WCIOJB3YIOLIMMH IIUPOKO JOCTYIHBIE BHPYCHBIC
IporpaMMbl (HampuMep, XaKTUBUCTAMHU B paMKax IIpo-
TecTHBIX akimii). Cum., Harpumep: (Kabepruk, 2013).

15 HeuspecTHblE B3IOMANM CETh MOCTABIIUKA LIITHOH-
ckoro [IIO 1 TPaBHUTENBCTBEHHBIX CHELCITYXO0 //
SecureLab. 06.07.2015. URL: http://www.securitylab.ru/
news/473587.php (nata obpamenns: 21.11.2021).

16 Khorrami N. One Year On — Israel’s Cybersecurity
Cooperation with the GCC States // Insights. 2021.
No. 266. P. 1—2. URL: https://mei.nus.edu.sg/wp-content/
uploads/2021/09/Insight-266-Nima-Khorrami.pdf (accessed:
30.10.2021).

70r Shamoon x StoneDrill. Wiper-nmomo6uere mpo-
rpaMMBbl aTakyloT komnaHuu B CaymoBckoil ApaBuM U HE
tombko // SecureList. 06.03.2018. URL: https://securelist.ru/
from-shamoon-to-stonedrill/30350/ (mara oOparieHus:
21.11.2021).
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NOJUTUKH 3HAYUTEIBHO YXY/IIACT pPErnoHab-
HYIO Cpely, YBEINYMBas ee U 0e3 TOro BBHICOKHI
KOH(JIMKTHBIA OTEHIIUAI.

[TomuMoO TOCYIApCTB HOCUTENSIMH yTPO3 B
apaOckoM 1HU(POBOM TPOCTPAHCTBE SIBIISFOTCS
BHECHCTEMHBIC HTPOKU PETUOHATBHON TOJUTHKH
B JIMIE KUOEPTPyMII, MPEANOIOKUTENLHO CIOH-
CUpPYEMBIX Ha TOCYJapCTBEHHOM YPOBHE, a TaKXKe
XaKTHBHUCTHI M XaKepPbI-OJAWHOYKU, AKTUBHOCTh
KOTOPBIX TOKE 3a4acTyl0 BBIXOJIUT JajeKo 3a
pamku bmmxaero Bocroka. Kpome Toro, rimoba-
aM3anus KHOepyrpo3, MCXOASAIIMX W3 PEruoHa,
00yCJIOBJIEHa JAEATENBHOCTBIO MHOTOYMCIICHHBIX
pPaMKaIbHO-IKCTPEMUCTCKUX M TEePPOpUCTHYE-
CKUX TPYNIHPOBOK, KOTOpbIE BeAyT B [moGaib-
HOM ceTH KHOepKNXal MPOTHB «HEBEPHBIX» o,

Takum oOpazom, U3 Tpuaasl KMOEpyrpos3, B
KoHTekcTe Kotopoit OOH ompenenser mnonsThe
«MEeXIyHaponHas uHGpOpPMaIMoHHas —Oe3omac-
HOCTBY», ANl apabCKOro Mupa IMEepPBOCTEIIEHHOE
3HaUY€HHE HMeeT yrpos3a wucnosibzoBanus WKT
B BOCHHO-TIOJIMTHYECKUX LENSIX, B KauecTBe
MHCTPYMEHTa MEXIOCY/IapCTBEHHOTO TIPOTHBO-
CTOSIHUSL U BMEIIATENILCTBA BO BHYTPEHHHE Jeia
CYBEpeHHBIX  rocynapctB. [IpoTtuBoneiicTBue
JTAHHOMY BUJY YIpO3 HampsMyIO 3aBUCHT OT CTa-
OUIM3aI BOCHHO-TIOJUTHYECKOW OOCTaHOBKHU U
YPeryJIMpPOBaHUST MHOTOUYMCIICHHBIX KOH(JIUNKTOB
Ha bmmwxaem Boctoke, 4TO, B CBOKO O4YEpE.b,
TpeOyeT OOBEIMHEHUS YCWIMH pPErHOHAIbHBIX
aKTOPOB M MOAJIEP>KKU CO CTOPOHBI MEXKITyHAPO/I-
HOro coooOmectBa. Jlpyrue Buabl yrpoz —
KHOEPIPECTYIMHOCTh i KHOSPTEPPOPU3M — TaKKE
GopMHUPYIOT OOIIMH AJisi apaOCKUX CTPaH BHI3OB,
noOy>kaasi pa3BUBaTh KHOEpOE30MacHOCTh HE
TONFKO Ha HAIIMOHAJIBHOM, HO U PETHOHATBHOM
YpOBHE.

Ku6ep6e3onacHocTb B apaGCKOM MUpe:
TeHJeHL UM ¥ NP06JieMbl pa3BUTHS

B mnocnemnue rompl psim apaOCKuX TOCY-
JApCTB JOBOJILHO BHYIIUTEILHO YCWIMIH CBOU
no3unuy B [mobanpHOM MHAEKce kubepOe3omac-
Hoctu MCD. Haubosnee Brieyatssitomuye pes3yJib-
tatel — y KCA u OAD, xotopeie B 2020 T.

18 EU Terrorism Situation and Trend Report (TE-SAT)
2019. Hague : European Police Office, 2019. URL:
https://www.europol.europa.eu/activities-services/main-
reports/terrorism-situation-and-trend-report-2019-te-sat
(accessed: 19.10.2021). Cm. Taxxe: (Bunt, 2003).
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BOLIUIM B MATEPKY MHPOBBIX JMJIEPOB; «CHPHH-
TEPCKUI» MOJIX0A AEMOHCTPUPYIOT Takke Katap,
Kyseiir u Moppanusa'®. ng Omana u Erunta®,
Tynuca, Mapokko u baxpeliHa, KOTOpbIE€ NEpPBbI-
MM M3 apaOCKHMX CTPaH NPUCTYIHIM K CO3IaHHIO
CHCTEM HAlMOHAILHOM KHOepOe30macHoCTH, Xa-
paKTepeH NOCTyNaTeNIbHbIN TUII pa3BUTHs. B yka-
3aHHOM PETMOHAIBLHOU JECATKE JIMJIEPOB MHICKC
MCD Bapsupyetcs ot 99,5 (KCA) no 70,9 (Mop-
nanusi). OcTtanbHble apaOCKHe TOCynIapcTBa UMe-
I0OT HU3KUI YypOBeHb KHOEp3alUThl, 3aHUMas
104—182-t0 cTpoKM TI100aJbHOTO pEUTHHIa ¢
uHIeKcoM Hmke 35%!. B 1enom aHaimM3 JaHHBIX
MCD cBUAETENBCTBYET O «IOTOHSIOLIEM» THUIIE
pa3BUTUSL  HALMOHAJIBHOTO  CEeKTopa  KuOep-
0€301aCHOCTH ¥ HAJIMYUHU 3HAYUTEIILHOTO 1UdPO-
BOTO Pa3phIBa MEXIy CTpaHAMH apaOCKOTO MHUpA.
B cdepe HopmaTtuBHO-IpaBoBOrO obecrede-
HUS 1M(POBON 3alUTHI OOJIBIIMHCTBO apabCKUX
CTpaH  yXX€ CleNajld  CEpbE3Hble  ILAaru:
17 rocymapcTB MMEIOT 3aKOHBI O HECAHKIIUMOHU-
poBaHHOM jocTyne K mHpopmamuu, 14 — o 3a-
HIUTE TAHHBIX, 12 — 0 Mepax Mo yBEAOMIICHHIO O
HapyleHusix, 11 — o0 aHTHOOIIeCTBEHHOM ITOBe-
nenuu B Mnteprere’®. Tlo naHHOMY MOKa3aTesio

19 KCA u OAD NOJHSINCH COOTBETCTBEHHO C 46-if n
47-ii no3uumii rnodaneHoro pertuHra 2017 r. Ha 2-10 U
5-10 ctpoku B 2020 r. Kyseiit nepemectuscs ¢ 138-ro mecta
B 2017 r. Ha 64-10 cTpoky B 2020 r. u ¢ 17-ro Ha 9-e mecTo B
apabckom peidtuare. Cm.: GCI 2017. P. 59—64. URL:
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-
2017-R1-PDF-E.pdf (accessed: 30.10.2021); GCI 2020.
P.25—27, 29. URL.: https://www.itu.int/dms_pub/itu-d/opb/
str/D-STR-GCI.01-2021-PDF-E.pdf (accessed: 30.10.2021).

20 JTo 2020 r. Omal u Erumer ¢ GONbIIMM OTPBHIBOM
JTUANPOBAIN B PETHOHAILHOM peHTHHTe KnbOepOe3omacHo-
ctr, a OMaH BXOJIWI B TPOWKY MHPOBBIX JHAepoB B 2014 .
u 3anuman 4-¢ mecro B mupe B 2017 r. B 2020 r. obe
ctpanbl cnyctwinchk B Muaekce MCD COOTBETCTBEHHO Ha
21-e n 23-e mecra (3-1 ¥ 4-1 no3unKMK B apabCKOM peru-
OHE), IPOJ0JDKast, TEM He MEHee, OIepeskarh psJ] eBponei-
ckux rocymapcte. Cm.: GCI 2015. P. 1. URL:
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-SECU-
2015-PDF-E.pdf (accessed: 30.10.2021); GCI 2017. P. 59.
URL:  https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-
GCI.01-2017-R1-PDF-E.pdf (accessed: 30.10.2021); GCI
2020. P. 25—27, 29. URL: https://www.itu.int/dms_pub/
itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf  (accessed:
30.10.2021).

2L GCI 2020. P. 25—27. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021). MakcuManbHOE 3HAYCHHUE UHICKCA
MC3 — 100.

22 Ibid. P. 3—6.
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apaOCKuil MUp IEMOHCTPUPYET TPEHIbI, CXOXKHUE C
JPYTUMH PETMOHAMHU: HAJIMYME MPABOBBIX HOPM
[0 NPEIYNPEXICHUIO U NPOTUBOACUCTBUIO IIpe-
CTYHHOM JEATENbHOCTH B KHOEpIpOCTPaHCTBE,
KaK MPaBWIO, XapaKTEPHO Ul CTPaH C BBHICOKUM
U CpeHUM YPOBHEM NMPOHUKHOBEHUs MIHTepHeTa,
YCTOMYMBOW YKOHOMHUKOHN M HALIEJIEHHOCTBIO TIpa-
BUTEJILCTB Ha IU(ppoBHu3anuio®>. BMecte ¢ TeM B
apabCKOM MHpe, I'Zle UCllaM peryJupyer pas3iuy-
Hble c(hepbl )KU3HU, 3aKOHOTBOPUECKUI ITPOLIECC B
TOM WM WHOW Mepe TpeOyeT COTjacoBaHHS C
HOpMaMH Iapuata®?, Hpexkae BCero HOpMaMH
MycynbMaHckoro mpaBa (¢ukxa) (CrokusiiHeH,
2016; 2019). B uucne npyrux (akropoB, TOpMO-
3AIIMX  aalTalMio HalMOHAIBHBIX 3aKOHO/a-
TEIBCTB apaOCKUX CTpaH K peanusM IudpoBon
SMOXH, CJIEAYET OTMETUTH OINPENEIECHHYI0 HHEPT-
HOCTh HOPMAaTHBHO-TIPaBOBOM cC(ephl, peaKTHB-
HBI TOAXOJ K 3alloJIHEHUIO 00pa3yIouXcs B
3aKOHO/IaTeNIbCTBE JIAKYH, KYNUPOBAHUE OTJEJIb-
HBIX aCIEKTOB MPOOJIEMbI BMECTO KOMIUIEKCHOTO
pELICHNUS, N3THIIHIOI OIOPOKPATU3AIMIO 3aKOHO-
TBOPYECKOTr0 Ipoluecca U T. A. [Ipeogonenue yka-
3aHHBIX 0apbEepOB OTKPOET MyTh K rapMOHHU3ALUU
apabCKUX 3aKOHOJATENLCTB MU (HOPMHUPOBAHHIO
PETHOHANBHOI CHCTEMBI KMOEPOE30nacHOCTH,
Hanuuue rpynn pearnpoBaHHs Ha KOMIIbEO-
tepublie uHIMIEHTH (Computer Incident Response
Teams, CSIRT) unu rpynm pearnpoBaHusi Ha KOM-
IbIOTEpPHBbIE Ype3BblyaiiHble cutyauu (Computer
Emergency Response Team, CERT) sBusercs
KJTIOYEBBIM  TIOKazareneM st oueHku MCO
TEXHUYECKHX MEpP Pa3BUTHs KHOEPOE30MacHOCTH.

B GCI 2020. P. 4—5. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021).

24 Tak, B KCA 0TCYTCTBYET YrONOBHBIH KOIEKC M DS
JIpYTuX aTpuOyTOB POMaHO-TEPMAHCKON MPaBOBOW CHCTE-
MbI. [TOCKONBKY 3aKOHOAATEILCTBO CTPaHbl Oa3upyeTCs Ha
HCITaAMCKOM TpaBe, B MPABOMPUMCHUTEIHHOW MPAKTHKE
npeo0IafaoT HOPMBI LIapuUaTa, B TOM YHCIE B 00JacTH
perynupoBanusi UHTepHET-pocTpancTBa. Cm.: Koposes-
crBo CaynoBckast Apasusi // HaydHo-TeXHUYECKHMH LIEHTp
OI'VIT «['PUll». 29.03.2021. URL: https://rdc.grfc.ru/
2021/03/saudi-arabia/ (mata oOpamenwms: 21.11.2021). O
crienduKe BOCIPUATHS LU(PPOBU3ALNN B CHCTEME HCIIaM-
CKHUX IeHHocTel cM., Hanpumep: (Faizi & Abubakar, 2021).

% Development and Harmonization of Cyber
Legislation in the Arab Region. New York : Economic and
Social Commission for Western Asia (ESCWA), 2013.
URL: https://unctad.org/system/files/non-official-document/
CIIEMS_ESCWAZ2 en.pdf (accessed: 10.10.2021).

310

Monens CSIRT 6a3upyercs Ha NpUHLMIIAX OT-
KPBITOCTU M COTPYJHMUYECTBA U IPEAINOJIATaAET,
YTO TEXHUKO-TEXHOJIOTWYECKAs 3alIUTa MOXKET
ObITh oOOecrieueHa HE BO3BEACHHUEM «BBICOKUX
CTeH» BOKPYI HWHTEpHET-UHPPACTPYKTYpHI, HO
Co3JlaHueM aTMoc(epbl MOBEpUsi W YCIOBHU JUIS
IMPOKOro 06MeHa HHpOopMaIHei 1 OMbITOM>S,

Hamwmonansusie CSIRT/CERT neiictByror B
17 apabckux rocynapcTBax, MPUYEM HCKIIIOYU-
TEJIbHO B CTaTyCe MPaBUTEIbCTBEHHBIX YUpexkie-
Huit>’. B psane cTpaH MX JeATeIbHOCTh HE Orpa-
HUYMBACTCS TPATUIIMOHHON 3aIUTON IM(PPOBOI
UH(PACTPYKTYpbl MM OKa3aHUEM TMpPSIMOM Tex-
HUYECKOU MOANEPKKU OpraHaM rocy1apCTBEHHON
BJIACTH, HO TaK)Ke BKJIFOYAET MpoBeAeHrEe UHHOp-
MAaIMOHHO-IIPOCBETUTENLCKUX KaMIIaHUH 1 K1Oep-
YUEHMH, aKKpeAUTAlMI0 SKCIEpPTOB IO KuOep-
0€3011aCHOCTH ¥ UHbIE MEPOTIPUSTHS 110 yBETIHYe-
HHUIO HAIMOHAJIBHOTO KHUOEPIOTEHIMAaa, pa3BU-
TUIO U YIUIyOJEHUIO OTHOIIEHUH C Pa3lnYHBIMU
cyowrektamu kubepoeszonacHocTu. B 10 apabekux
CTpaHaX, KpOME TOro, CO3/laHbl OTpaciieBble
CSIRT, npenMy1IiecCTBEHHO B TEJIEKOMMYHHUKAITU-
OHHOM HJIHM SHEPIeTHYECKOM CEKTOpax->,

Ilo MHEHMIO 3KCIIEPTOB, IPYIMIBI pearupoBa-
HUS YK€ ChITpall KIIIOYEBYIO POJIb B 3allIUTE WH-
TEPHET-CTPYKTYp apaOCKUX TrOCyIapcTB, OJHAKO
X 23(QQPEKTUBHOCTh OTPAHMYMBACTCS HEXBATKOM
¢buHaHCOB, O00OpYIOBaHMS, CICHUATUCTOB U
HABBIKOB, MIPUYEM C TaKUMH INPOOJIEeMaMH CTall-
KHUBAIOTCSl HE TOJBKO ClIab0pa3BUThIE CTPaAHbI, HO
u nepenossie”. Kpome Toro, B OTmIMYME OT

26 Internet Infrastructure Security. Guidelines for the
Arab States // Internet Society. 2020. P. 1. URL:
https://www.internetsociety.org/wp-content/uploads/2020/
04/Internet_Infrastructure Security Guidelines_for Arab
states-EN.pdf (accessed: 30.10.2021).

27 GCI 2020. P. 7. URL: https://www.itu.int/dms_pub/
itu-d/opb/str/D-STR-GCIL.01-2021-PDF-E.pdf  (accessed:
30.10.2021).

28 Cwm.: GCI 2020. P. 8. URL: https:/www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021); Internet Infrastructure Security.
Guidelines for the Arab States // Internet Society. 2020.
P. 7, 12. URL: https://www.internetsociety.org/wp-content/
uploads/2020/04/Internet Infrastructure Security
Guidelines for Arab_states-EN.pdf (accessed: 30.10.2021).

2 Tak, CERT Baxpeiina (opMHUpOBanach IpU CIIOH-
COPCKOM yYaCTWH BallMHITOHA, 3aHMHTEPECOBAHHOTO B
ycuieHnd 0e30IacHOCTH KpymnHedmeld Ha BmmxaeM
Bocroke BoenHo-mopckoii 6a3sl CIIA, pasmelieHHOW B
stoMm metixctBe. Cm.: The New Battlefront: Cyber Security
across the GCC // Gulf International Forum. October 29,
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JIPYTUX PETHOHOB, apaOCKHe HalMOHAJIbHbIE
CSIRT MmeHblIE COTPYIHUYAIOT C YACTHBIM CEK-
TOPOM U JPYTMMH 3aWHTEPECOBAHHBIMU CTOPO-
namu®’,  CnabGocTh  TOPU3OHTAIBHBIX — CBA3EH
CSIRT mnoka He TO3BOJIIET HA OAHOMY apaOCKo-
My TOCYJapCTBY JOCTHYb MAaKCHUMaJIbHOI'O IOKa-
3arens MCD 1o TeXHMUecKUM Mepam’ ..

Tem He MeHee B apabckoM Mupe HaOmoaeT-
Csl pacTyuias TEHJCHIUS K Pa3BUTHIO TOCyIap-
CTBEHHO-YaCTHBIX MapTHEPCTB Ha HAI[MOHAIILHOM
YpOBHE, OCOOCHHO C TOSIBJICHHUEM OTPACIEBBIX
CSIRT. Psan crpan HapaOaTbIBalOT METOAbI U
NPAKTHKH BBISBICHUS U YCTPAHEHUsI MPABOBBIX U
UHBIX 0aphEPOB I B3aUMOICHCTBUS Pa3IMYHBIX
CyOBbeKTOB KnOepOe30macHOCTH — TPaBUTEINb-
CTBEHHBIX YUPEXKACHUHN, OU3HEC-CTPYKTYp, HC-
CJIEJIOBATENIbCKUX COOOIIECTB, PANOBBIX HHTEp-
HET-II0JIb30BaTENEH, a TAaKKE BHECUCTEMHBIX akK-
TOPOB B JIMIIE, HAPUMED, «OEIbIX XaKEPOB» 2.

[IpenarcTBUsAMU 71 CO31aHMST yCTOWUMBOU
perrnoHanbHONM 1HU(POBOM HHPPACTPYKTYPHI SIB-
JSFOTCSL TPAJULIMOHHAS Uil apabcKoro mmpa ar-
Mocdepa HeIoBepusl U YIpaBiIeHYECKas: MOJACITb
«CHUCXOZSILETO KOHTPOJISH» CO CTOPOHBI Tocyaap-
ctBa. [Ipu Takom moaxone pa3iauyHbIE TOCydpe-
KACHUS U TIOJKOHTPOJIBHBIE TPABUTEIHCTBAM
CSIRT, nelictBys HCXOAs W3 HAIUMOHAIBHBIX
IPUOPUTETOB (B TOM YHUCIIE B MHTEpPECAX HAIHO-
HQJIbHBIX  pa3BeACIy’k0), CTAJIKUBAIOTCA C

2018. URL: https://gulfif.org/the-new-battlefront-cyber-
security-across-the-gcc/ (accessed: 30.10.2021). Hdpyrum
npumepom ciayxutr KCA, rae B paMKax NpPHOPHUTETa KH-
Oep3aluThl KPUTHYECKOW UH(PACTPYKTYPHI BIACTH B3SLIH
KypC Ha TOCTOSIHHBIC LIEHTPaIM30BaHHbIC 3aKyNKU 33 py-
oexxom (mpeumyniectBeHHO B CIIIA) TTO 1 HHBIX TOTOBBIX
pemenunii. Cm.: Hathaway M., Spidalieri F., Alsowailm F.
Kingdom of Saudi Arabia Cyber Readiness at a Glance //
Potomac Institute for Policy Studies. September 2017.
URL: https://www.belfercenter.org/sites/default/files/files/
publication/cri-2.0-ksa.pdf (accessed: 17.10.2021).

30 Internet Infrastructure Security. Guidelines for the
Arab States // Internet Society. 2020. P. 7, 13—14. URL:
https://www.internetsociety.org/wp-content/uploads/2020/
04/Internet_Infrastructure Security Guidelines_for Arab
states-EN.pdf (accessed: 30.10.2021).

3'GCI 2020. P. 71—82. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021).

32 Internet Infrastructure Security. Guidelines for the
Arab States // Internet Society. 2020. P. 14—16. URL:
https://www.internetsociety.org/wp-content/uploads/2020/
04/Internet Infrastructure_Security Guidelines for Arab
states-EN.pdf (accessed: 30.10.2021).

THEMATIC DOSSIER: Non-Western World in Cyberspace

HEJIOBEPHEM CO CTOPOHBI 3apyOeikKHBIX KOJIEr:.
WHupIMU crioBamMH, B pETHOHE MMEETCsl 3alpoc Ha
JIOBEpUE U CTPATETUYECKYIO0 THOKOCTb.

3HauuTeNbHbIE LIarM B 3TOM HampaBlIeHUU
yxe caenanbl. B 2012 r. B Mackate Obl1 co3nan
Pernonanehsiit nentp MCO no kubepbezonacHo-
CTH U1 apaOCKOro pernoHa®* moj onepaTMBHBIM
ynpasieHueM CERT Omana, KoTOpbIii Takxe OT-
BeyaeT 3a koopauHauuioo CERT monapxuii 3anu-
Ba’>. B3auMoielCTBHE TaKKe OCYLIECTBIACTCS Ha
nonsx PernonanbHOro camMmuTa 1O  KHOep-
0e30MacHOCTH JUId  apabCcKuX  rocyaapers’® u
Opranuzallid  UCIAMCKOTO  COTPYJHHUYECTBA
(OMC)*’. Apabekue cTpaHbl, KpOME TOTO, y4acT-
BYIOT B TIJIOOAJbHBIX WHHLMATHBAX C IEJIbIO
yIayOsieHus 3HaHUK B 00acTu KubepOe3omnacHo-
CTU M BBICTPAUBAHUS OTHOILIEHUI Ha MEXIOCY-
JApCTBEHHOM W MEXOTpacjeBOM YypoBHsX. Tak,
7 apaOckux rocynapcts (Karap, KCA, Erwumer,
Mapoxkko, OAD, Oman, TyHHC) COTpYIHHYAIOT B
¢dopmate rinobansHOoro dopyma rpymm pearupo-
BaHMS Ha WHIMJCHTHI U oOecriedeHus: 6e30macHo-
ctu. Y KCA u OAD — camoe Oombioe U3 apad-
CKHX CTpaH-yYaCTHUI] TPEJICTaBUTEIBCTBO —
COOTBETCTBEHHO 9 M 5 MpPaBUTEIbCTBEHHBIX H
OTpacyIeBBIX TPYII-®,

Tpetnii oueHounelii kpurepuiit MCO —
OpraHM3alMOHHBIE MEPBhl — BKJIIOUAET MEXaHHU3-
MBI YIIpaBJICHUS M KoopAuHauuu chepbl kubep-
0€30MacHOCTH Ha YPOBHE HCIIOJHHUTEIBHON BIla-
CTH, YaCTHOTO CEKTOpa M Tpa)kIaHCKOro oOrie-
cTBa. [ TaBHBIM MHIUKATOPOM UX 3PPEKTUBHOCTH
SBIISICTCS. HAJIMYME M XaPaKTEPUCTHKH HAalMo-
HabHOM cTparerun kudepoesomacHoctu (HCK).
Ee omieHKa ocymecTBIsIeTCs 1O Py apaMeTpOB:

33 Ibid. P. 14.

3#ITU Arab Regional Cybersecurity Centre (ITU-
ARCC). URL: https://arcc.om/?GetLang=en (accessed:
10.12.2021).

35 About OCERT // Oman National CERT. URL:
https://cert.gov.om/about.aspx (accessed: 10.12.2021).

36 9-51 o cuery Berpeda nponwia B KCA B Hos6pe 2021 1.
BMecte ¢ exerogHou (13-it) kondepeniumern rpynn CERT
crpan — ydactany OMC. Cm.: CERTs in an Evolving
Cybersecurity Landscape. URL: https://www.oic-cert.org/
event2021/ (accessed: 10.12.2021).

37 Online Tutoring — What It Is All about and How
Much It Costs // OIC Tech Platform. September 2, 2018.
URL: http://www.oic-cert.net/ (accessed: 10.12.2021).

38 FIRST Members around the World // FIRST. URL:
https://www.first.org/members/map (accessed: 10.12.2021).
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—  HAIGJICHHOCTh HAa 3alUTy KPHUTHYE-
CKOW MH(pacTpyKTypsl (MMmeeTcs y 13 apabckux
CTpaH);

—  peryisipHble OOHOBJIEHHS B KOHTEKCTE
HOBBIX YTPO3 U IIPUOPUTETOB (6 TOCYAapCTB);

—  TPOBEICHHE HAIIMOHAIBHBIX ayTUTOB;

—  HaJIWYUE METPUK JIS OICHKH PHCKOB
Ha HAIIMOHAIILHOM ypoBHE (9 cTpan) u T. 1.%°

3aBUCUMOCTh Pa3BUTHA HALIMOHAIBHOU IH(-
POBO# OTpaciu U KHOEpOE30MaCHOCTH OT BHEITHEH
nomoiy, npexae Bcero B ymie OOH u crtpan
I'mo6aneHoro Ceepa, ¢opmupyer B apabckom
MHUpE CXOXKHE C HUMH METOJOJOTUYECKUE TOIXO0-
bl K TIOHSATHIO «KHOEpOe30macHOCTh», KOTOPOe
CMHOHMMHUYHO  TEPMHHY  «HH(OpMAalMOHHAS
0€30MacHOCTB» U OXBATHIBACT IIUPOKHUNA KPYT MPO-
OJieM, CBSI3aHHBIX C TEXHHKO-TEXHOJOTHYECCKOM
3aIMTOM MHPOPMAIMOHHBIX CHCTeM U ceTeii™’,

CeronmHsi MakcUMaJbHBIA TOKazarenbr MCO
M0 OpPraHU3aIOHHBIM MepaM JOCTUTHYT TOJBKO
Tpems apabckumu rocynapcrBamu — KCA, Oma-
HOM M Erunrom; BbICOKUI MHIEKC Takxke y OAD
u Karapa*!, ocTansHeIM cTpaHam ele OpeacTouT
YCTpaHITh CEphe3HbIE MPOOENhl B  CHCTEME
ynpasneHusi kubep3amuToil. [IpoOykcoBka B

¥ GCI 2020. P. 10—13. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021). ITocnennuii U3 yka3aHHBIX Mapa-
METPOB PEAU3yeTCs TAK)KE HA PErHOHAIBLHOM YPOBHE Ha
onnain-ruiatrgopme PermonanpHoro nentpa MCD B
Owmane, rie Bce apaOCKue CTpaHBl UMEIOT BO3MOXKHOCTH
NPOU3BECTH OICHKY CBOMX KHOCPPHCKOB B PEIKHME TEKY-
mero BpemeHd. Cm.: About OCERT Services / Oman
National CERT. URL: https://cert.gov.om/services.aspx
(accessed: 10.12.2021).

40 Cm., manpumep: National Cybersecurity Strategy //

UAE Telecommunication and Digital Government
Regulatory  Authority. URL:  https://tdra.gov.ae/en/
national-cybersecurity-strategy  (accessed: 15.12.2021);

Egypt National Cybersecurity Strategy (2017—2021) //
Ministry of Communications and Information Technology.
URL: https://www.mcit.gov.eg/Upcont/Documents/
Publications 12122018000 EN National Cybersecurity
Strategy 2017 2021.pdf (accessed: 15.12.2021);
Developing National Information Security Strategy for the
Kingdom of Saudi Arabia // Kingdom of Saudi Arabia
Ministry of Communications and Informational
Technology. March 10, 2017. URL: https:/www.itu.int/
en/[TU-D/Cybersecurity/Documents/National Strategies
Repository/SaudiArabia NISS Draft 7 EN.pdf (accessed:
15.12.2021).

4 GCI 2020. P. 71—82. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021).
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paszpaborke HCK, uHCTUTYIIMOHAIM3AIIMU U TICH-
Tpanu3auu KnOepOe30MMacHOCTH Ha OHOM Tuiat-
dopme oOycioBieHa B apaOCKUX CTpaHax peak-
TUBHBIM, @ HE TMPOAKTUBHBIM MOJIXOJ0M K Mapu-
POBAaHUIO  yIPO3, «HHUCXOISIIEH»  MOZEIBIO
YTIPaBIICHHUS, TTOPOKAAIOIIEH MHOXKECTBO IPaBHU-
TENILCTBEHHBIX WHCTUTYTOB C 3a4acTyro yOnu-
pyromuM  (QYHKIIMOHAJIOM ¥ HU3KUHA YPOBEHb
MEXBEIOMCTBEHHOTO B3aUMOJICHCTBUSA, a TaKKe
OTPaHUYEHHOCTHIO (PUHAHCOBBIX U KaJpPOBBIX pe-
CypCcOB, CIabOCThI0 TOPHU3OHTAIBHBIX CBS3EH
MEXAY pa3IHYHBIMH CyOBheKTaMu KuOepOe3omnac-
noctu*? (Pdpper et al., 2021, p. 97). Kpome Toro,
WHBECTUIIUN B KHOEPOE30MacHOCTh PeaTu3yroTCs
MPEUMYIIECTBEHHO Yepe3 MPOorpaMmbl MOJEPHU-
3allu¥ BOGHHOT'O MOTEeHIIMANA U 3aIUThl HanboJee
3HAYMMBIX OTpaciieil (IHepreTHuecKoi, (PUHAHCO-
Boit u UKT)*, uTo 06ycrnoBIeHO SKOHOMHYECKOi
¥ BOGHHO-TIOJIUTUYECKOH CIIEIIU(PUKON PeTHOHA.
[Io mHeHMIO HCchenoBaTesel, KIIOUYEBYIO
pOJIb B yCTpaHEHUHU (pparMeHTaluu cayJOBCKOTO
MPOCTPAHCTBA  KUOEpOE30MmacHOCTH  ChITpaju
CIIIA, 3an0xuB aHHYIO 337a4y B KauecTBE OJI-
HOTO M3 OCHOBHBIX KOMIIOHEHTOB COTJIAIICHHS
2017 r. mo MOJAEpPHM3ALUU BOOPYKEHHBIX CHII
KCA croumoctsto 110 mapza gom. CIIA*. TIo-
BBIILICHHE KUOEPrOTOBHOCTH MJisi OOecreyeHHs
0€30MacHOCTH, KaK COOCTBEHHOM, TaK M BHEITHUX
HapTHEPOB, XapaKTepHO IS TeX apaOCKUX CTPaH,
KOTOpBIE HMEIOT BOCHHO-TIOJIMTUYECKYIO W/ WM
9KOHOMHYECKYIO 3HAYUMOCTh IS BHEPErHOHAIb-
HBIX aKTOPOB. DTUM OOBSICHAETCS HapallluBaHHE
HaIMOHAJLHOTO KHOepIOTeHIMaja MPH aKTUBHOM
y4aCTUU BHEIIHUX CHJ HE TOJBKO B TEPEIOBBIX
roCy/apcTBaX pEruoHa, HO U B HaWMEHee

42 Internet Infrastructure Security. Guidelines for the
Arab States // Internet Society. 2020. P. 14—16. URL:
https://www.internetsociety.org/wp-content/uploads/2020/
04/Internet_Infrastructure Security Guidelines for Arab
states-EN.pdf (accessed: 30.10.2021).

43 Cybersecurity Spending for Critical Infrastructure to
Surpass US$105 Billion in 2021 // ABI Research. February
10, 2021. URL: https://www.abiresearch.com/press/
cybersecurity-spending-critical-infrastructure-surpass-
us105-billion-2021/ (accessed: 10.12.2021).

# Cm.: U.S. Security Cooperation with Saudi Arabia.
Fact Sheet // U.S. State Department. January 20, 2021.
URL: https://www.state.gov/u-s-security-cooperation-with-
saudi-arabia/ (accessed: 10.12.2021); The New Battlefront:
Cyber Security across the GCC // Gulf International
Forum. 2018. URL: https://gulfif.org/the-new-battlefront-
cyber-security-across-the-gec/ (accessed: 30.10.2021).
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pasBuTbIX, Hampumep B CoMamu u JIxubyru®,
TJIe pacIoJI0XKEHBI HHOCTPAHHbBIC BOCHHBIC 0a3bl.

l'ocynapcTBa, HEe IpeICTaBIISAIONINE HHTEpEca
JUIS BHEIITHUX aKTOPOB B CHJTYy CBOEH SKOHOMHYE-
CKOM OTCTaJOCTH WJIM MOJUTHYECKOW HECTaOMIIb-
HOCTH, HE MOTYT PacCUUTHIBATh Ha (PMHAHCOBYIO,
TEXHOJOTMYECKYI0 M KaJPOBYIO MOMOILb H3BHE.
Tak, CHIDKEHUE POJNH MAJIECTHUHCKOTO (hakTopa B
peruoHasibHOM  moBectke  (Ilymumua, 2019,
c. 116; Haymkun, 2019, c. 75—78) mpuBeno k
CYILECTBEHHOMY COKPAIIEHUIO BHEUIHEW TOMOIIH
[Tanectne B (GoOpMUPOBAHUM HALMOHAIBHOTO
cektopa KT u kubep3ammrhl U, Kak CIEACTBUE,
NajJicHul0  pedThHra crpaHbl B [ nmoGanbHOM
nagekce MCO ¢ 102 mo3umuu B 2017 1. Ha
122 ctpoky B 2020 1.*® MHBIME cioBamu, Bee 60-
Jiee MpOSBISIONIMICA N30UpaTeNbHbI U MparMa-
TAYHBIA TOAXOJ BHENIHUX CIIOHCOPOB K TOJ-
Jep)KKe MporpaMM LUQPPOBHU3ALMM M KHOep-
0e30MacHOCTH apaOCKUX CTpaH OyJeT OKa3bIBaTh
BO3pacTalollee BIMSHUE Ha yBenuueHue 1udpo-
BOT'0 pa3pbIBa B apaOCKOM MUDE.

UYerBepThlii IMOKa3aTeab TOTOBHOCTH TIOCY-
JApCTB K OTPKEHHUIO KHOEpyrpo3 — Mepbl I0
Pa3BUTHIO MOTEHIMANIa — BKIIOYAET MOATOTOBKY
COOCTBEHHBIX KaJIpOB, HaTMUKe MPOUILHBIX 00-
pa3oBaTeIbHBIX MPOrpaMM M HCCIEI0BATEIbCKIX
WHCTUTYTOB, TOJJICPKKY MAajoro U CpPEIHEro
Ou3Heca, pa3BUTHE TIOCYIApCTBEHHO-YaCTHOTO
naptHepcTBa. [lo maHHOMY mapameTrpy Makcu-
ManbHbI MHAEKC MCD uMerT Toibko 4 rocy-
napctBa — Karap, KCA, OAD u OmaHn, BBICOKUI

4 US, France, Djibouti Enhance Cyber Defense
Interoperability // Dvids. February 23, 2021. URL:
https://www.dvidshub.net/news/389582/us-france-djibouti-
enhance-cyber-defense-interoperability (accessed: 12.12.2021).

4 Cm.: GCI 2017. P. 59—64. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-R1-PDF-E.pdf
(accessed: 30.10.2021); GCI 2020. P. 25—27. URL:
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-
2021-PDF-E.pdf (accessed: 30.10.2021). O mporpammax
BHemHe# momonu [lanectune B cdepe pazsurus KT u
kuOepOe3onacHocTH moapodHee cM.. Modernising the
Public Administration. The Case of E-Government in the
Palestinian Authority. OECD, 2011; Telecommunication
Sector Note in the Palestinian Territories: Missed
Opportunity for Economic Development. Note for the
Palestinian Ministry of Telecommunications and
Information Technology. World Bank Group, 2016. 63 p.;
Shahwan M.A.M. Suggesting the Best Information
Security =~ Management  System  for  Palestinian
E-Government. Tallinn, 2015. 74 p. Cm. Tarke: (Shat
etal., 2013).
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noKaszaTenb Takke y Erummra, Ui OCTalbHBIX
apabckux cTpaH — 3T0 cepa MOTCHIUATIBLHOTO
pocta?’.

XoTs apaOckue TPaBUTEIHCTBA U MPU3HAIOT
3HAYMMOCTh JTAHHOW TPYIIBI MEp, OHU pean3y-
IOTCSI TIPEUMYIIIECTBEHHO C TIOIa4d W TIPH TIOJ-
NepKe 3amaaHbIx naptHepoB*®. Kpome Toro,
HaOMI01aeTCs cepbe3HbIi TucOanaHc B reorpaduu
COrjalmieHud B 00NacTH  TOCYJapCTBEHHO-
YaCTHOTO MApTHEPCTBA C YYacTHEM JBYX H Oojee
apaOCKMX KOMIIAaHWH: TaKoe B3aMMOJICHCTBUE
OCYIIECTBIISIETCSI  TJIAaBHBIM ~ 00pa3oM  MEeXIy
MOHapXUsMHU 3alMBa, B TO BPEMsS KaK B OCTaJlb-
HOI1 yacTu apaObCKOro MUpa OHO OTCYTCTBYET JIH-
60 OrpaHUYUBAETCS €JMHMYHBIMH SMH301aMU ™.

Cepbe3HBIM BBI30BOM ISl apaOCKOro MHpa
CTaHOBHTCSI TaKXe IMPoOJeMa «yTEUKH MO3TOBY,
KOTOpas He HOBa /IS perMoHa’’, 0JIHaKO UMEHHO
¢ 3amyckoMm pedopm B obnactu UPpPOBU3AIIH
oHa mpuoOpena ocoOyto octpoty. Hecmorps Ha
OYEBHIHBIE YCIIEXH | B MOATOTOBKE COOCTBEHHBIX
kampoB (Alaleeli & Alnajjar, 2020), oTTOoK TIpO-
deccuoHanoB B CTpaHbl 3amaja MpoI0JDKaeTCs,
npudeM JUid KBAIM(UIMPOBAHHBIX KaJIpoB U3
apaOCKMX CTpaH JaXe BEOyIIMe HKOHOMHKHU
pervoHa B JMIE TOCYAApCTB 3ajHBa IO CBOEH

7GCI 2021. P. 71—82. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021).

48 Christidis O. Technology and Youth Drive the Future
of Work in MENA // Middle East Institute. October 22,
2021. URL: https://www.mei.edu/publications/technology-
and-youth-drive-future-work-mena (accessed: 22.10.2021).
Cwm. Taxoke: (Popper et al., 2021, pp. 98—100).

49 3aKOHOMEPHOCTH BBHIBEJIEHA HA OCHOBE aHANM3a JaH-
HBIX, COIEPXKAIMXCS B OTKPBITBIX 0a3aXx KOHTPAreHTOB
apabckux crpan bimkaero BocToka, a Takke peectpa coB-
MECTHBIX C apaOCKMMM [apTHepaMy KOMIIQHWH, 3aperu-
crpupoBanHblX B CIIIA. Cwm., Hanpumep: Public Register /
Qatar Financial Centre. URL: https:/eservices.qfc.qa/
gfcpublicregister/publicregister.aspx (accessed: 12.12.2021).

50 Stop the Brain Drain from the Arab World // Gulf
News. December 29, 2003. URL: https://gulfnews.com/
uae/stop-the-brain-drain-from-the-arab-world-1.374254
(accessed: 14.12.2021).

51 Cwm., manpumep: Shaneen S. By 2030, Every 100
Saudi Residents Will Have “One Programmer” // Leaders.
August 27, 2021. URL: https://www.leaders-mena.com/by-
2030-every-100-saudi-residents-will-have-one-programmer/
(accessed: 15.12.2021); Christidis O. Technology and
Youth Drive the Future of Work in MENA // Middle East
Institute. October 22, 2021. URL: https://www.mei.edu/
publications/technology-and-youth-drive-future-work-mena
(accessed: 22.10.2021).
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NPUBJIEKATEIbHOCTH  3HAYUTENBHO  YCTYyHarOT
TaKUM HampasieHusM murpauuu, kak CHIA, EC
u Kanana®. C yueToM OTTOKA HaceleHHs U3 Typ-
OyJIEHTHBIX 30H PETHOHA U CYLIECTBEHHOI'O COLHU-
QJIbHO-3KOHOMHMYECKOI0 pa3pblBa MEXIy apao-
CKUMU CTpaHaMH, B TOM 4YHCJIE B MHIEKCE Yelo-
Bedeckoro pa3sutus (Menbsuues, 2020), aBuxe-
HHE YeJIOBEYECKOro Kamurana OyAeT yCHUINBATh
TEXHOJIOTMYECKOE HEPABEHCTBO B apabCKOM MHpe
U NIPEMNATCTBOBATH €r0 UHTETPaLu.

MexAyHapogHOe COTPYAHUYECTBO
apa6CKUX CTpaH
B 00J1aCTH KU6€ep6e30MacHOCTH

MeXayHapoaHOe COTPYIHUYECTBO SIBIISETCS
KpaeyrojbHbIM KaMHEM B CHUCTeMe OOeCredeHHs
HAITMOHAJILHOM M PErMOHANbHON KubOepOe3ormac-
HOCTH, OJHAKO MMEHHO IO JaHHOMY Iapamerpy
MO3UIINH apaOCKUX CTpaH HanbOoliee YS3BUMBI U
CBHJICTEIbCTBYIOT O HAJIMYMU 3HAYUTEIHHOTO
«uu@posoro paspeiBa»>. Kak M B Jpyrux
pErroHax, B TaKOW AEIMKAaTHOM cdepe, Kak K-
0epOe30macHOCTh, apaOCKUe CTpaHbl MPEIIOYH-
TAlOT BXOAWTh B MHOTOCTOPOHHHE COTJIAIICHUS
(12 ctpaH) M WHBIE MEXIyHapoIHbIE (HOpMATHI
yuactust (14 crpan), HeXenu B JBYCTOPOHHHUE
(GOpMBI MEXIOCYJApCTBEHHOTO B3aUMOJEHCTBUS
(11 ctpan)™.

52 Migration in the Middle East and North Africa //
Konrad Adenauer Stiftung. March 1, 2021. URL:
https://www.kas.de/documents/282499/282548/Migration+
intthet+MiddletEastt+and+North+Africa+ReporttKAS+
PolDiMed+Survey.pdf/aec38clf-bcf4-a58d-fe93-ae33db2d
92287version=1.0&t=1616675653756 (accessed: 17.12.2021).

3B Huagexce MCD 2020 r. tomsko KCA, OAD u
OMaH JOCTHITIM MAaKCHMAaJbHOTO MOKa3aTelsd; 3a HHUMH
CJIEYIOT TOCynapcTBa ¢ OTHocuTenbHO BhicokuM (Karap,
Eruner, Mapokko, Tynuc) u cpenanm ypoBHeM (KyBeir,
Wopnanus, baxpeiin) MeXrocy1apcTBEHHOTO COTpYJHUYE-
cTBa; ocTanbHble cTpaHbl (JIusus, Amxup, Comanu, Upak,
Jluan, KoMopsl) UMEIOT KpaiiHe HU3KUE U JaXe HyJIeBble
ouenku (Jxubytu, Newmen, Magputanus, I[lanectuna,
Cupus, Cynan). Cm.: GCI 2020. P. 71—82. URL:
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-
2021-PDF-E.pdf (accessed: 30.10.2021).

4 GCI 2020. P. 20—21. URL: https://www.itu.int/
dms_pub/itu-d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf
(accessed: 30.10.2021). Tak, nanpumep, KCA orpannum-
Ba€TCA JIMUIb ABYMSA JABYCTOPOHHHMMHU COIVIALICHUAMHA I10
COTPYOHHYECTBY B o0mactu nupoBoii 3ammutel — ¢ OAD
u BenukoOpuranueir. Cm.: Saudi Arabia // UNIDIR.
March, 2021. URL: https://unidir.org/cpp/state-pdf-export
(accessed: 20.10.2021).
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PernonansHbiil TpeHA Ha BOCTPEOOBAHHOCTh
AKTUBHOTO y4YacTHs BHEUIHHX aKTOPOB B (hopMu-
poBanuu cuctemMbl O6e3onacHoctu (bapaHoBckwid,
Haymkun, 2018, c. 13; Ilymunun, 2019,
c. 111—117) mposiBnisieTcst 1 B cerMeHTe U po-
BOM 3alIUThl, KAK HAIMOHAJIBHOM, TaK U KOJUICK-
TUBHOW. Ha BHEIIHMX Tpekax B3auMOACHCTBUSA
npencraBiaeHsl  crpanHbl [ 'mobampHOro Ceepa
(CIOA, BenukoOpurtanus, psa rocymapcts EC,
Pecniybnuka Kopes, Anonus), no aunun FOr —
Or maptHepamu apaOCKOro Mupa BBICTYHAIOT
Kurait u wmycynpmanckue rocyaapcta FOro-
BocTouHoit Azun™.

AMepuKaHCKOE BUJICHUE apXUTEKTYphl KOJI-
JICKTUBHOW KMOEp3aluThl B apabCKOM MHUpE, TIPO-
nBuraeMoe Barmmurronom ¢ Hadama 2010-x 1T,
Oa3upyeTcst Ha KOHLIETIIMU co3aanus B 30He [lep-
CHJICKOTO 3ajiiBa CyOpEerHOHalbHOM CHCTEMBI
0€30MacHOCTH, HE TpeOyIolel 3HAYUTEITHLHOTO
npucytctBus CIIIA. B sroiil cBsizu BammHrron
JenaeT CTaBKy Ha CBOMX  TPAJAULMOHHBIX
peruoHanbHbIX coro3HUKOB — KCA n OAD, ko-
TOPBIX paccMaTpuBaeT B KauyecTBE JpailiBEpOB
npouecca koHconunauuu CoBeTa COTpyAHHYE-
cTBa apabckux rocyaapcts llepcuickoro 3anuBa
(CCATITI3) nmnst COBMECTHOTO MPOTHUBOCTOSIHUSA
I (POBBIM YIPO3aM C TOCIIEIYIOIIUM TIpeBpaliie-
HUEM JaHHOTO OOBEAMHEHUS B WHTETPALlMOHHOE
sa7Ipo obOmeapabCckoi cucTeMbl KubOepOe3omacHo-
ctu (Alazab & Chon, 2015). Yka3aHHbIi TOIX0T
peanu3yercsi MPeUMYIIEeCTBEHHO B paMKaX BOEH-
Horo coTtpynuuuectBa CIIIA ¢ moHapxusmMu
3amuBa u noanepxkku uHunumatues CCAITI3 B
pa3BUTHH BOCHHOTO CErMEHTa IU(POBOIA 3aIIUTHI
(«Kubepiut nomyocTposay u ap.>%).

55 UNIDIR Cyber Policy Portal // The United Nations
Institute for Disarmament Research. URL:
https://cyberpolicyportal.org/en/ (accessed: 10.12.2021).

56 Cm.: Abedi S. Omani National Security and the Kind
of Political and Military Cooperation with the United
States // Modern Diplomacy. July 15, 2019. URL:
https://moderndiplomacy.eu/2019/07/15/omani-national-
security-and-the-kind-of-political-and-military-cooperation-
with-the-united-states/ (accessed: 18.12.2021); The 5x5 —
The State of Cybersecurity in the Middle East //
The Atlantic Council. June 15, 2021. URL:
https://www.atlanticcouncil.org/content-series/the-5x5/
the-5x5-the-state-of-cybersecurity-in-the-middle-east/
(accessed: 18.12.2021); Helou A. UAE, US Companies
Partner to Provide Cyber Ranges in Gulf / C4isrnet. May
28, 2021. URL: https://www.c4isrnet.com/industry/2021/
05/28/uae-us-companies-partner-to-provide-cyber-ranges-
in-gulf/ (accessed: 18.12.2021).
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Kuraii npunepxxuBaetcs 0Oosnee THOKOTo
MOJX0/1a, KOTOPBI Takke O6a3upyercs Ha OOIIuX
NPUHIUNAX OMMKHEBOCTOYHOW TOJUTUKU CTpa-
HBI, TIO3BOJISIIOIIUX [IeKHHY aKIeHTHpPOBATh BHU-
MaHHE Ha pealu3aluyd SKOHOMUYECKHX HHTepe-
coB, m30eras TMpU ITOM IMOTPYKCHUS B PErHO-
HanbHbIe criopbl (Liu, 2021). CooTBETCTBEHHO B
Bonpocax kubepdesonacnoctn KHP mpunepxu-
BaeTCsi MHOTOCTOPOHHUX (OPMATOB B3aMMOJIEH-
CTBHSI ¢ apaOCKUM MHPOM, paccMaTpuBas B Kaue-
CTBE€ TJIABHOW MHTErPALMOHHOM IuIoanku Jiury
apabCKMX TOCYJapCTB’ M TpejIaras oOLeperto-
HAJIbHBIC MPOEKTHI TEXHOJIOTUIECKOTO COTPYIHH-
yecTBa B paMkax mHHNMatuB «llosica u myTn» u
«ITudposoro Ilenkosoro mytu»®. ITpropuTer-
HBIMHU HaIpaBJICHUSIMH COTpYyIHUYecTBa Kuras co
ctpanamu Jlurn apaOGCKuX rocyaapcTB CTaHOBSIT-
c1 mudposas wuHPpacTpyKkTypa, (PUHAHCOBBIE
TEXHOJIOTHUU M OHNAlH-TOprosins™, a ¢ rocynaap-
ctBamu CCAI'TI3, kpoMe TOro, — mpoABUKEHUE
OJIOKYEHHOB, KPUNTOBAIIOT U MHBIX TEXHOIIOTHUH,
obecrnieynBarOmux (HUHAHCOBYIO O€30MaCHOCTb,
B TOM YHMCIIE U TPAaHCTPaHWMYHBIX IuIaTexeit®,
a TaKKe TEXHOJIOTWYECKHX PEHICHHH B OOJIACTH
ONTUMU3AINH TOCYJAPCTBEHHBIX YCIYyT M COKpa-
HICHUsI PAaCTOYMTEIBHBIX pacxonoB (Mogielnicki,
2021, p. 173).

Takum o00Opazom, MPUMEHUTEIBHO K apad-
CKOMY MHpPY B TEXHOJIOTHYECKOM COIEPHUYECTBE
CIHIA u KHP nmocturnyt omnpeneneHHbIH OamaHC
cHJ1, ocKoNbKy Barmmmurron u [lexun npecnenaytot

57Wu W. China Hails Arab Data Security Pact amid
Battle for Cyber Influence / South China Morning Post.
March 31, 2021. URL: https://www.scmp.com/news/china/
diplomacy/article/3127795/china-hails-arab-data-security-
pact-amid-battle-cyber (accessed: 20.12.2021).

S8 Zinser S. China’s Digital Silk Road Grows with 5G
in the Middle East // The Diplomat. December 16, 2020.
URL: https://thediplomat.com/2020/12/chinas-digital-
silk-road-grows-with-5g-in-the-middle-east/ (accessed:
18.12.2021).

5 China, Arab League Hail Bilateral Ties, Pledge
Further Cooperation // Xinhua. July 19, 2021.
URL:  http://www.xinhuanet.com/english/2021-07/19/¢c
1310069392 .htm (accessed: 22.12.2021).

60 Cm.: Central Banks of China and United Arab
Emirates Join Digital Currency Project for Cross-Border
Payments // BIS. February 23, 2021.
URL: https://www.bis.org/press/p210223.htm (accessed:
20.12.2021); Kawate I. Thailand and UAE Join China’s
Global Digital Currency Push // Niikei Asia. February 25,
2021. URL: https://asia.nikkei.com/Business/Markets/
Currencies/Thailand-and-UAE-join-China-s-global-digital-
currency-push (accessed: 22.12.2021).
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pasHble JOITOCPOYHBIE IENTU U UCHOIB3YIOT pas-
HbIE METOJIbI MX peanu3aiuu. bonee Toro, Mexmy
IBYMsI JIep)KaBaMH HAMETHIIOCh HEKOE CXOXKee
BUIIEHHE OO€ECIIeYeHns] CTAOWJILHOCTH Ha boJb-
mom brmmwkaem Boctoke, kotopoe, XoTs u 6a3u-
pyeTcsi Ha Pa3HBIX UCXOMHBIX MMIIEPATUBAX, CBO-
TUTCS K HJeC KIIFOYEBOTO yYacCTHsl caMuX apao-
CKUX CTpaH B IOCTPOCHHU PETMOHAIBHOMN cHCTe-
Mbl OezomacHoctu (Liu, 2021, pp. 81, 93—94;
Mogielnicki, 2021, pp. 163, 173—174). Xots
CTpeMJIEHUE BEIYIIMX BHEIIHHX aKTOPOB K CHH-
JKEHHIO CBOEH BOBJICYCHHOCTH B PETHOHAIBHYIO
MOBECTKY BOCIIPHHUMAETCSI BEChMa HETaTUBHO
B CCAITI3 (bapanosckuii, Haymkun, 2018,
c. 13—14) u ne orBeuaer oxupanusm JIATC!
OHO TIPUJCT MMITYJIC BHYTPUPETHOHAILHBIM WH-
TETPaIlMOHHBIM TIpOIeccaM, B TOM YHcIe B cdepe
KnOepOe30IacHOCTH.

Haubonee BpIcOKasi HHTEHCUBHOCTH B3aHMO-
JeHCTBUS B 001acTu MU(POBOI 3amUThl HAOIIO-
naercst Ha atdopme CCAITI3. Cxoxue 3KOHO-
MUYECKHE MOJIENIA U TEMIIbI Pa3BUTHS, B TOM YHC-
Je B IUQPOBOM CErMEHTE, OJHOTUITHOCTh IOJIH-
TUYECKUX CHCTEM WM BOCHPHUSTHUS KITFOUEBBIX KH-
6epyrpo3®? B COBOKYIHOCTH C HAIMYHEM OOLIUX
MOJIX0JIOB K 00ecIeYeHn0 0e30MacHOCTH B 30HE
3anuBa CO3MAIOT OJIATOTIPUSTHBIC YCIIOBHS IS
dbopMUpOBaHUS «EAMHOTO IMGPOBOTO (HPOHTAY.
OnHako ONpeAeeHHbId TEXHOJIOTMYECKUN pa3-
pPBIB UMEETCSA M CPEOu apaBHICKHUX MOHApPXHH, B
CBsA3M C ueM «orcrarommey ydactHuku CCAITI3
CUMTAIOT, YTO OCHOBHOW BKJaJ B oOecreueHHe
KOJUIEKTUBHOM KHOEepOe30macHOCTH ClielyeT BHe-
ctu KCA u OAD. Op-Pusin u AGy-/1abu co cBoei
CTOPOHBI HE TOTOBBI K MOJOOHOMY «KBOTHPOBA-
HUIO» 00S3aTeNIbCTB BO M30€KaHUE W3IUIIHETO
TABJICHUS HAa CBOM KHOEPCEKTOp (YTO dpeBaTo

61 Cm.: Olander E. China and the Arab League Publish
Joint Statement That Showcases Beijing’s Growing
Geopolitical Ambitions // SupChina. July 20, 2021. URL:
https://supchina.com/2021/07/20/china-and-the-arab-league-
publish-joint-statement-that-showcases-beijings-growing-
geopolitical-ambitions/ (accessed: 23.12.2021); China
Challenges US Position as Most Important Partner for
Middle East // Business Standard. June 14, 2021. URL:
https://www.business-standard.com/article/international/
china-challenges-us-position-as-most-important-partner-
for-middle-east-121061400348 1.html (accessed: 25.12.2021).

62 Cabral A.R. UAE Calls for United Front to Combat
Global ‘Cyber Pandemic’ // The National News.
November 15, 2021. URL: https://www.thenationalnews.
com/business/2021/11/15/uae-calls-for-united-front-to-
combat-global-cyber-pandemic/ (accessed: 21.12.2021).
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HOBBILIEHUEM YSI3BUMOCTU K BHEIIHUM yIpo3am),
HO3TOMY OTAAIOT NPUOPUTET PA3BUTHUIO HALUO-
HAJIbHBIX ~CTPYKTYp KuOepOe30macHOCTH, Ha
OCHOBE KOTOpBIX OyJeT CTpOUThCS THOKas H
yCTOWYMBAsi CHCTEMa KOJUIGKTUBHOTO pearupoBa-
HUs Ha UQPOBbIE BHI30BBHIS. ONHAKO ITABHBIM
nesuHTerpupytomuM  pakropom st CCAITI3
OCTalOTCs MHOTOYHUCIIEHHBIE TIPOTUBOPEUMS MEXK-
Ny €ro y4aCTHUKaMHM, BBIPA3UBLIMECS, MPEXIE
BCEro, B KaTapCKOM JMIUIOMAaTHYECKOM KpH3HCE,
a TaKXKe HbIHEHNIHEM OTCYTCTBUM  €IUHOM
no3unud 1o HWpany u Mzpawmo (Llymunuw,
2019, c. 114—115; 3Bsarenbckas, CBUCTYHOBA,
Cypxkos, 2020b, c. 97—98; bapanosckuii, Haym-
kuH, 2018, c. 14; Pradhan, 2018).

[TpoGnembl coBMeCTHOU IUGBPOBON 3aILTUTHI
CTaJIM BCE 4Yallle MOSBIATbCA B MOBECTKE CaMMU-
toB JIAI', mpuueM B HEMaJIOW CTENEHM MOJ, BJIUS-
HHEM TIIOOAIBHBIX MHCTHTYTOB, TPEKIE BCETO B
mue OOH®, O6uwmit noxxox Jluru k Bompocam
KOJUIEKTUBHOI KHOepOe30mnacHOCTH elle Haxo-
JUTCS B CTQJMU Pa3pabOTKH, HO B LIE€JIOM Ipe.Io-
Jaraet, 4yTo CTPaHbl ¢ MEPEJOBBIMU IPAKTHKAMHU,
B niepByto ouepeab KCA, OAD u Eruner, nomx-
HBl OKa3bIBaTh apaOCKoW «uudpoBoil nepude-
pUM» OMOIIL B (POPMUPOBAHUU TEXHHUYECKOTO U
KaJ[poBOro MoTeHIMana. Apabckue CTpaHbl yxkKe
ClIeNall Cepbe3HbIE IIaru B pa3BUTUU COTPYIHU-
yecTBa HarmoHamsHBIX CSIRT/CERT® u rocy-
JAPCTBEHHO-4acTHOro mapTHepcTBa®, moaroros-
KM Kaapos®’ U rapMOHM3aIMU TPOPUILHBIX 3aKO-
HomaTeabCTBYS.

3 Hakmeh J., Shires J. Is the GCC Cyber Resilient? //
Chatham House. March 9, 2020. URL:
https://www.chathamhouse.org/2020/03/gcc-cyber-resilient-0/
summary (accessed: 19.10.2021).

% Development and Harmonization of Cyber
Legislation / UNCTAD. 2013. URL: https://unctad.org/
system/files/non-official-document/CIIEM5 _ESCWA2 en.pdf
(accessed: 10.10.2021).

6 Internet Infrastructure Security. Guidelines for the
Arab States // Internet Society. 2020. P. 7, 13—14. URL:
https://www.internetsociety.org/wp-content/uploads/2020/
04/Internet_Infrastructure Security Guidelines for Arab
states-EN.pdf (accessed: 30.10.2021).

% Arab League Inks Multi-Million Dollar Deal for
Regional Data Hub in Bahrain // Arab Business.
September 9, 2021. URL: https://www.arabianbusiness.com/
industries/technology/468209-arab-league-inks-multi-
million-dollar-deal-for-regional-data-hub-in-bahrain
(accessed: 20.12.2021).

67 Christidis O. Technology and Youth Drive the Future
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HCTIONB30BaHMIO TexHonormii 5G (2021 r1.)73,
TaKXKe peanusyeTcs paa Apyrux npoekroB. OnHa-
KO C yyeToM reorpaduu y4acTHHKOB JaHHOTO
00beMHEHHS, KOTOpasi BBIXOAUT AAJEKO 3a Ipe-
nenbl apaOCKOro pervoHa, a TaKKe HUCKIIOYH-
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OAD u baxpeliHOM U cTaBIIKME KyJIbMUHAIUEH HX
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TUBOCTOSIHUA VpaHy, a Takke KOMIUIEKCOM HMHBIX
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mdpoBom maHe crpanbl (Mapokko, Cynan),
TaKKe B3SBIIME Kypc Ha HOPMAJIM3AIMIO OTHO-
nieHni ¢ M3pawnem, npeacTaBisitoT Uil U3paniib-
CKOW CTOPOHBI MPEUMYIIIECTBEHHO KOMMEPUECKUI
MHTEPEC, B CBSI3U C YEM B3aUMOJECHCTBUE C HUMHU
OrpaHMYMBAETCS KPATKOCPOUHBIMH HPOEKTAMH '°.,

TenneHnus K BbIABIOKEHUIO HM3pauns Ha
poib rapaHta KuOepOe30macHOCTH Jjsl 4acTu
apabCKoro Mupa, o0 MHEHUIO 3KCIIEPTOB, UpeBaTa
nectabunm3aiueil Bcero biamKHEBOCTOUYHOTO pe-
rMOHA KaK BBUJY HEOJAHO3HAUYHOM MO3ULIMHU apad-
CKUX cTpaH, B ToM uucie rocyaapcts CCAI'TI3, B
orHomieHnu HMpana u M3pawrd, Tak U B CBETE
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tennuana HMpana’’. Kpome Toro, mo MHEHHIO
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B CTPOMTEIBCTBO 0€30MacHON IIU(POBOI Cpellbl B
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B3aUMOJEHCTBHUS, NPEXIE BCErO C BPaxIeOHO
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Cupun, Vemena u 1p.)’®.
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OTHOCHUTEIIHO MO3/IHEH CYOBEKTHOCTBIO B CHUCTE-
M€ MEXIyHapOAHbIX OTHOLIEHUN CTPEMIICHUE
COXPaHWUTh HAIMOHAIBHBIM CYBEPEHUTET Jake
[IEHOM OTKa3a OT OYEBHIHBIX ONar Koomeparuu
(JIebeneBa u mp., 2016, c. 23—24; bapaHoBCKuH,
Haywmkun, 2018, c. 14), B Tom yucie B o0nactu
1 ppOBU3AIH ¥ KHOEP3AIUTEI.

3ak/iloueHue

[udposoit BbI30B co3maeT A apabCKoro
MHUpPa COBOKYIHOCTb YHUKAaJIbHBIX BO3MOXHOCTEMH
U B TO K€ BpEeMsl pUCKOB JIaJbHEUIIIETO pa3BUTHSI.
BonpHCTBO apaOCKuX CTpaH MpU3HAIU chepy
UKT unHTErpanbHON 4acTbli0 CBOMX SKOHOMHK M
HalMoHaNbHOU Oe3omacHocTu. [loaTomy apal-
CKHI MHUp B IIEJIOM HAaOWUpaeT TEMIbI B 00JIACTH
COo3/1aHusl KHOEep3aluThl, JEMOHCTPUPYS CXOXKHE
C OOHIEeMHUPOBBIMM  TpPEHABl  Pa3BUTUSA, HO
B TO K€ BpeMs OTIIMYAETCsl pa3HOOOpa3ueM cTpa-
TeTUi, NPAaKTUK M JIUHAMHKH [POJIBMKECHUS

Kk Oe3omacHoit mm¢poBoii cpere. Hecmorps Ha
TPaAULMOHHOE HEJOBEpUe, B apaOCKOM MHpe
pacuMpsroTCs YCHIUS B OOJIACTH PErHOHAIBHON
KOMMYHHUKAIIMHM, UMEETCsl SIBHOE CTPEMJICHHE K
yIIIyOJE€HUI0 PErHMOHAIBHOIO B3aUMOJECHCTBHS B
chepe knOepOe30MacHOCTH TaM, TJ€ TO YMECTHO
U TPOAYKTUBHO. OYEBHUIHO, YTO IEHTP TAKOTO
COTPYIHHYECTBA PACIIOJIOKEH B  MOHAPXMAX
3anuBa. OHAKO Aa)XKe TaM 3TH YCUIINS OCTAOTCS
B OCHOBHOM PEaKTUBHBIMU M (PparMEeHTapHBIMH, a
MHHULUATOPAMU U CIIOHCOPAMU OOBEIMHUTEIIbHBIX
IPOLIECCOB TPEHMYIIECTBEHHO BBICTYMAIOT TJIO-
OanbHBIE CTPYKTYpHI, peskae Beero B auie OOH,
a TaKXkKe BeIylIMe SKOHOMHKHM Mupa. B memom
(poBoil  (akTOp YCHIMBAET Pa3HOPOIHOCTD
U IPOTHUBOPEYHUBOCTh apabCKOro MHUpa, IOATOMY B
0003pHMOI TIEPCTIEKTHBE HE CMOXKET TPHUIATH
HEOOXOIMMBI UMITYJIbC PETHOHAIBHOW HHTETpa-
IIMM, HECMOTPSI Ha HaJIMYUe OINpPEAETICHHBIX TEH-
JICHIUH K KOHCOJIHIAlHK.
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