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Abstract. The issue of cybercrime in Latin America has reached critical levels, against a backdrop of the region’s
technological lag, fragmented security strategies, and a growing reliance on foreign technological solutions. According to
the 2024 Global Cybersecurity Index, the region ranks last globally (35.12 points), behind even African countries (37.25).
This contradiction is exacerbated by the rapid annual growth in cyberattacks (25%) and limited public access to secure
internet services (62%). The study aims to systematize the key challenges hindering the development of an effective
cybersecurity system, focusing on infrastructure limitations, workforce shortages, and geopolitical competition for digital
influence. The scientific novelty of the work lies in its combination of methods, including network influence analysis to
visualize zones of technological dominance (the USA, China, the EU, Russia) and content analysis of 18 national
cybersecurity strategies. The empirical foundation incorporates data from the International Telecommunication Union,
the Inter-American Development Bank, IBM, and documents from regional organizations, such as the Organization of
American States (OAS) and MERCOSUR. The results of this study reveal polarized approaches, ranging from centralized
management systems (Brazil, Costa Rica) to hybrid models of digital sovereignty (Venezuela, Cuba), which blend national
priorities with reliance on foreign technologies. The dominance of companies like Huawei (70% of 4G networks) and
Microsoft (cloud solutions) has exacerbated vulnerabilities in critical infrastructure. The reactive nature of measures is
exemplified by Costa Rica, which saw a 446% increase in cybersecurity funding after 2022°s cyberattacks. The key
conclusion of the study underscores the need for regional cooperation and harmonization of standards under the OAS
framework through harmonized standards (CSIRT Americas) and enhanced public-private partnerships. Only 23% of
organizations employ Al for data protection (17% below the global average). The study contributes to discussions on
balancing geopolitical interests and collective security by proposing a more adaptive model for Latin America. Its core
elements include targeted investments in fiber-optic networks, workforce training, and the integration of international best
practices adapted to local contexts, with an emphasis on bridging the digital divide.

Key words: cybersecurity, digital infrastructure, regional security, technological dependence, artificial intelligence,
critical infrastructure, geopolitical competition, cyber defense strategies

Data availability statement. The data supporting the findings of this study were obtained from public sources
and included in the published article.

Authors’ contributions. V.A. Tsimashchenia: conceptualization, methodology, formal analysis, investigation,
original draft preparation. E.V. Martynenko: supervision, validation, review and editing. Both authors have read and
approved the final version of the article.

Conflicts of interest. The authors declare no conflicts of interest.

© Tsimashchenia V.A., Martynenko E.V., 2026

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License
BY NC

https://creativecommons.org/licenses/by-nc/4.0/legalcode

272 THEMATIC DOSSIER: INTERNATIONAL RELATIONS IN THE DIGITAL ERA...


https://creativecommons.org/licenses/by-nc/4.0/legalcode
https://orcid.org/0000-0002-0961-2244
https://orcid.org/0000-0003-4285-9959
mailto:v.timoshchenya@gmail.com

Tumowensn B.A., Mapmueinenxo E.B. Bectauk PYJIH. Cepusi: MexnyHapoaubie otHomenus. 2026. T. 26, Ne 2. C. 272-285

For citation: Tsimashchenia, V. A., & Martynenko, E. V. (2026). Cybercrime in Latin America: Challenges for
building effective security in the world’s most vulnerable region. Vestnik RUDN. International Relations, 26(2), 272—
285. https://doi.org/10.22363/2313-0660-2026-26-2-272-285; EDN: HRIDVR

Ku6epnpectynHocTtb B JITaTUHCKOM AMepUKe:
BbI30BbI popMuUpoBaHUs 3P PEeKTUBHOM CUCTEMbI 6€30MACHOCTH
B HaMMeHee 3alMIIeHHOM peruoHe Mupa

B.A. Tumomens' 2=, E.B. MapTbiHeHKO

Poccuiickuii yHuBepcUTET OpyKObl HApoa0B, MockBa, Poccuiickas deneparus
Pdv.timoshchenya@gmail.com

Annortanus. [Ipobnema kubeprnpectynHocTH B JIaTHHCKOM AMepHKe MPHOOpeTaeT KPUTHIESCKUI XapakTep Ha
(hoHE TEXHOTOTHUECKON OTCTANIOCTH PETHOHA, (PParMEHTAINH CTPATETUH 0€30MaCHOCTH U PACTYyIICH 3aBUCHMOCTH
OT MHOCTPAHHBIX TeXHONOrnueckux pemenunit. Cornacuo [mobansHOMy uHIEkCy kubepOezonacHoctu 2024 ., pe-
THOH 3aHMMaeT noclieanee Mecto B Mupe (35,12 nyHkTa), ycrynas naxe crpadam Adpuku (37,25). JlanHOE IpOTH-
BOpEUNe yCyTyOIsIeTcsi CTPEMHUTEIBHBIM POCTOM Knbeparak (25 % B rom) W OrpaHHYEHHBIM JOCTYTIOM HACEICHHS
K 3all[UIIEHHBIM HHTEepHET-cepBUcaM (62 %). Llenb nccienoBaHust — CHCTEMaTU3UPOBATh KIIOUEBBIC BBI3OBBI, Mpe-
ISITCTBYIOIINE (POPMUPOBAHHIO YPPEKTHBHON CUCTEMBI KHOSpOE30MIacCHOCTH, C aKIICHTOM Ha HHPPACTPYKTYPHBIC
OTPaHWYCHUS, KaJIPOBBIA ASPUIIUT U TCONMOTUTHUCCKYIO KOHKYPEHITHIO 3a BIMSIHNE B U poBoil cepe. Hayunas
HOBM3HA PabOTHl OMpeeseTcs] KOMOMHAIMEH METONOB: CETEeBOrO aHanu3a B3auMmocBsiseil (Network Influence
Analysis) 11 BU3yanu3aluu 30H TexHonoruyeckoro gomunuposanus (CLUA, Kurait, EBponeiickuii coro3, Poccust)
Y KOHTeHT-aHanu3a 18 HanmoHanbHbIX cTpateruid (2020—-2026 rr.). DMnupuyeckas 6a3a BKIHOUAST JaHHBIe MexIy-
HapOJHOTO COI03a AMEKTPOCBA3H, MexkaMepuKaHCKoro 0aHKa pa3BUTHs, IBM 1 1OKyMEHTHI pernOHaIbHBIX OPraHH-
3anuit (Opranuzauuu amepukanckux rocynapcts (OAI), O61uero peiaka crpat HOxuoit Amepuku (MEPKOCYVYP)).
PesynpTaThl BRIIBUIN NOSIPU3AIINIO TIOAXOI0B: OT IEHTPAIN30BaHHBIX cucTeM ynpasnenus (bpasmmms, Kocra-Pu-
Ka) 0 THOpUIHBIX Mozenell mudpoBoro cysepenuteta (Benecyana, Ky6a), coderaromux HallMOHAIbHBIE IPUOPHU-
TEThl C 3aBUCUMOCTBIO OT MHOCTpaHHBIX TexHonoruil. JlomunupoBanue komnauuit Huawei (70 % 4G-ceteii)
u Microsoft (oOnadHbIe pENICHMsI) TIOBBIIIACT YSI3BUMOCTh KPUTHUECKON MHPPACTPYKTYpHl. PeakTuBHBIN XapakTep
Mmep noaTeepxkaaet npumMep Kocra-Puku, rie punancuposanue kubepbe3onacHoCTH BeIpociio Ha 446 % mocie atak
2022 r. KimtoueBoil BBIBOJ — HEOOXOAUMOCTh CHHXPOHU3AIMHU PETHOHANBHBIX MHUIUATUB B paMkax OAI yepe3
rapMoHu3anuto cranaaptoB (CSIRT Americas) U CTUMYITHPOBAHHUE TOCYIaPCTBEHHO-YaCTHOTO TapTHEPCTBA. TONb-
K0 23 % opraHuzaiuii UCIOIb3YIOT UCKYCCTBEHHBII MHTENICKT JUISI 3aIlUTHI AJaHHBIX (Ha 17 % HMXe M100anbHOro
ypoBH:). MccnenoBanue BHOCHUT BKJIAA B AMCKYCCHIO O OallaHCE T€ONONUTHYCCKHX WHTEPECOB M KOJUICKTHBHOM
0e30macHOCTH, MpeJyIaras afanTUBHYIO MOJeNb i JlaTnHcKkoi AMepukd. Ee KITloueBoif 2IeMeHT — IIeTIeBBIC HH-
BECTHUIIMU B ONTOBOJIOKOHHBIE CETH, TOATOTOBKY KaJPOB M MHTETPALUI0 MEKAYHAPOIAHBIX MPAKTUK C yUYETOM JIO-
KaJbHOH CIIEU(UKH, BKIIOYAs IPEONOICHIE TU(PPOBOTO pa3phiBa.

KarwueBble ciioBa: knbepOe30macHOCTh, M poBasi HHYPACTPYKTYpa, perHoHalIbHas 0€301MaCHOCTh, TEXHOJIOTH-
YecKasi 3aBUCUMOCTb, UCKYCCTBEHHBIN MHTEIJIEKT, KpUTHUYECKAsh HHPPACTPYKTypa, reonoJuTUYecKasi KOHKYPEHIIHS,
CTpaTeruu KHOep3aIinuThl

3asiBiIeHHE O AOCTYIMHOCTHU NTAaHHBIX. I[aHHBIC, MOATBCPIKAAIOIINUE BBIBOABI 3TOI'0 UCCICAOBAHUS, ITOJTYYCHBI U3
OTKPBITHIX UCTOYHUKOB W BKIIFOYCHBI B OHy6J'II/IKOB8.HHy10 CTaTblo.

Bkaan aBropoB. Tumorens B.A.: KOHIIENTyaTH3aus, METOIOIOTHS, (OpPMaIbHBIN aHAIN3, IPOBEICHUE UCCIIC-
JIOBaHMsI, HAIMMCAHKE, [TOITOTOBKA MIEPBOHAYAILHOTO YepHOBHKa. MapThiHeHko E.B.: HayuHOE pyKOBOACTBO, Baauaa-
LU Pe3ylIbTaTOB, PELIEH3UPOBaHUE U pefakTupoBaHue. O0a aBTopa 03HAKOMIIEHBI C OKOHYATEIbHOW BEpCHE CTaTbu
W OJI00pWITH ee.

3asiBieHne 0 KOH()IUKTE HHTEPECOB. ABTOPHI 3asBIIIOT 00 OTCYTCTBUH KOH(IIUKTa HHTEPECOB.

s uurupoBanus: Tumowens B. A., Mapmuvinenxo E. B. KubepnpecTynHOCTb B JIaTUHCKON AMEpHKE: BBI3OBbI
(hopmupoBaHUS d3PHEKTHBHON CHCTEMbI O€30IIACHOCTH B HAUMEHEE 3allIMIICHHOM peruone mupa // Bectauk Poccwmii-
CKOTO yHHBepcuTeTa ApyxO0bl HapomoB. Cepus: MexayHaponusie otHomenus. 2026. T. 26, Ne 2. C. 272-285.
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Introduction

Within the Latin American crisis landscape,
cybersecurity is the least studied area of research.
Despite the region devoting significant resources
to traditional security measures, it faces a para-
doxical situation: despite the development of the
conventional security structures, the countries of
Latin America and the Caribbean (LAC) remain
critically unprepared to counter digital threats.
The region’s growth in cyberattacks has been
among the highest globally, with a 25% increase
per year over the last decade.! However, at the
same time, LAC countries remain the least cy-
ber-protected, with an average score of 10.2 out of
20 in cybersecurity.” This discrepancy is further
exacerbated by the fact that 62% of the population
lack access to encrypted internet services,® and
67% of attacks on LAC businesses are considered
“serious,”™ threatening the region’s economic sta-
bility and social development.

Institutional inertia is a major challenge. Na-
tional cybersecurity strategies adopted in 16 coun-
tries in the region focus on reactive measures,
such as establishing Computer Emergency Re-
sponse Teams (CERTSs) after major attacks, but
neglect preventive investments in infrastructure
and human resources. The development of global
cybersecurity systems fails to take into account
the specifics of the Latin American context—
a combination of technological dependence, un-

' Vergara Cobos E. Cybersecurity Economics for
Emerging Markets // The World Bank. 2024. URL: https://
openknowledge.worldbank.org/bitstreams/692c¢6149-7481-
40dc-b9e6-8e09ba3ed 7bt/download (accessed: 10.01.2025).

2 Global Cybersecurity Index 2024. 5th edition//
International Telecommunication Union. URL: https://www.itu.
int/en/ITU-D/Cybersecurity/Documents/GCIv5/2401416_1b_
Global-Cybersecurity-Index-E.pdf (accessed: 10.01.2025).

3 Internet Access Services: Status as of December 31,
2022 // Federal Communications Commission. September
2024. URL: https://docs.fcc.gov/public/attachments/DOC-
405486A1.pdf (accessed: 10.01.2025).

4 El1 67% de los ciberataques a empresas latinoamericanas
fueron considerados graves // Kaspersky. 16 de octubre de
2024. URL: https://latam.kaspersky.com/about/press-releases/
el-67-de-los-ciberataques-a-empresas-latinoamericanas-
fueron-considerados-graves?srsltid=AfmBOoq9nKioKh
Dpad_ FYxy25kk2B7vswXyiG6bFQpnaARJLBFroTbU
(accessed: 10.01.2025).
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even infrastructure development, and fragmented
legal frameworks.

The aim of this study is to systematize the key
challenges that hinder the development of an
effective cybersecurity system in LAC, with an
emphasis on infrastructure limitations, human
resource shortages, and geopolitical competition
in the digital sphere.

The methodological novelty of this study is
based on a combination of network analysis of
technological dominance zones (the United States,
China, and the European Union (EU)) and content
analysis of cyber strategies from 18 countries,
revealing the polarization of approaches, ranging
from the centralized models of Brazil and Costa
Rica to the digital sovereignty of Venezuela and
Cuba.

The theoretical framework of the study is
based on the synthesis of securitization theory and
the concept of international regimes as applied to
cyberspace. Cybersecurity is viewed as a political-
institutional category, a process through which
digital threats are constructed by states as national
security issues requiring extraordinary measures
(Solar, 2023, p. 98). Regional cybersecurity
regimes are understood as a set of norms,
institutions, and practices that coordinate the
behavior of state and non-state actors in the digital
sphere (Grassi, Jacon Ayres Pinto & de Conti
Pagliari, 2024, p. 12). This approach allows us to
link differences in national strategies with broader
processes of regional fragmentation and
geopolitical competition.

The empirical analysis was conducted in two
stages. The first stage involved a qualitative
content analysis of national cybersecurity
strategies. The sample included 18 official
doctrinal documents from Latin American and
Caribbean countries, adopted between 2017 and
2030 and publicly available. The criteria for
selection included the official (government or
departmental) status of the document, its current
version, and the presence of a section dedicated to
cybersecurity. Coding was conducted using six
parameters: key threats, priorities, protected
critical  infrastructure, technologies  used,
international cooperation formats, and the level of
public-private  partnership. Based on the
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comparison of codes, three typological groups of
strategies were identified: centralized, international
cooperation-oriented, and digital sovereignty-
focused.

In the second stage, Network Influence
Analysis (NIA) was used to visualize the zones of
technological dominance among extra-regional
actors. The network nodes were four external
technology and infrastructure providers (the
United States, China, the European Union, and
Russia) and countries in the region. Node size
reflects the aggregate level of supplier influence,
and the connections are classified into four
dependency channels: digital infrastructure,
technology, training, and critical infrastructure.
The data on these connections was collected from
reports by international organizations, corporate
reports from technology companies, and national
digital transformation programs.

The empirical basis of the study is data from
the International Telecommunication Union, the
Inter-American Development Bank, the World
Bank, IBM, as well as documents from regional
organizations (the Organization of American States
(OAS) and the Common Market of South America
(MERCOSUR)). The main conclusion of the study
highlights the need for a “hybrid” model that
synchronizes international standards with local
priorities through investments in fiber-optic
networks, training, and the promotion of public-
private partnerships. This study defines “cyber
governance” as a system of decision-making and
responsibility  sharing between  government
agencies, the private sector, and international
organizations in the area of digital infrastructure
security (Fuenmayor Tobar et al., 2024, p. 15). The
authors define “cybersecurity” as a set of technical,
organizational, and legal measures aimed at
protecting computer systems, networks, and data
from unauthorized access, damage, or attacks aimed
at exploiting, disrupting, or stealing them.

Current Trends in Cybersecurity
Development in Latin America

Against the backdrop of the global acceleration
of digital transformation, Latin America remains
one of the most vulnerable regions in the world, as
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confirmed by data from the National Cyber
Security Index (NCSI) (Kosevich, 2024).
Currently, with the advent of the fourth industrial
revolution, the region faces the need to adapt
existing security mechanisms to new technological
challenges (Borzova & Pavlova, 2019, p. 51).

According to key indicators of technological
development (fiber optic networks, internet
exchange points, data centers, supercomputers,
satellites, semiconductors, participation in large
tech companies, cloud technologies, patents in
advanced technologies), the region remains on the
periphery  of  technological development,
participating only in the initial stages of value
chains (Flores Cedefio & Lopez Paz, 2024, p. 685).

By 2022, the average fixed-broadband
penetration rate in the region reached 62%,
significantly lower than in North America and
Europe (100 and 90%, respectively). Mobile
broadband penetration in the region is 78 active
subscriptions per 100 residents, compared to 105
in Europe and 150 in North America (Table 1).

The limited penetration of high-speed
networks is due to several factors, including high
infrastructure costs, insufficient funding, and
difficulties in ensuring uniform coverage in remote
and rural areas. Furthermore, despite a higher
mobile broadband penetration rate of 78%, LAC
still lags behind developed countries such as the
United States and Europe, limiting the region’s
population’s access to online services, educational
and healthcare resources, and business
opportunities, particularly in low-income areas
with limited digital literacy (Flores Cedefio &
Lopez Paz, 2024, p. 685).

Key technology indicators, such as the number
of Internet Exchange Points (IXPs) and access to
data centers, also remain limited in the region.
Unlike North America and Europe, Latin America
faces a lack of critical infrastructure for storing
and processing data, which entails high
international traffic costs and increases data
transmission latency (Grassi, Jacon Ayres Pinto &

5 The indicator reflects the number of active mobile
broadband subscriptions per 100 inhabitants and can exceed
100, because one user can have multiple subscriptions (for
example, for a smartphone and a tablet). The methodology was
developed by the International Telecommunication Union.
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Table 1. Key Indicators of Digital Infrastructure by Region

Key indicators Latin America North America Europe Asia Africa
Internet access (subscriptions per 100 residents)
Fixed broadband access 62 100 90 41.9 4.6
Mobile broadband access 78 150 105 55 48
Infrastructure
Data centers and IXPs Limited Developed network | Developed network | Wide network Low
Satellite communications Low High Medium High Low
Technological potential

S}:;ﬁ?gfg?:omgies and artificial Limited Developed Developed Developed Limited
Semiconductor industry Initial stages Developed Developed Wide network | Limited

Source: compiled by V. A. Tsimashchenia and E. V. Martynenko on the basis of: Facts and Figures 2023 // International Telecommu-
nication Union. URL: https://www.itu.int/itu-d/reports/statistics/2023/10/10/ff23-subscriptions/ (accessed: 10.01.2025); Internet Access
Services: Status as of December 31, 2022 // Federal Communications Commission. September 2024. URL: https://docs.fcc.gov/public/
attachments/DOC-405486A1.pdf (accessed: 10.01.2025); The State of Mobile Internet Connectivity Report // GSMA Intelligence. Octo-
ber 2023. URL: https://www.gsmaintelligence.com/research/the-state-of-mobile-internet-connectivity-2023 (accessed: 10.01.2025); The
Digital Economy and Society Index (DESI) / European Commission. 2023. URL: https://digital-strategy.ec.europa.eu/en/policies/desi
(accessed: 10.01.2025); Global Broadband Subscriptions in Q1 2023: Fibre Glides Past Two Thirds // Point Topic. July 19, 2023. URL:
https://www.point-topic.com/post/global-broadband-subscriptions-q1-2023 (accessed: 10.01.2025).

de Conti Pagliari, 2024, p. 14). This fact limits the
ability of local companies to compete globally and
creates additional risks for ensuring cybersecurity
in the region (Simonova et al., 2023). Latin
America’s low level of participation in the
development of the semiconductor industry and
cloud technologies also indicates LAC’s depen-
dence on the import of advanced technologies,
which hinders the transition to an innovation
economy and increases vulnerability to cyber-
attacks (Vila Seoane, 2021, p. 102). In this regard,
efforts aimed at expanding the availability of high-
speed internet and increasing investment in
technological infrastructure are particularly urgent
for the region (Fuenmayor Tobar et al., 2024, p. 17).

The Scale of Cybercrime
and Its Economic Impact

In 2023, Latin America and the Caribbean
ranked second globally in terms of growth in
weekly criminal cyberattacks (29%), behind only
North America (52%).® According to the Global

¢ Diaz R.M., Nuilez G. Ciberataques a la logistica y la
infraestructura critica en América Latina y el Caribe // CEPAL.
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Cybersecurity Index 2024, the region has the
lowest average score in the world at 35.12, which
is below the African (37.25) and the global average
(55.64) levels (Table 2).

According to estimates from the LatAm Cy-
ber Security Summit, the annual losses from cy-
berattacks in Latin America and the Caribbean
(Table 3) could exceed USD 90 million by 2026,
with an average of over 18.5 million attacks per
year.” The most notable example was the April
2022 attack on Costa Rican government agencies,
which affected numerous government entities and
demanded a ransom of USD 10 million (Datta &
Acton, 2024, p. 60). A subsequent May 2022 at-
tack on Costa Rica’s social security fund forced
the government to declare a state of emergency,
marking the first time emergency funds were used
to combat the effects of a cyberattack (Datta & Ac-
ton, 2024, p. 62).

2023. URL: https://repositorio.cepal.org/server/api/core/
bitstreams/2db8feef-29d6-4981-9741-9ad3154d3789/content
(accessed: 30.10.2024).

7 LatAm Cyber Summit 2024 Annual Report //
CS4CA. URL: https://latam.cs4ca.com/wp-content/uploads/
LatAm-Cyber-Summit-2024-Annual-Report.pdf  (accessed:
10.01.2025).
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Table 2. Comparative Analysis of Cybersecurity Indicators and Cyberattacks by Region

Resion Growth in weekly Average score according Position Overall World
g cyberattacks, % to the Global Cybersecurity Index | in the world | vulnerability level | average

North 52 65.78 1 Moderate
America
LAC 29 35.12 5 Low
Africa 21 37.25 4 High 53.64
Europe 18 70.15 2 Low
Asia 24 56.50 3 Moderate

Source: compiled by V.A. Tsimashchenia and E.V. Martynenko on the basis of: Global Cybersecurity Index 2024. 5th edition //
International Telecommunication Union. URL: https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIv5/2401416 _1b_Global-

Cybersecurity-Index-E.pdf (accessed: 10.01.2025).

According to a report from IBM, companies
that have implemented artificial intelligence (Al)
into their cybersecurity strategies have reduced
the lifecycle of data breaches by 94 days, saving
over USD 1 million in remediation costs.® Howev-
er, only 23% of organizations in the region use Al
for defense, which is 17% lower than the global
average (Vinogradova, 2023, p. 34). Insufficient
preparedness and weak cyber defenses pose a high
risk to the public and private sectors in LAC states
(Urbanovics, 2022, p. 87). With increasing reli-
ance on digital technologies, the region must fo-
cus on enhancing cybersecurity, implementing
more stringent protection measures, and develop-
ing human capital to counter threats.

National Measures to Combat Cybercrime
in Latin American Countries

A content analysis of national cybersecurity
strategies in Latin America revealed significant
differences in approaches to digital security. Of
the 18 strategies analyzed, 16 countries have
developed comprehensive national documents.
Bolivia and Venezuela lack formal cyber doctrines,
while Cuba and Colombia have integrated
cybersecurity  issues into  their  digital
transformation programs. Countries in the region
can be divided into three groups:

1) countries with a centralized cybersecurity
governance system (Brazil, Chile),

8 See: Cost of a Data Breach Report 2024 // IBM.
URL: https://www.ibm.com/reports/data-breach  (accessed:
10.01.2025).
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2) countries focused on international
cooperation (Peru, Panama, Paraguay),

3) countries developing digital sovereignty
(Venezuela, Cuba, Nicaragua).

The most sustainable governance models are
characterized by public-private partnerships, clear
identification of critical infrastructure, and
technological development (Table 4).

Central America and the Caribbean are focusing
on protecting government systems and combating
cybercrime. Costa Rica increased cybersecurity
funding by 446% following the 2022 attacks,’ while
Panama integrated digital defense into its Panama
Canal security system.!° The Dominican Republic
is developing military “cyber expertise,”!! and
Uruguay is implementing quantum cryptography.'?

o MICITT lidera la respuesta nacional ante el creciente
panorama de ciberamenazas // Presidencia de la Republica
de Costa Rica. Octubre 2024. URL: https://www.presidencia.
go.cr/noticias/micitt-lidera-la-respuesta-nacional-ante-el-
creciente-panorama-de-ciberamenazas (accessed: 10.01.2025).

10" Resolucion N° 17 del Consejo Nacional para la
Innovacion Gubernamental, de 10 de septiembre de 2021.
Estrategia Nacional de Ciberseguridad 2021-2024 // Gaceta
Oficial de Panama. URL: https://www.gacetaoficial.gob.
pa/storage/gacetas/2021/12/29434 A/88864.pdf  (accessed:
01.03.2026).

' Decreto 313-22. Estrategia Nacional de Ciberseguridad
2021-2030 de la Republica Dominicana // Centro Nacional
de Ciberseguridad. URL: https://cncs.gob.do/decreto-313-22/
(accessed: 10.01.2025).

12 Estrategia Nacional de Ciberseguridad del Uruguay
2024-2030 // Agencia de Gobierno Electronico y Sociedad de
la Informacion y del Conocimiento (AGESIC). 27 de febrero de
2025. URL: https://www.gub.uy/agencia-gobierno-electronico-
sociedad-informacion-conocimiento/comunicacion/
publicaciones/estrategia-nacional-ciberseguridad-2024-2030-0
(accessed: 01.03.2026).
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Table 3. Major Cyberattacks on Critical Infrastructure in Latin America in 2022-2023 and Its Consequences

Attacked Financial losses,

Year Country infrastructure Attack type Consequences USD million
2022 | Costa Rica Social security Ransomware S001al services shutdown, data encryp- 200

system tion
2022 | Colombia Healthcare systems | Data leak Leak of corilﬁdentllal medical informa- 550

tion, delay in service

2023 | Mexico Govemment Ransomware Disruption of government services, 700

agencies ransom demand

Source: compiled by V.A. Tsimashchenia and E.V. Martynenko on the basis of: Cost of a Data Breach Report 2024 // IBM. URL:

https://www.ibm.com/reports/data-breach (accessed: 10.01.2025).

Funding remains a crucial element in the ef-
fectiveness of national strategies. Large econo-
mies (Brazil, Mexico) invest in technology and
training, while resource-poor countries (Paraguay,
Guatemala) rely on international donors, compli-
cating the implementation of long-term projects.

International cooperation is uneven, as seen in
the case of Venezuela and Cuba, which focus on
partnerships with Russia and China, while Colom-
bia, Chile, and Peru strengthen ties with the
Organisation for Economic Co-operation and
Development (OECD) and the United States.

These different strategies reflect the broader
geopolitical context and the influence of regula-
tory models, technology choices, and integration
into global digital security systems.

Development of Regional Cybersecurity
Regimes

In this study, “cybersecurity regimes” refer to
structured systems of governance, norms,
institutions, and practices that govern the behavior
of state and non-state actors in cyberspace (Grassi,
Jacon Ayres Pinto & de Conti Pagliari, 2024, p. 12).

Table 4. Content Analysis of Cybersecurity Strategies of Latin American Countries

Country Year Key threats Priorities CI Technologies Cooperation PPP
. Cybercrime, data | CI, international E, T, .
Argentina 2023 YOercrime, aata 1n er{la rona Al, blockchain | UN, MERCOSUR H
leaks cooperation C,F
Attack tralizati f E, T, W.
Brazil 20202023 | oewson Centralization o > W |5G, quantum | Forum IRS, USA H
infrastructure management C,F
Defense of . .
Venezuela 2024 Electoral attacks . E, O, ES | National system | Russia, Iran L
sovereignty
OAS, Inter-Ameri
Guatemala 2018 Phishing CI defence E,T |Cloud L erAmeriean -y,
Development Bank
Domini Milit
0m1n1.can 2021-2024 HHaty - Operations Center E,C, D | Al systems USA, EU H
Republic vulnerabilities
Colombia 2023-2026 | Digital divide Social transformation | E, C, T | Al, satellites OECD, USA
Costa Rica 2023-2027 | Extortionists Cybersecurity Center | C, E, H | Blockchain, Al |USA, EU H
Cuba 2024 |Sanctions Development of E B cloud Russia, China L
national software ICT
Int ti 1
Mexico 2017 Cybercrime " ern? 1o.n 4 E, T, F |Security systems | UN, OAS M
coordination
Nicaragua 2020-2025 | External threats |Response Center E, T |- Russia, OAS L
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Table 4, ending

Country Year Key threats Priorities CI Technologies Cooperation PPP

Attack: th
Panama 2021-2024 ACKS ONTC 1 (o training Ch, E, H | Al monitoring | OAS H
Panama Canal

Inter-American

Paraguay 2024-2028 | Targeted attacks | Response Center E, W, C | Biometrics Development Bank, M
MERCOSUR
Inter-American
Peru 2021-2026 | Weak defense Security Center E, T,H | Analytics Development Bank, L
UN
Attacks on
El Salvador 2024 government Protection Agency E,C,F |Alsystems CISCO, EU M
systems

Inter-American

Uruguay 2024-2030 | Extortionists Quantum protection E,F, T |Quantum Development Bank, H
OAS

Chile 2023-2028 | Staff shortage Security Agency E, T,H | Al systems Spain H

Ecuador 2022-2025 |Legacy systems |Response Center E, T, F | Data analysis EU, OAS M

Note. Explanation of abbreviations: CI (critical infrastructure): E — energy, T — transport, C — communications, F — finance, H — healthcare,
W — water supply, D — defense, O — oil sector, Ch — channel, ES — electoral systems, ICT — information and communication technologies.
PPP (public-private partnership): H — high level, M — medium level, L — low level.

Source: compiled by V. A. Tsimashchenia and E. V. Martynenko on the basis of: Resolucion 44/2023 de la Secretaria de Innovacion
Publica. Segunda Estrategia Nacional de Ciberseguridad // Boletin Oficial de la Republica Argentina. 1 de septiembre de 2023. URL:
https://servicios.infoleg.gob.ar/infolegInternet/anexos/385000-389999/389245/norma.htm (accessed: 01.03.2026); Decreto N° 10.222, de
5 de fevereiro de 2020. Aprova a Estratégia Nacional de Seguranga Cibernética (E-Ciber) // Presidéncia da Republica. URL: https://www.
planalto.gov.br/ccivil 03/ ato2019-2022/2020/decreto/d10222.htm (accessed: 01.03.2026); Decreto 4975 sobre Consejo Nacional de
Ciberseguridad // Gaceta Oficial de la Republica Bolivariana de Venezuela. 20 de agosto de 2024. URL: https://tugacetaoficial.com/leyes/
decreto-4975-sobre-consejo-nacional-de-ciberseguridad/ (accessed: 01.03.2026); Estrategia Nacional de Seguridad Cibernética //
Ministerio de Gobernacion de Guatemala. 2018. URL: https://ogdi.org/ogdi/uploads/2021/08/Estrategia-Nacional-de-Seguridad-
Cibernetica.pdf (accessed: 01.03.2026); Estrategia Nacional de Ciberseguridad de la Republica Dominicana 2021-2024 (ENCS) //
Agenda Digital. URL: https://agendadigital.gob.do/wp-content/uploads/2022/02/Plan-de-Accion-2021-2024-v2.pdf  (accessed:
01.03.2026); Estrategia Nacional Digital de Colombia 2023-2026 // Ministerio de Tecnologias de la Informacién y las Comunicaciones.
2023. URL: https://www.mintic.gov.co/portal/715/articles-334120 recurso l.pdf (accessed: 01.03.2026); Estrategia Nacional
de Ciberseguridad de Costa-Rica 2023-2027 // Ministerio de Ciencia, Innovacién, Tecnologia y Telecomunicaciones (MICITT).
2023. URL: https://www.micitt.go.ct/sites/default/files/2023-11/NCS%20Costa%20Rica%20-%2010Nov2023%20SPA.pdf (accessed:
01.03.2026); Decreto-Ley No. 35 de las Telecomunicaciones, las Tecnologias de la Informacion y la Comunicacion y del Uso del Espectro
Radioeléctrico / Cubalex. 17 de agosto de 2021. URL: https://cubalex.org/2021/08/17/nuestros-abogados-opinan-sobre-el-decreto-ley-
35-recien-aprobado-por-el-consejo-de-estado-y-el-consejo-de-ministros/ (accessed: 01.03.2026); Estrategia Nacional de Ciberseguridad //
Gobierno de México. 2017. URL: https://www.gob.mx/cms/uploads/attachment/file/271884/Estrategia_Nacional Ciberseguridad.pdf
(accessed: 01.06.2026); De aprobacion de la “Estrategia nacional de ciberseguridad 2020-2025”. Decreto presidencial n°. 24-2020,
aprobado el 24 de septiembre de 2020// Cyber Policy Portal Database. URL: https://database.cyberpolicyportal.org/entity/xsbof4xi99n?p
age=6&file=1658413502730hn23ut3iucl.pdf (accessed: 01.03.2026); Resolucion N° 17 del Consejo Nacional para la Innovacion
Gubernamental, de 10 de septiembre de 2021. Estrategia Nacional de Ciberseguridad 2021-2024 // Gaceta Oficial de Panama. URL:
https://www.gacetaoficial.gob.pa/storage/gacetas/2021/12/29434 A/88864.pdf (accessed: 01.03.2026); Decreto Ejecutivo N° 3900, de 22
de mayo de 2025. Estrategia Nacional de Ciberseguridad 2025-2028 // Ministerio de Tecnologias de la Informacion y la Comunicacion
(MITIC) de Paraguay. 23 de mayo de 2025. URL: https://drive.mitic.gov.py/s/ZS7Y XfEJrxfgdia?dir=/&editing=false&openfile=true
(accessed: 01.03.2026); Propuesta de la Estrategia Nacional de Ciberseguridad del Peru 20262028 (ESNACIB) // Secretaria de Gobierno
y Transformacioén Digital — Presidencia del Consejo de Ministros. 15 de agosto de 2025. URL: https://www.gob.pe/institucion/pcm/
informes-publicaciones/7046161-estrategia-nacional-de-ciberseguridad-del-peru-2026-2028-esnacib (accessed: 01.03.2026); Decreto N°
143. Ley de Ciberseguridad y Seguridad de la Informacion // Asamblea Legislativa de la Republica de El Salvador. 12 de noviembre de
2024. URL: https://www.asamblea.gob.sv/sites/default/files/documents/decretos/D05S6DIA1-299D-4188-941 A-9C3B5898D3F3.pdf
(accessed: 01.03.2026); Estrategia Nacional de Ciberseguridad del Uruguay 2024-2030 // Agencia de Gobierno Electronico y Sociedad de
la Informacién y del Conocimiento (AGESIC). 27 de febrero de 2025. URL: https://www.gub.uy/agencia-gobierno-electronico-sociedad-
informacion-conocimiento/comunicacion/publicaciones/estrategia-nacional-ciberseguridad-2024-2030-0 (accessed: 01.03.2026); Decreto
N° 164/2023 del Ministerio del Interior y Seguridad Publica. Aprueba la Politica Nacional de Ciberseguridad 2023—-2028 // Ministerio del
Interior y Seguridad Publica. 4 de diciembre de 2023. URL: https://www.bcn.cl/leychile/navegar?idNorma=1198702 (accessed:
01.03.2026); Estrategia Nacional de Ciberseguridad // Gobierno Electronico del Ecuador. 2022. URL: https://www.gobiernoelectronico.
gob.ec/wp-content/uploads/2022/10/Difusion-ENC.pdf (accessed: 01.03.2026).
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Regional regimes can be classified by their degree
of centralization (from hierarchical to networked),
the orientation (techno-infrastructural, state-
centric, or user-rights-oriented), and the level of
institutionalization (Solar, 2023, p. 98).

In the development of regional cybersecurity
regimes and institutions, the most significant
advances have been made at the inter-American
level. The development of regional cybersecurity
regimes in Latin America relies on coordination
within the OAS, which implements a compre-
hensive program through the Inter-American
Committee against  Terrorism (Comiteé
Interamericano contra el Terrorismo, CICTE).
The initiative created a network of Computer

the exchange of threat intelligence, coordination
of protective measures, and joint exercises
(Guevara, 2022, p. 420). Funding for the network
comes from government contributions from
participating countries, international grants, and
technical assistance from the private sector,
including major technology companies (Table 5).

Additionally, with the support of the OAS,
CARICOM operates the Regional Intelligence
Fusion Centre (RIFC), which monitors threats and
protects critical infrastructure through a distributed
analysis system and real-time cyberattack
modeling. Information is collected from national
cybersecurity centers and private technology
partners, enabling the rapid identification of new

Security Incident Response Teams (CSIRTs)—
CSIRT Americas, uniting 47 national response
centers from 20 countries in the region, enabling

attack methods and the development of
countermeasures.

Table 5. Regional Cybersecurity Initiatives in Latin America

R Launch / . . .
Initiative Update * Aims Financing

CSIRT Americas (OAS) 2004/2023 Establishment of a network of cyber-attack Government centrlbutlons,
response centers OAS grants, private Sponsors

CARICOM Cyber Security Harmonization of cybersecurity standards, USAID, CARICOM contribu-

. . 2016/2019 . . . . .

and Cybercrime Action Plan combating crime tions, international donors

MERCOSUR Digital Agenda | 2017/2023 Development of digital security, unified MERCOSUR state budgets,
regulations grants

eLAC2026 2005/2024 Expanding digital infrastructure, improving | Government contributions,

(CEPAL (United Nations)) cybersecurity UN support, EU investments

. Cooperation between military and defense

Ibero-American Cyber Defense 2016/2024 | departments of countries in the field of cyber State budgets, defense

Forum mvestments
defense

Pacific Alliance Digital Agenda | 2016/2023 Digital integration and cybersecurity State budgets, international
development funds

SICA Cybersecurity Tnitiative | 2019/2024 Development of a unified legal framework Intereal resources, support from
for cybercrime Russia

Budapest Convention (Council Unification of criminal legislation, the fight | Participating countries,

2001/2022 . .
of Europe) against cybercrime EU grants

Note. * — Data on the years of initiative renewals are current as of February 2025, according to the latest available reports from organizations.

Source: compiled by V. A. Tsimashchenia on the basis of: Protecting the Americas in Cyberspace // Organization of American States
(OAS) — Cybersecurity Program. URL: https://csirtamericas.org/en/ (accessed: 01.03.2026); Updated CARICOM Cyber Security and
Cybercrime Action Plan (CCSCAP) launched // CARICOM Implementation Agency for Crime and Security (IMPACS). November 1,
2025. URL: https://www.caricomimpacs.org/articles/updated-caricom-cyber-security-and-cybercrime-action-plan-ccscap-launched
(accessed: 01.03.2026); Grupo Agenda Digital del MERCOSUR // MERCOSUR. URL: https://www.mercosur.int/temas/agenda-digital/
(accessed: 01.03.2026); Digital Agenda for Latin America and the Carribean (eLAC2026) // CEPAL. November 8, 2024. URL: https://
www.cepal.org/en/publications/80861-digital-agenda-latin-america-and-caribbean-elac2026 (accessed: 01.03.2026); Espafia lidera en
2022 el Foro Iberoamericano de Ciberseguridad // Ministerio de Defensa de Espafia. 17 de marzo de 2022. URL: https://www.defensa.gob.
es/comun/slider/2022/03/220317-presidencia-fic-2022.html (accessed: 01.03.2026); Technical Group Digital Agenda // Alianza del
Pacifico. URL: https://alianzapacifico.net/en/technical-group-digital-agenda/ (accessed: 01.03.2026); Region SICA avanza en
Ciberseguridad e Inteligencia Artificial // Sistema de la Integracién Centroamericana (SICA). 28 de agosto de 2024. URL: https://www.
sica.int/noticias/region-sica-avanza-en-ciberseguridad-e-inteligencia-artificial 1 134432.html (accessed: 01.03.2026); Convention on
Cybercrime. Budapest, 23 November 2001. Unofficial Translation // Council of Europe. (In Russian). URL: https://rm.coe.int/1680081580
(accessed: 01.03.2026).
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The OAS is also implementing a large-scale
training program aimed at reducing the skills gap.
The National Initiative for Cybersecurity
Education (NICE) has already trained over 6,000
specialists, but this is not enough to address the
existing skills shortage.!* The programs are funded
through the participation of the Inter-American
Development Bank and leading technology
companies, including Microsoft, Amazon Web
Services (AWS), and Cisco, which also provide
technical support for the educational initiatives.
Additionally, the Inter-American Development
Bank has funded the “Creating a Career Path in
Cybersecurity (2017-2024)” program, aimed at
developing long-term career paths in cybersecurity.'*

Differences in the level of digital development
among countries in the region create barriers to
building a unified cybersecurity framework. While
Brazil, Mexico, Chile, and Colombia are
implementing advanced security technologies,
developing national cybercompetence centers,
and integrating cybersecurity into strategic
planning, the region’s smaller states lack basic
infrastructure and personnel (Lemos, de Espindola
& Tosatti, 2024). The OAS aims to address this
challenge through technical assistance programs
and targeted funding, but the effectiveness of these
measures depends largely on the ability of recipient
countries to adapt and implement the proposed
frameworks.

In addition to OAS initiatives, digital
integration programs are underway at the regional
level, such as the MERCOSUR Digital Agenda,
which aims to harmonize data protection
standards,'> and the CARICOM Action Plan on
Cybersecurity and Cybercrime, which aims to
develop unified approaches to combating

13 Vergara Cobos E., Diao H. De la ficcion a la realidad:
cémo América Latina se convirtid en el campo de batalla
cibernético mas critico del mundo // Banco Mundial Blogs.
28 de noviembre de 2024. URL: https://blogs.worldbank.org/
es/latinamerica/seguridad-cibernetica-en-america-latina-y-el-
caribe (accessed: 10.01.2025).

4 Creating a Career Path in Cybersecurity (2017—
2024) // OAS. URL: https://www.o0as.org/ext/DesktopModules/
MVC/OASDnnModules/Views/Item/Download.
aspx?type=1&id=1173&lang=1 (accessed: 10.01.2025).

15 Grupo Agenda Digital del MERCOSUR // MERCOSUR.
URL: https://www.mercosur.int/temas/agenda-digital/ (accessed:
01.03.2026).

cybercrime in the Caribbean.!® The Central
American Integration System (SICA) is also
implementing a program to harmonize legislation
and establish joint cybersecurity mechanisms. An
important step toward international coordination
was the accession of nine countries in the region to
the Budapest Convention of the Council of Europe,
which facilitates cooperation in cybercrime
investigations and promotes the harmonization of
legal mechanisms.!”

Despite the active work of the OAS and other
organizations, the lack of centralized coordination
and uneven funding remain key challenges for
LAC states (Kosevich, 2022, p. 114). Further
development of the regional cybersecurity regime
requires increased financial support for less
developed countries and expanded technical
assistance to bridge the digital divide.

The Vulnerability of Digital Sovereignty:
Latin America’s Dependence
on External Technologies

Latin American countries’ cybersecurity is de-
termined by their dependence on technologies and
infrastructure supplied by the United States, Chi-
na, the European Union, and Russia. Chinese
companies Huawei and ZTE dominate the tele-
communications infrastructure segment, provid-
ing up to 70% of the region’s 4G networks and
actively participating in the construction of 5G
(Mendez & Estrada, 2025, p. 200). The most illus-
trative examples are Brazil, where Huawei sup-
plies equipment for six out of seven mobile net-
works (Borrastero & Juncos, 2024, p. 126), and
Venezuela, where ZTE implemented the Carnet de
la Patria digital identification project (Arsentyeva,
2024, p. 61). Chinese-made video surveillance
systems are also deployed in Argentina, Bolivia,
Ecuador, Panama, and Uruguay.

16 CARICOM Cyber Security and Cybercrime Action
Plan // Caribbean Telecommunications Union. URL: https://ctu.
int/wp-content/uploads/2021/02/CARICOM-Cyber-Security-
and-Cybercrime-Action-Plan_Final Ver3-copy.pdf (accessed:
10.01.2025).

17 The Convention on Cybercrime (Budapest Convention,
ETS No. 185) and Its Protocols // The Council of Europe. 2001.
URL:  https://www.coe.int/en/web/cybercrime/the-budapest-
convention (accessed: 10.01.2025).
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USA

China

EU

Russia

Latin American Countries

Infrastructure (5G, Data Centers, Cables)
Technology (Cloud Services, Databases)
Training (Scholarships, Training Centers)
Cybersecurity Infrastructure (Cybersecurity)

|| | | oece@®

Latin American Countries’ Dependence on Foreign Cybersecurity Providers:
the size of the nodes reflects the level of influence of the providers. Node colors: blue—US, red—China, green—EU, purple—Russia, brown—Latin
American countries. Lines: orange—digital infrastructure, blue—technology, yellow—training, pink—critical infrastructure

Source: compiled by V. A. Tsimashchenia and E. V. Martynenko on the basis of: 2025 Cybersecurity Report: Vulnerability and Maturity
Challenges to Bridging the Gaps in Latin America and the Caribbean // Inter-American Development Bank, Organization of American
States. URL: https://publications.iadb.org/en/2025-cybersecurity-report-vulnerability-and-maturity-challenges-bridging-gaps-latin-
america-and (accessed: 01.03.2026); Global Cybersecurity Index 2024. 5th edition // International Telecommunication Union.
URL: https://www.itu.int/en/ITU-D/Cybersecurity/Documents/GCIv5/2401416 _1b_Global-Cybersecurity-Index-E.pdf
(accessed: 10.01.2025); Digital Connectivity for Inclusion and Growth. Latin America and the Caribbean Economic Review // World
Bank. October 2023. URL: https://openknowledge.worldbank.org/entities/publication/e046afb8-c194-499b-8fdd-f88ac767c33a
(accessed: 01.03.2026); 2023 Annual Report // Huawei Investment & Holding Co., Ltd. 2024. URL: https://www-file.huawei.com/
minisite/media/annual_report/annual report 2023 en.pdf (accessed: 01.03.2026); 2023 Annual Report 2023 // Microsoft Corporation.
URL: https://www.microsoft.com/investor/reports/ar23/index.html (accessed: 01.03.2026); Amazon Web Services in Latin America //
Amazon Web Services, Inc. URL: https://aws.amazon.com/solutions/case-studies/innovators/latam-innovators/ (accessed: 01.03.2026);
Creating a World of Potential: 2023 Annual Report // Cisco Systems, Inc. 2023. URL: https://www.cisco.com/c/dam/en_us/about/
annual-report/cisco-annual-report-summary-2023.pdf (accessed: 01.06.2026); 2023 Annual Report // ZTE Corporation. 2024. URL:
https://www.zte.com.cn/content/dam/zte-site/investorrelations/en_annual report/20240326.pdf (accessed: 01.03.2026).

American companies Microsoft, Amazon, and
Google dominate the software and cloud
computing industries. The United States is actively
investing in cybersecurity development through
various programs, including USD 25 million for
a cyber-operations center in Costa Rica'® and USD
10 million for Jamaica through the United States
Agency for International Development (USAID)."

'8 United States Announces $25 Million to Strengthen
Costa Rica’s Cybersecurity / U.S. Embassy in Costa Rica.
March 29, 2023. URL: https://cr.usembassy.gov/united-states-
announces-25-million-to-strengthen-costa-ricas-cybersecurity/
(accessed: 10.01.2025).

19 Patterson C. Jamaica’s Cybersecurity Infrastructure
Strengthened Through Stakeholder Initiatives // The
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The European Union, in turn, is promoting
regulation through the EU Digital Alliance—
LAC, implementing General Data Protection
Regulation (GDPR) standards, while Russia is
focusing on monitoring systems and cooperation
with Venezuela and Nicaragua (Solar, 2023).
There is a significant talent shortage in the
region: despite the implementation of the Chinese
Huawei ICT Academy program in 90 universities

Jamaica Information Service, Government of Jamaica. June
28, 2023. URL: https://jis.gov.jm/jamaicas-cybersecurity-
infrastructure-strengthened-through-stakeholder-initiatives/
(accessed: 10.01.2025).
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(36,000 trained specialists graduated?’) and the
Red Ciberlac network of the Inter-American
Development Bank (26 universities from
12 countries?'), the shortage of qualified specialists,
according to OAS estimates, exceeds 520,000
people.?? The growth in demand for specialists is
outpacing the pace of training due to digital
transformation. Technological dependence is
aggravated by the low level of Internet
penetration—only 62% of the region’s population
has access to the Internet, compared to 100% in
North America and 90% in Europe (see Table 1).
As an analysis of the dependence of Latin
American countries on foreign cybersecurity pro-
viders reveals (Figure), the largest technology sup-
pliers divide the region into zones of influence: the
United States controls cloud services and cyber in-
telligence, China dominates the telecommunica-
tions infrastructure, the EU introduces legal stan-
dards, and Russia develops cyber defense programs.
In the context of geopolitical confrontation,
such multi-vector dependence poses risks for the
stability of the region’s digital systems and fits
into the broader logic of digital development of
the states of the Global South in the context of
technological rivalry between the United States
and China (Stoletov, 2022). This is especially
noticeable in the U.S.’s strategy to counter Chinese
influence by proposing alternative investment
projects (Degterev, Piskunov & Eremin, 2023), as

20 Baisotti P. La ofensiva del encanto de China en América
Latina y el Caribe: Un analisis exhaustivo de la estrategia de
comunicacién de China en la region [Parte II: Influir en los
medios de comunicacion] // Didlogo Américas. 6 de marzo
de 2024. URL: https://dialogo-americas.com/es/articles/la-
ofensiva-del-encanto-de-china-en-america-latina-y-el-caribe-
un-analisis-exhaustivo-de-la-estrategia-de-comunicacion-
de-china-en-la-region-parte-ii-influir-en-los-medios-de-
comunicacion/ (accessed: 10.01.2025).

2l Cyber Range por Red Ciberlac: una plataforma para la
creacion de capacidades en ciberseguridad en América Latina
y el Caribe // Inter-American Development Bank. 30 de abril
de 2024. URL: https://www.iadb.org/es/blog/modernizacion-
del-estado/administracion-publica/cyber-range-por-red-
ciberlac-una-plataforma-para-la-creacion-de-capacidades-en-
ciberseguridad-en (accessed: 10.01.2025).

22 Reporte sobre el desarrollo de la Fuerza Laboral
de Ciberseguridad en una Era de Escasez de Talento y
Habilidades// OEA. 2022. URL: https://www.oas.org/es/
sms/cicte/docs/Reporte_sobre_el desarrollo_de la fuerza
laboral de ciberseguridad en una era de escasez_de
talento_y_habilidades.pdf (accessed: 10.01.2025).
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in the case of Ecuador, which received a loan of
USD 3.5 billion from the U.S. International
Development Finance Corporation (DFC) on the
condition of abandoning Chinese technologies in
5G infrastructure (Flor-Unda et al., 2023, p. 3).

Conclusion

The study revealed a paradoxical situation: a
region with extensive experience in multilateral
cooperation in traditional security areas 1is
demonstrating an inability to develop an effective
collective cyber defense system. This is due to a
combination of three main factors: technological
fragmentation caused by integration into
competing ecosystems (American, Chinese, and
European); the advisory nature of regional
mechanisms without mandatory norms for
interaction; and the significant digital divide
between countries.

The key challenge remains the lack of
a comprehensive cybersecurity strategy that takes
into account the specifics of the Latin American
context. Despite the existence of cooperation
mechanisms (CSIRT Americas, OAS programs),
their effectiveness is limited by the insufficient
exchange of threat information and best practices.
The development of a unified regional platform
for sharing data on cyberattacks is becoming
a prerequisite for overcoming fragmentation.

Overcoming these limitations requires a shift
from national approaches to an integrated regional
system, including a permanent coordination
mechanism between response centers, harmonized
legislation, and common protocols for protecting
critical infrastructure. Public-private partnerships
are playing a crucial role in stimulating investment
inhumanresourcetraining and digital infrastructure
modernization.

With geopolitical competition for digital
influence continuing, abalance between integration
into global technology chains and the development
of domestic cybersecurity capabilities is becoming
critical. There is an imbalance between the
increasing investments and their effectiveness: the
lack of a systemic approach to human capital
development is reducing the effectiveness of these
investments. The issue of digital sovereignty also
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deserves attention, as the pursuit of technological
independence with limited resources can lead to
isolation from advanced solutions. The region
requires a multi-tiered cooperation model with

differentiated interaction formats for countries
with varying technological potential, while
maintaining a shared vision for collective
cybersecurity development.
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