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Abstract. The digital revolution has a significant impact on world politics, including the practice of
international negotiations and diplomacy, which, being extremely conservative areas of human activity, still have to
adapt to the new digital reality conditions. The practice of digital diplomacy, which involves using social networks
to interact with a wide international audience, is becoming widespread. New diplomacy formats are emerging that
focused on working with big data, machine learning and artificial intelligence technologies. This study explores the
impact of the digital revolution on the practice of international negotiations. Methodologically, the analysis is based
on the structural-functional approach, according to which international negotiations act as a structural element of
diplomacy and foreign policy. At the same time, the authors single out the invariants of negotiations, which include
the stages of international negotiations — preparation phase, discussions and implementation of the results of
negotiations. The digital revolution is changing the nature of international negotiations, creating new opportunities
for negotiation tactics, as well as new challenges, primarily related to information security and confidentiality.
In addition, the development of digital technologies produces new subject areas of international negotiations that
focus on Internet regulation, information security and other digital society problems, and contributes to the
emergence and development of new international negotiations formats — multistakeholder negotiations and online
remote negotiations. The authors conclude that the main negotiation invariants remain the same. However, digital
technologies are transforming the available negotiating tools and tactics. Under these conditions, new knowledge
and competencies are in demand among diplomats, in particular, in the field of data management and information
security.

Key words: digital technologies, digital diplomacy, data diplomacy, diplomacy, digital revolution,
information security
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Cnenuduka MeXJyHapOAHbIX IEPETrOBOPOB B 3M10Xy HU(poBU3aL UM

M.M. Jle6eneBa =, E.C. 3unoBneBa = <

MI'MMTMO MU]] Poccun, Mocksa, Poccuiickast @enepariust
Delena.zinovjeva@gmail.com

AunHoTauus. [ludposas peBoOOLHS OKa3bIBAET CYIIECTBEHHOE BIMSHUE Ha BCe 00IACTH MUPOBOM MOJUTHKH,
B TOM YHCJIC U Ha MPAKTUKY MEXIYHAPOIHBIX IEPETOBOPOB U JAUILUIOMATHIO, BEIHYKAAsl aIalTHPOBATHCS K YCIOBU-
sIM HOBO#1 1ndposoii peansHocTH. LIIipokoe pacnpocTpaHeHHe MOMy4YaeT NpakTUKa HH(PPOBON AUINIOMATHH, KOTO-
past Io/Ipa3yMeBaeT UCIIOIb30BAHUE COLMATBHBIX CETeH /TS B3aUMOICUCTBHUS C ITUPOKON MEXIYHAPOIHON ayuTo-
pueii. [TosBisIFOTCST HOBBIE (POPMATHI TUITIOMATUH, OPHEHTHPOBAHHBIC HAa paboTy ¢ OONBIIMMHU JAHHBIMU U TEXHO-
JIOTUsIMHU MAIIMHHOTI'O 06yquI/I$[ U UCKYCCTBCHHOI'O MHTEJIJICKTA. HCCJ’IG}IOBaHHe TMOCBAIICHO HU3Y4YCHHIO BJIMSAHUSA
nr(poBOil PEBOMIOLMK HA MTPAKTHKY MEXIYHAPOIHBIX IEPEroBOpoB. MeToI0IOrMYEeCKH aHaIN3 OCHOBBIBACTCS HA
CTPYKTYPHO-(PYHKIIMOHATBHOM IOAXOJE, COTJIACHO KOTOPOMY MEXIYHApOHbIC MEePEroBOPHI BBHICTYIAIOT B Kade-
CTBC CTPYKTYPHOI'O 2JIEMEHTA JUIIOMAaTHU B XOAC p€aIn3allui BHCIIHCTIIOJIUTUYCCKOTO KypcCa CTpPaHbI. HpI/I 9TOM
ABTOPBI BBIICISIOT B KAYECTBE MHBAPUAHTOB IIEPETOBOPHOM JSSTEILHOCTH 3TAlbl, KOTOPBIE MOCJICOBATEIBHO IPO-
XOJAT JI00bIe MEXIYHAPOJHBIC IEePEroBOpbl, — IMOJATOTOBKA K IEPEroBopaM, WX BEJCHHEC M HMILICMEHTAIIUS
JOCTHTHYTBIX pe3ynbTaToB. [lokasaHo, uTo 1udpoBasi peBOIIONMS H3MEHSET XapaKTep MEXIyHapOIHBIX IIEPEroBo-
POB Ha BCex 3Tamnax, co3/laBas HOBblE BO3MOXKHOCTH B 00JIACTH TAKTUKH BEACHHS HEPETOBOPOB, a TAK)KE HOBBIC BbI-
30BBI, TIPEIK/IE BCETO CBSI3aHHBIE C BOMPOCAMH 0E30MaCHOCTH U KOH(UICHIHANbHOCTH nHpopMmaun. Kpome Toro,
pa3BUTHE TEXHONOTHH (DOPMHUPYET HOBBIE HpPEAMETHBIC Chepbl MEKIYHAPOIHBIX MEPErOBOPOB, MOCBSIICHHBIC
PETYJIMPOBAaHUIO UHTEPHETA, 00ECTICUCHHIO HH(DOPMAITHOHHOM 0€30MacHOCTH U IpyTrux MpobieM nudpoBoro oodie-
CTBa, & TAKXKE CHOCOOCTBYET MOSBICHUIO U PA3BUTHIO HOBBIX (DOPMATOB MEXIYHAPOAHBIX MIEPErOBOPOB — MHOIO-
YPOBHEBBIX IIEPETOBOPOB M TUCTAHIIMOHHBIX IIEPETOBOPOB B OHJIAHH-PEXKHME. ABTOPBI MPHUXOAAT K BBIBOIY, UTO
OCHOBHBIC HMHBAapHAHTHI MEPETOBOPOB OCTAIOTCA NPEKHHUMHU, OJAHAKO HHU(POBBIE TEXHOJOTUU TpaHCHOPMUPYIOT
JOCTYIMHbIC HHCTPYMEHTBI U TAKTHUKY BEJCHHs IEPEroBOPOB. B 3THUX YCIOBHSX BOCTpeOOBaHBI HOBBIC 3HAHUS U
KOMITCTCHI[MH y JUIUIOMATOB, B YaCTHOCTH, B O0JNAcTH pabOThl C JAHHBIMUA U OOecrieueHHs WHPOPMAIMOHHOMN
0e30MacHOCTH.

KuaroueBbie cioBa: uupoBbie TeXHOIOTHH, HU(PPOBas IUIUIOMATHS, TUIJIOMATHS JAHHBIX, AUTUIOMATHS,
uudpoBast peBottoLHs, HHPOPMAIHOHHAsE 6E30MaCHOCTD

3asiBjieHNe 0 KOH(JIMKTE HHTEPECOB. ABTOPHI 3asBIIAIOT 00 OTCYTCTBHH KOH()IMKTa HHTEPECOB.

Bkaan aBTopoB. Jlebeoesa M.M. — KOHIEIIMS HCCICIOBAHUS, TCOPHSI M TEXHOJIOTHS BEICHHS IEPETOBOPOB;
3unosvesa E.C. — OCHOBHBIC HANpaBICHUS NU(GPOBOH PEBOIIONHH, HCIIOIB30BAHUAEC IU(PPOBBIX TEXHOIOTHH
B MEXXIYHapPOIHBIX IIEPETOBOPAX.

Jnss murupoBanusi: Jlebeoesa M. M., 3unosveéa E. C. Crenudrka MeXIyHAPOIHBIX HEPETOBOPOB B DJIIOXY
nudposuszanun // Bectauk Poccuiickoro yHuBepcutera npy0b1 HapomoB. Cepusi: MexIyHapOIHBIE OTHOIICHHS.
2023.T. 23, Ne 1. C. 144—156. https://doi.org/10.22363/2313-0660-2023-23-1-144-156

Problem Statement development have begun to determine the
country’s position in the international arena and
the range of available opportunities in foreign
policy.

Negotiations, along with cooperation and
struggle, constitute the main form of political
expression in the modern world (Held, 1989).
They have always acted as a core of diplomacy.
Diplomats have been conducting diplomatic

The Fourth Industrial Revolution (Schwab,
2016) has affected all areas of human activity —
the economy, politics, security, social and
cultural spheres. Diplomacy has also changed
significantly due to using new technologies
based on digitalization (Tsvetkova, 2020). At the
same time, digital technologies and their level of
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negotiations for centuries, which is one of the
most  conservative of human activities.
Nevertheless, as A.G. Kovalev, diplomat,
Ambassador Extraordinary and Plenipotentiary,
asserts that the development of communication
means has had and is having a significant impact
on the way diplomatic affairs are conducted
(Kovalev, 1988, p. 237). Obviously, in the
modern era, digitalization processes have
influenced international negotiations, like other
spheres of human activity.

Research question: How has the global
digital  revolution  affected  international
negotiation activities?

The research is based on a structural-
functional approach. They consider international
negotiations as a structural element of diplomacy
in implementing foreign policy. The study is also
based on P.Y. Galperin’s theory of structural
non-variable parameters of activity (Galperin,
1976) and the presence of such non-variable
parameters in negotiations (Lebedeva, 1993),
which makes it possible to analyze the impact of
digitalization on these invariants. They use case
analysis and discourse analysis as methods of
research.

Different actors negotiate in different
formats (bilateral, multilateral, within
international organizations, with the participation
of non-state actors, etc.), so different theories of
international relations are used in case studies.
The analysis of bilateral negotiations examples
assumes a realist approach, in which the parties
to the negotiations seek to realize the national
interests of the states they represent. Studies of
negotiations conducted within international
organizations  focus on  using liberal
institutionalism, according to which international
organizations and other international institutions
facilitate cooperation in the absence of supreme
authority in international relations (Keohane &
Martin, 2003). Such theoretical eclecticism
in case studies is permissible (Sil &
Katzenstein, 2010).

The aim of the study is to identify new
formats, domains, and structural elements of

146

international negotiations in the digitalization
context.

Digitalization and Digital Diplomacy

The widespread digitalization is the most
important feature of the current stage of world
politics. According to statistics,' in 2021 the total
number of Internet users was about 60% of the
total population of the planet Earth, with social
network users accounting for 53% of the total
population of the planet. The widespread use of
cell phones has led to the fact that people spend a
lot of time on the Internet — in general,
according to statistics, about 7 hours a day in
various applications, of which almost half the
time accounts for social networks.?

The modern stage in the development of
information and communication technologies is
increasingly referred to in the scientific literature
as the “digital revolution,” in order to emphasize
its difference from the earlier information
revolution, which dates back to the 1990s and is
characterized by the widespread use of user
computers and the global Internet. Scientists
characterize the digital revolution by the growing
data amount transmitted via global information
networks, especially social networks such as
TikTok, VKontakte and others. Data and social
networks are having a transformative effect on
the world economy, world politics, and all areas
of individual, social, and national life. In 2018,
2.5 quintillion bytes of data (a thousand to the
sixth power) were created per day.’
Metaphorically, many scientists describe data as
the new oil of the 21st century.* Consequently,

' Digital 2021: Global Overview Report //
DataReportal. January 27, 2021. URL: https://datareportal.
com/reports/digital-202 1-global-overview-report (accessed:
09.03.2021).

2 Ibid.

3Data never sleeps 6.0 / DOMO. 2018. URL:
https://www.domo.com/solution/data-never-sleeps-6 (accessed:
09.03.2021).

4 Haupt M. “Data is the New Oil” — A Ludicrous
Proposition //  Medium. May 2, 2016. URL:
https://medium.com/project-2030/data-is-the-new-oil-a-
ludicrous-proposition-1d91bbadf294#.vjyvewnpO (accessed:
09.03.2021).
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today, the ability to control, process and manage
data flows is becoming an important determinant
of a country’s international capabilities and
foreign policy potential.

Diplomatic practice and the negotiation
process are reshaping under the influence of
rapidly evolving digital technologies. Diplomacy
is adapting to the new technological reality.
Digital technology and data are becoming a tool
in international negotiations. In the vast majority
of countries heads of state, foreign ministers and
ordinary diplomats regularly maintain social
media  accounts. Diplomats use video
conferences for negotiations, even at the highest
levels. Under the digitalization influence, the
public opinion role in negotiations is changing,
as the official language of diplomatic
communication. New issues are emerging in
terms of international law and legal customs
governing international negotiations. Artificial
intelligence, machine learning and big data
analytics are widely used, including in the work
of diplomats in emergency response, consular
work and preparation for international
negotiations. In addition, digitalization 1is
creating new subject areas in negotiations, such
as international Internet governance,
international information security or personal
data protection.

Scientists originally used the term “digital
diplomacy” to describe the changes in
international negotiations and diplomacy. In
addition, scientists understood the term as using
social media to interact with domestic and
international audiences and create a positive
country image in the international arena.
Moreover, scientists used the term “digital
diplomacy” to enhance soft power, as well as
cover international negotiations and build a loyal
public opinion. Other terms have gradually
emerged —  “cyber-diplomacy,” “internet
diplomacy,” and ‘“network diplomacy.” In the
broadest sense, the mentioned terms reflect the
digitalization of modern diplomacy and
negotiation practices. In recent years, the term
“data diplomacy” has become popular, reflecting
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the growing importance of big data in
negotiation practices and diplomatic work.

To sum up, there is no single term to
describe the changes taking place. Moreover,
there is no single theoretical approach to
understand the new digital diplomatic practice.
Journalists and scientists often use the term
“digital diplomacy” widely. It is also widely used
in journalistic works. As a rule, it refers to digital
public diplomacy — the use of social media by
representatives of states and non-state actors to
interact with foreign audiences and promote the
country’s foreign policy goals, primarily to
strengthen its soft power and form a positive
image.

Foreign scientists use frequently the term
“strategic communication” to emphasize the
growing importance of digital technologies in
political communication at the international
level. In addition, foreign scientists use the broad
term “cyber-diplomacy” to reflect not only the
digitalization of diplomacy and negotiation, but
also the new international politics subject areas

that have emerged because of digital
technologies. In particular, cyber-diplomacy
involves discussing issues such as the

development of norms of responsible behavior in
the global information space, as well as
attribution of cyber threats or the fight against
hacker attacks. For example, in April 2022, the
U.S. Department of State created the Bureau of
Cyberspace and Digital Policy to promote
responsible government behavior in cyberspace
and policies that protect the integrity and security
of the Internet infrastructure, serve U.S. interests,
promote competitiveness and support democratic
values.” Thus, the mission of the Bureau is to
promote U.S. values and interests in the global
digital space.

In the academic literature, there is also
increasing attention to the study of cyber-

5Bureau of Cyberspace and Digital Policy // U.S.
Department of State. URL: https://www.state.gov/burecaus-
offices/deputy-secretary-of-state/bureau-of-cyberspace-and-
digital-policy/#:~:text=The%20Bureau%200f%20Cyberspace
%20and,Internet%2C%20serve%20U.S.%20interests%2
C%20promote (accessed: 09.03.2021).
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diplomacy theory as a broad field that involves
solving foreign policy problems in cyberspace
and / or with the help of digital tools (Attatfa,
Renaud & De Paoli, 2020).

Approaches to this issue study have also
evolved. Initially, researchers focused on the
specifics of foreign ministries’ adaptation to
information technology and social media
(Manor, 2016; Bjola, 2015), as well as on the
specifics of diplomats’ and political leaders’
interaction with a broad international audience
through social media (Bjola, 2016; Tsvetkova,
2011). The next stage was the formation of
theoretical concepts that explain the diplomacy
digitalization, in particular the digital diplomacy
importance as a soft power tool (Adesina, 2017,
Hocking & Melissen, 2015). Concepts that
reflect the growing role of big and small data
analysis in diplomacy, processed by artificial
intelligence, are becoming popular today.
Moreover, methodologies for studying relevant
data processed by artificial intelligence are
becoming relevant to understand better current
trends in diplomacy as well as the impact on
public opinion (Tsvetkova & Kuznetsov, 2020).

This article uses a broad interpretation of the
digitalization impact on diplomacy and the
negotiation process, which assumes that digital
technology not only generates new subject areas
in  negotiations, but also influences the
negotiation process by creating new formats and
new tools in all negotiation process phases.

New Subject Areas of International
Negotiations and New Formats
of International Negotiation

New Subject Areas of International
Negotiations Shaped by Digitalization

Digitalization has given rise to new areas of
international negotiations, including international
Internet governance, international information
security, and, in recent years such issues as
protecting personal data of Internet users,
regulating major digital platforms, cross-border
taxation of digital trade and e-commerce, and
others.
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The international governance issue was one
of the first issues on the international agenda
related to the developing informational
technology. The development of the Internet has
raised the question of the need to elaborate
international rules for the use and development
of this technology — primarily to coordinate the
namespace and addresses of the Internet, the
technical systems that ensure the network
coherent operation on a global scale. The issue
complexity lies in the fact that in addition to
differences in the states’ interests, business
structures and Internet communities also have
their own interests. In fact, negotiations on
Internet governance were one of the first
examples of multilevel diplomacy involving
representatives of states and non-state actors.
Since 2003, there have been several conferences
on Internet governance issues — most notably
the World Summit on the Information Society in
2003° m 2005.” These events resulted in the
permanent UN Internet Governance Forum.
Since 2006, the Forum has been held annually by
governmental and nongovernmental actors.®

The Internet governance internationalization
as a major contradiction at the intergovernmental
level implies transferring namespace and
addresses of the Internet from a private entity to
an  intergovernmental  organization, the
International Telecommunication Union. Public
Technical Identifiers currently carries out the
function. The U.S and its NATO partners
advocate status quo, while Russia, China and a
number of Middle Eastern and Latin American
countries favor the Internet governance
internationalization. The interests of business and
Internet communities are to preserve the

®World Summit on the Information Society, First
Phase, Geneva: 10—12 December 2003 // International
Telecommunication Union. 2003. URL: https://www.itu.int/
net/wsis/geneva/index.html (accessed: 09.03.2021).

"World Summit on the Information Society, Second
Phase, Tunis: 16—18 November 2005 // International
Telecommunication Union. 2005. URL: https://www.itu.int/
net/wsis/tunis/index.html (accessed: 09.03.2021).

8 About the Internet Governance Forum // Internet
Governance Forum. URL: https:/intgovforum.org/en/
filedepot download/261/22254 (accessed: 09.03.2021).
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commercial potential of the Internet and
consolidate certain rules of Internet communities
that emerged in the early stages of network
development (network neutrality, openness of
Internet protocols, etc.). It should be said that at
present the Internet governance agenda has
somewhat evolved — not only the issues of
control over the technical infrastructure of the
Internet, but also a wide range of political,
economic, socio-humanitarian and human rights
issues related to developing global network are
discussed. The Internet communities influence
has significantly decreased, while the business
influence, especially from large digital platforms
such as Google, TikTok and others, has
increased.

Information security has become another
new area of international negotiations. In this
area, multilevel interaction formats have become
widespread in recent years at Russia’s initiative.
The wuse of digital technologies, namely
videoconferencing, provides an effective
multilevel format of international negotiations,
since many representatives of business, civil
society and the academic community cannot
afford to travel to New York for financial
reasons.

There is a new area of interaction between
diplomats and  representatives of  big
IT-businesses in international negotiations,
where diplomats develop rules for IT-companies
or obtain expertise. For example, Denmark and
other countries are sending diplomats to Silicon
Valley in the US to establish contacts with
IT-business representatives and communicate
with them.’ In its turn, the Russian Ministry of
Foreign Affairs actively cooperates with major
Russian IT-businesses, both in the field of
international information security and in the
global information society development.'

° Erzse A., Garson M. A Leaders’ Guide to Building a
Tech-Forward Foreign Policy / Tony Blair Institute for
Global Change. March 25, 2022. URL:
https://institute.global/policy/leaders-guide-building-tech-
forward-foreign-policy (accessed: 11.05.2022).

10 Melnikova O. Is the business community able to
contribute to the intensification of the negotiation process
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New Negotiation Formats —
International Negotiations in Distance
and Hybrid Formats

The COVID-19 pandemic and forced self-
isolation became a kind of catalyst for
developing various kinds of video meetings —
conferences and negotiations. Despite the fact
that people had developed technology earlier,
they organized meetings in traditional ways. In
part, psychologists attribute this to the desire to
use tried-and-true everyday practices, and in part
to the negative aspects that video meeting
formats contain. The latter can include
psychological and technical issues.

Psychologists long before the COVID-19
pandemic were engaged in analyzing video
communication issues and focused on video
training. Nevertheless, psychologists can apply
some of the findings from these studies to the
negotiation process. For example, psychologists
have shown that in order for interactions between
participants in video meetings to be effective,
negotiators need to understand the significance
of the efforts being made, feel comfortable and
trust each other (Hughes et al., 2002).

During the COVID-19 pandemic, video
meetings intensified dramatically. Studies on the
problems of conducting them have also
appeared. In particular, research on asymmetric
attention  allocation has been published
(Kuzminykh & Rintel, 2020). The problem with
attention at online conferences involves a
number of aspects. First, attention is focused on
the speaker. Opportunities to see and “read”
information from the rest of the negotiators are
limited. Second, negotiators are often even
unwittingly distracted by what is not “at the
negotiation table.” Legal and protocol problems
arise in  connection with international
negotiations in the online format. For example,
the rules of procedure of the UN Security
Council do not specify the possibility of working

on international information security issues? //
International ~ Affairs. 2021. (In Russian). URL:
https://interaffairs.ru/jauthor/material/2481 (accessed:
09.03.2021).
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remotely, so all online meetings during the
pandemic were informal.'" In addition, there is
the issue of confidentiality of information and
voting. Obviously, these issues need to be
resolved, and not only within the UN system. As
a rule, the way out within international
organizations is to use a hybrid format of
negotiations — the voting members of
delegations participate in the negotiations in a
face-to-face format, while everyone else is
connected remotely.

At the same time, there are positive aspects
of conducting international negotiations online.
Positive aspects are the following:

1) reduction of financial and time costs
associated with travel to negotiations;

2) opportunities for intensive interaction
with the “center” of each party;

3) the possibility of almost constant contact
between the parties in negotiations;

4) there is no a choice problem of a place for
negotiations / which is important in the case of
international negotiations in conflict conditions;

5) in conflict conditions online negotiations
do not involve a protocol handshake, which
participants in the conflict can painfully
perceive.

The choice a location for negotiations is a
political issue. In general, the following options
are possible: on the territory of one of the
participants; on neutral territory; in different
territories in case of lengthy international
negotiations. All of these options have taken
place in the history of international negotiations.
Parties often found it difficult to agree on a
location for negotiations. The memoirs of Envoy
Extraordinary and Plenipotentiary V.V. Karyagin
give an example of how, in late 1953, the USSR,
the USA, France and Great Britain agreed to
hold a meeting of foreign ministers in early
1954. However, the question arose about location
for the meeting. Western countries offered the

! During the pandemic, the UN Security Council will
vote on resolutions on the new system // TASS. March 31,
2019. (In Russian). URL: https://tass.ru/politika/8120521
(accessed: 09.03.2021).
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building of the former Control Council, which
was located in the American sector of Berlin.
The Soviet side proposed the residence of the
Supreme Commissioner of the USSR. After a
long discussion, the Western countries proposed
that three meetings should be held in the building
of the Control Council, as proposed by the
United States, France and Great Britain, and one,
at the suggestion of the USSR, in the building of
the USSR High Commissioner, since four parties
were involved in the negotiations. The USSR
objected, arguing that the West was united,
therefore, as a compromise; two meetings should
be held on one territory, and two in another. As a
result, the parties came to a decision, according
to which two meetings should be held in the
building of the former Control Council and one
in the residence of the USSR High
Commissioner (Karyagin, 1994).

There are many similar examples of
discussions about the location of international
negotiations. Obviously, in the case of online
negotiations, the problem is removed.

The negotiation format can also be hybrid,
namely, some meetings are offline, while others
are online. The negotiations between Russia and
Ukraine in February-March 2022 can be an
example of such using the format. The first three
rounds were held offline on the Belarusian-
Ukrainian border and on the territory of the
Republic of Belarus, and then the negotiations
continued in the video format."

Forums and Conferences
with the Participation of NGOs
and Business Structures —
Multilevel Negotiations

Multilevel negotiation (or
“multistakeholderism,” negotiations involving
different stakeholders, states and non-state

actors) is a format that began to develop
intensively since the late 20th century,

12 Kremlin confirms talks between Russia and Ukraine
in video format // Interfax. March 12, 2022. (In Russian).
URL: https://www.interfax.ru/world/827832  (accessed:
11.04.2022).
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simultaneously with the development of
digitalization processes. Two subject areas stand
out here that were among the first to be discussed
in a multilevel format — environmental
protection and Internet regulation. In both the
negotiation process is very complex due to the
multiplicity of actors and the many different
aspects.

There have been examples of complex
multilateral and multidimensional negotiations
before. For example, A.G. Kovalev notes that
during the second stage of the CSCE diplomats
negotiated in three commissions. The first
commission had two sub-commissions, the
second commission — five sub-commissions,
and the third — four sub-commissions. In
addition, working groups were established. The
total number of commissions, sub-commissions
and working groups was 20. Overall, during the
second phase of the CSCE there were about
2,500 meetings where working groups
considered 4,700 drafts, not counting drafting
options. There were also informal meetings.
About 500 diplomats from different countries
took part in the work of the second phase of
CSCE (Kovalev, 1988).

This example of international negotiations
dates back to the second half of the 20th century.
Modern negotiations turn out to be much more
complicated. While the participants in the second
phase of the CSCE were diplomats, today civil
society and business representatives become
participators of international negotiations. The
December 2021 UN Climate Change Conference
in Glasgow (COP26), for example, brought
together representatives from almost 200 states,

40,000  registered  participants, including
22,274 delegates from the parties,
14,124  observers, and 9,529 non-state

participants.'
The large number of participants involving
non-state actors makes the international

13 FCCC/CP/2021/INF.3 (Part II) // United Nations.
November 23, 2021. URL: https://unfccc.int/sites/
default/files/resource/cp2021_inf03p02_adv.pdf (accessed:
11.04.2022).
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negotiation process more democratic and
inclusive (Lebedeva, 2016). For example,
through participating in negotiations NGO

representatives are able to influence the process
of introducing new norms into international
practice, increases the legitimacy of negotiations,
and provides them with expertise on certain
issues (Lebedeva, 2016). At the same time,
however, such forums and conferences also pose
challenges, as all of these actors have different
interests, and  international = negotiations
themselves are multidimensional in the sense of
the problem under discussion, which has a
number of quantitative parameters.

Digitalization ~ facilitates  international
negotiations with a large number of participants.
With its help it is possible to visualize
information on an issue, to process statistical
data, to trace the dynamics of changes, in
general, to work with large databases. Big
databases are already being implemented in
foreign policy and diplomatic practice of a
number of countries, including the United States,
Russia, China, Iran, Venezuela, and Brazil.
Artificial intelligence in foreign policy and
diplomacy is developing (Tsvetkova &
Kuznetsov, 2020). The UN recognizes the
importance of collecting data and working with
big data, in particular for sustainable
development.

However, there are also many challenges to
working with big data. First, there are a number
of questions for negotiators about working with
big data. At the UN, along with the benefits,
there are risks associated with their use,
especially those related to confidentiality,
sovereignty, privacy protection, inequalities
between those who have the data and those who
do not, etc.'*

Second, access to large databases of
international negotiators, most of whom are not
professional diplomats, complicates the problem
of data privacy and security. Data leaks during

4 Big Data for Sustainable Development // United
Nations. URL: https://www.un.org/en/global-issues/big-
data-for-sustainable-development (accessed: 11.04.2022).
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negotiations may not only compromise the
participants, but also discredit the results of the
negotiations and disrupt the negotiation
process."

In addition to the challenges directly related
to digitalization, multilevel negotiations face
challenges related to the differences in the
competencies of their participants. Diplomats
usually have a background in international
relations and world politics, at least the relevant
courses. Such education often includes courses
on digitalization in diplomacy and courses on
negotiation  technology. ~ Many  non-state
representatives actors lack such training, which
complicates the negotiation process and can
impede mutual understanding.

The Structure
of the Negotiation Process
in the Digital Age

Digitalization has influenced international
negotiations and their structural non-variable

parameters. The negotiation process
distinguishes  between negotiation  stages
(preparation  for negotiations, negotiation
process, analysis of the outcome and

implementing agreements reached) and tactical
techniques (Lebedeva, 1993).

Preparing
for International Negotiations

At the preparation stage, the digitalization
possibilities allow to move the preparing
negotiations to a higher quality level, using big
data and artificial intelligence. An example here
is the negotiations on the UK’s exit from the EU.
When preparing for negotiations, the parties
intensively used hashtag and sentiment analysis
on social media in order to understand the area
where agreement is possible, taking into account
public opinion in the EU and the UK (Manor,
2019). In particular, during the preparation of the

5 Big Data for Sustainable Development // United
Nations. URL: https://www.un.org/en/global-issues/big-
data-for-sustainable-development (accessed: 11.04.2022).
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UK negotiating position, the sentiment of
Twitter'® users was actively monitored, using
hashtag analysis technology, which allowed
complementing the public opinion results
regarding the final agreement formats. Thus, the
analysis of social media sentiment allowed for a
more informed decision regarding the perception
of the modalities of the UK — EU agreement
(Manor, 2019).

During the Iran nuclear deal, countries were
no longer only using social media for analysis,
but also for influencing public opinion. Thanks
to digital diplomacy, positive attitudes on social
media in both Iran and Western states
contributed to the successful signing of
agreements (Manor, 2019).

Preparing  for  negotiations  requires
interaction, both with the opposing side to
resolve protocol and procedural issues, and with
various ministries and agencies within the
country. While widespread foreign platforms are
used to communicate with the opposing side,
domestic platforms are needed for “internal
negotiations” (interagency approvals) to avoid
information leakage, in particular in Russia the
TrueConf platform was developed.'” In addition,
there is the question of creating a unified
database of different agencies to form a
negotiating position. On the one hand, such a
database will make it possible to see a complete
picture; on the other hand, the danger of
information leaks increases.

In preparation for negotiations, various
kinds of meetings, situation analyses, and
modelling of negotiations are held. There are
great opportunities for digitalization here. The
use of digital technologies in the preparation of
content depending on the nature of the problem

16 On the basis on the requirement of the Prosecutor
General’s Office of the Russian Federation dated February
24, 2022, access to the Twitter resource in the Russian
Federation is limited.

17" Martirosyan A. TrueConf introduced the first
domestic platform for unified communications //
TrueConf. March 28, 2013. (In Russian). URL:
https://trueconf.ru/blog/press-release/trueconf-predstavil-
pervuyu-otechestvennuyu-platformu-dlya-obedinennyih-
kommunikatsiy.html (accessed: 11.04.2022).
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can be extremely diverse, including the creation
of large databases, simulations, etc. Satellite data
analysis can be used as part of the reasoning in
negotiations.

Moreover, digitalization saves considerable
financial as well as human resources by reducing
travel for negotiations. Of course, the human
resources themselves are not eliminated
altogether in this case.

Finally, digitalization has had a strong
impact on the process of preparing for
international negotiations at the expense of
public opinion. Previously, preparations for
international negotiations implied a rather
chamber-like atmosphere. The exceptions were
comments by analysts and journalists and
possible leaks to the media. The digital age has
opened up additional means of influencing those
engaged in preparations for international
negotiations through social networks, including
by creating fakes on them, as well as by
engaging bots. As a result, negotiators find
themselves under external pressure when
preparing for negotiations. Negotiators can be
influenced through non-diplomatic channels,
including social networks, by transnational
corporations and other non-state actors in order
to realize their own interests (Djamalov, 2021).
The opposite side can also exert similar influence
in its own interests. In addition, participants in
preparations for negotiations can be disoriented
by the huge volume of information and
comments, which in many cases prove difficult
to assess correctly.

The International
Negotiation Process

At the stage of international negotiations,
the influence of the external environment on the
negotiators becomes especially significant. In
fact, with most international negotiations being
open to the international public through social
media and other electronic media, the public
becomes another party to the negotiation process.
Obviously, negotiators cannot ignore the public
in developing negotiating positions, strategies
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and tactics. During negotiations, pressure from
social groups can lead to the phenomenon of
“window-drawing” (Zartman & Berman, 1982).
According to this phenomenon, instead of
discussing with the opposite side, international
negotiators engage in a discussion with third
parties, with social groups. The transparency of
the negotiation process and the accessibility of
information about the course of negotiations is
high, which is due to the special culture of digital
society, which implies maximum openness and
accessibility of information.

Modern practices of data diplomacy also
provide opportunities to influence public
opinion. Artificial intelligence and the machine
way of distributing materials (bots) create large-
scale flows of information, direct them precisely
to target audiences and, most importantly,
respond to user comments in social networks,
producing accurate, striking and convincing
responses (Tsvetkova & Fedorova, 2021).

Traditionally, the parties hold international
talks in face-to-face meetings. Pandemic has
opened up online and hybrid formats of
interaction (by hybrid formats we mean
negotiations that combine virtual and real
interaction). Conducting online negotiations,
discussing protocol and procedural issues in
preparation for negotiations, saves money and
time. Moreover, it makes it possible to direct
them towards solving other issues."® However,
substantive negotiations require more direct
communication. Informal situations (in coffee
breaks, as well as meetings outside formal
negotiations) provide opportunities to discuss the
most complex and sensitive issues (Kaufmann,
1996). Participants in international negotiations
during informal conversations often use the “trial
balloon” technique, in which they formulate an
idea as a “what if....” (Lebedeva, 1993). Such a

18 Tabarinceva-Romanova K. “Cloud diplomacy” —
panacea during pandemics? // Russian International Affairs
Council. March 26, 2021. (In Russian). URL:
https://russiancouncil.ru/analytics-and-comments/columns/
digitaldiplomacy/oblachnaya-diplomatiya-panatseya-v-
epokhu-pandemii/?sphrase_id=83213171 (accessed:
09.03.2022).
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“trial balloon,” which is not a formal proposal,
can easily be removed if the partner reacts
negatively to it. In a formal negotiation session,
it is much more difficult to do so.

Specialists in business psychology have
suggested a two-level model of interaction in
negotiations, which involves negotiating not only
with the partner, but also with their “center.” In
this case, the “center” turns out to be
heterogeneous and negotiators must take into
account the interests of different groups in the
“center” (Putnam, 1988). Digitalization greatly
expands the possibilities of communication
with such a heterogeneous ‘“center,” makes it
possible to exchange information quickly, to
obtain new inputs. At the same time, the issue of
the security of information channels is again
acute here.

When agreements are reached as a result of
international negotiations, the task of working on
the final document arises. Digitalization in this
case is an effective mechanism for the joint
editing of texts. However, the final documents
are not only subject to co-editing. The role of
textual information is increasing in today’s
world. Negotiations are no exception here, and
digitalization greatly facilitates the work on any
joint texts of the negotiating parties. Joint
statements are an example of facilitated work
through digitalization.

Analysis of the Results
and Implementing
the Agreements Reached

In the final phase, digitalization allows to
analyze the negotiations results. The negotiation
simulation is one of the options here. It is
noteworthy that long before the era of
digitalization, the scientist made the first steps of
analyzing international negotiations with the help
of computer modeling at MGIMO (Lukov &
Sergeev, 1981). Moreover, depending on the
substantive features of negotiations, as well as at
the stage of preparation for negotiations, a
variety of digital tools can be used. In particular,

154

at the stage of implementing the agreements
reached, working with public opinion and its
preparation for the decisions and compromises
reached is a particularly significant factor.

At the present stage, digital technologies
supplement opportunities in this direction. In
particular, the UN Sustainable Development
Goals program emphasizes the use of data
analysis to assess the achievement of the goals.

Conclusion

Digitalization has had a significant impact
on international negotiations, largely reshaping
this activity and creating new areas for
negotiation. This fact confirms the pervasive
digitalization effect on world politics.

With digitalization, international
negotiations have become more complex in a
number of dimensions, and negotiators face new
challenges. Obviously, we can overcome these
challenges, but the issue of learning the new
realities of negotiation is acute. Diplomats have
to master new unfamiliar areas, including the
technical aspects related to them. While
previously not all universities offered courses on
negotiation in international relations and world
politics, now, with the ongoing digitalization,
such courses are simply necessary. Moreover, we
should expect an even greater digitalization
impact due to developing artificial intelligence,
big data, biotechnology and cognitive
technologies that are just beginning to penetrate
international negotiations.

In practical terms, there is also the question
of interacting official structures with business
representatives and civil society structures.
Digital technologies pose a greater risk of data
leakage from unofficial negotiators due to a
different degree of responsibility; attempt to fully
realize their interests due to inexperience in
negotiating, etc.

Obviously, the digitalization process of the
international negotiations will continue. It is
difficult to say exactly how digitalization in
international negotiations will proceed in
general. However, we cannot outline some
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directions. For example, back in the early 1990s, linked with each other in order to increase their
V.A. Kremenyuk came up with the idea of efficiency. This idea was not implemented. In
international negotiations system (Kremenyuk, principle, it could not be implemented because of
1991). He suggested that the subject areas of its complexity without the wuse of digital
various international negotiations should be technology. Today it is becoming possible.
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