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In the present article the author studies and reviews the essential scientific opinions and
discourse on the understanding of the term and phenomena of Cybernetics. The article is the
author's vision of the concept of cybernetic epistemology based on its progressive
methodological features. The main idea of the understanding of the information warfare
category as a complex social system (society) in the context of cybernetic epistemology is also
developed in the present research. The concept of complexity theory has not yet been applied
in the study of ontological characteristics of the "information warfare" phenomenon so far. This
kind of analyzing method allows us to highlight the true essential characteristics of "information
warfare". There are recursiveness and spontaneous nature among them. This kind of
epistemology methods and their possible and proper application in Cybernetics were analyzed
and reviewed in the present paper. Such an analyzing confirmed the relevance of this research
for the formalization of the world’s complex phenomena. It also determined the possibility of
constructive generalization of knowledge and research data. However, this knowledge should
be gained in the process of complex formalization of the studied phenomena characteristics
(ontology) and the maximum permissible changes and transformation in their conditions and
forms.
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The public relations arise in the information space in connection with the
information itself. The development process of such relations requires a
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comprehensive assessment, which would go beyond a highly specialized
methodology of a particular field of knowledge. A comprehensive study of the
civilizational, “cultural, socioeconomic, and political” [1] aspects of phenomena
appearing in society should be carried out in the set of methods and algorithms
relevant to different fields of knowledge.

One of the phenomena of information civilization became information warfare.
Its methodology is at the intersection of sociological and humanistic disciplines and
natural sciences. The definition of information warfare became the subject of
researches for physics, philosophers, political scientists since the second half of the
XX century. It seems reasonable to consider information warfare as a complex
social system. This system exists in the information and “cognitive development
theory” [2], which explains the formation of behavioral patterns of the society and
behavioral urges of the individual.

The object of this study is a complex interdisciplinary phenomenon. And as a
consequence, it has a complex method of implementation in public relations in the
post-global world. By analogy with the Big Bang theory, information warfare is the
directed influence of information quanta. They form and “influence public opinion”
[3] and each person value system. Because of the interdisciplinary nature of the
phenomenon, the method of scientific knowledge applicable in the study
information warfare should consist of the different fields of knowledge
methodology. And in conjunction, they constitute the object of research.

Cybernetic epistemology is one of the dominant methods that can most
comprehensively describe the ontological characteristics and the nature of
"information war". In our opinion, cybernetic epistemology in this context is an
overlooked area in the scientific literature. To eliminate this defect, this article is
devoted to cybernetic epistemology as a method of scientific knowledge and, in
particular, to ontological characteristics of information warfare. In this regard, it
seems necessary to define Cybernetics first of all.

The term “Cybernetics”, “the study of principles governing goal-directed, self-
regulating systems” [4], has been used since the time of Ancient Greece, referring
to the art of controlling the ship, in Plato's “Laws”, and later to the art of
management as a political phenomenon in Andre-Marie Ampere's “Experience of
the philosophy of Sciences”. However, the development of Cybernetics as science
begins in the XX century in 1948 with the work "Cybernetics, or control and
communication in the animal and the machine" [5] by Norbert Wiener. In his
research, N. Wiener draws parallels in the processes of transmission, storage, and
processing of information in mechanisms and living organisms. He defines
Cybernetics itself as “control and communication in the animal and the machine.”
D. Lidov mentioned that “we should recognize cybernetics as adequate to describe
the role of information in primitive forms” of living organisms [6].

Two years later, in 1950, “Cybernetics and society”, another work by
N. Wiener, was released. It examines the general laws of social institutions and
automatic systems functioning. The cybernetics theory “was especially influential
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from the 1950s to the early 1970s” [7]. Thus, in the second half of the XX century,
the interdisciplinary nature of Cybernetics has been determined. Besides, the
necessity of convergence of the results of social and natural Sciences dealing with
the management and processing of information has been first elaborated.

In 1955, three years before the official translation of N. Wiener's works into
Russian, the Soviet mathematician S.L. Sobolev in collaboration with
A.A. Lyapunov and A.I. Kitov, published “the Main features of Cybernetics” [8] in
the journal “Questions of philosophy”. Accordingly, soviet scientists opened up
new areas for research in the Soviet scientific community. Later A.N. Kolmogorov,
doctor of physical and mathematical Sciences, defined Cybernetics as “a scientific
direction that studies machines, living organisms and their associations solely from
the point of view of their ability to perceive certain information, store this
information in memory, transmit it through communication channels and process it
into signals directing their activities in the appropriate direction” [9]. Such an
understanding of Cybernetics differs from N. Wiener’s s view only in the issue of
allocating Cybernetics as an independent science.

To our mind, the most inclusive definition A.G. Butkovsky gave: “Cybernetics
is a synthetic science of management, information, and systems” [10].
Nevertheless, it seems reasonable to define Cybernetics as a science that has a
complex synthetic character, due to the constructive generalization in such form as
laws of the phenomena of life sciences, artificial science, and social sciences, as
well as the normative definition of their existing models. Cybernetics theory
“provide insight into systems that are too complex to predict their future” [11] and
, “as a way of thinking, changes how we act” [12].

Turning to the cybernetic epistemology as a method of scientific knowledge
issue, it is necessary to define the term “epistemology”. Thus, epistemology is a
branch of philosophy that studies the problems of cognition and the connection
between knowledge and reality, it is a new approach to understanding of the nature
of humanitarian and social knowledge [13]. It characterizes not all the features of
the cognitive process, but only those that show "positive attributes to form a true
representation of reality” [14]. M.V. Fedorov defines epistemology as “the science
of epistemes, which is a common space of knowledge and a method of fixing the
“order of being”, and also relations between “words” and “things” hidden from
immediate observation. On its basis the codes of perception, practice, and
knowledge are built, separate ideas and concepts are generated” [15]. The focus of
epistemological research is due to the role of the subject of knowledge as an
observer, who fixes in his mind certain autonomous facts which are beyond his
influence.

The convergence of epistemology and Cybernetics creates a fundament for the
study of phenomena and objects of the world based on their metric and topological
essence. In this case, the metric characterizes the distance between the elements of
the system. This distance can be indicated numerically in the physical and
mathematical sciences or can be expressed in certain comparability of the properties
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of phenomena, for example, the ability or inability of the material to conduct heat.
Topology determines the constant of the studied object in its development. It is
necessary for fixing the unchanging characteristics of the subject of research. “In
other words, the topology in complex social systems follows the changes in the
productive forces, production relations, and superstructure. And it should fix their
state, when it is possible to say, that, for example, the capitalist socio-economic
formation without “breaks” and “gluing” is although highly deformed, but still
old” [15].

At the same time, metric and topology, in our opinion, should be used in
cybernetic epistemology to simplify the processing of an array of information and
search for analogies in the studied processes of different fields of knowledge. The
formalization of a complex phenomenon opens up opportunities for the scientific
community to analyze and further to apply the identified patterns of existence and
functioning of complex systems. It seems reasonable to determine the content of
cybernetic epistemology as a method of scientific knowledge through a constructive
generalization of knowledge obtained as a result of complex formalization of the
characteristics of the studied phenomena and the maximum permissible changes in
their states.

Information warfare is an example of a complex social system. In our opinion,
it can be seen in the context of cybernetic epistemology. It is worth noting that “the
complexity [of the system] is not in the quantitative diversity of the elements of the
system, but in the qualitative self-creative (autopoietic) and recursive behavior of
the complex system” [15]. For example, a spiral historical sense of war and the
existence of the sixth and seventh generation wars [16] defines the cyclical
processes of the opponent’ s influence on each other. That is why it is right to talk
about “information war” recursiveness. Another ontological characteristic of
information warfare is its autopoietic behavior. It is proved that "for 5,5 thousand
years existence of human civilization, there were over 15 thousand armed conflicts
in which approximately 3,5 billion people died" [17]. The globalization process and
the emergence of post-modern States together with sovereign countries has created
an array of possible subjects of geopolitical information warfare. The accelerated
development of programs for methods of conducting contactless wars based on
existing “historical and cultural backgrounds” [18] and experience makes the
information war a phenomenon of spontaneous nature for an indefinite period.
Together with the potential for self-reproduction of its subjects it characterizes the
information war as a complex social system. Therefore, is possible to define
information war as a subject of cybernetic epistemology research, metrically
defined as a type of directed contactless war. It happens under the influence of
charged information quanta, topologically used to achieve a radical result, which
forms imperatives and regulators of social relations.

Taking into account all the above said we conclude:

Firstly, Cybernetics is a science that has a complex synthetic character, due to
the constructive generalization in the form of laws and regularities of the
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phenomena of life science, artificial science, and social sciences, as well as the
normative definition of models of their existence.

Secondly, we define the content of cybernetic epistemology through a
constructive generalization of knowledge obtained as a result of a complex
formalization of the characteristics of the studied phenomena and the maximum
permissible changes in their states.

Thirdly, information war as a subject of cybernetic epistemology research is
metrically defined as a type of directed contactless war. It is influenced by the
charged information quanta topologically applied to achieve a radical result, which
forms imperatives and regulators of social relations.
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MHdopmaumoHHasa BoHa
B KOHTEKCTE KnbepHeTn4eckom anncTemMosiormm

JI.B. bunnac

MocKkoBCKuUl rOCYAapCTBEHHBIM HHCTUTYT MEXIyHAPOJHBIX OTHOIIECHUI
Ilpocnexm Bepuadckoeo, 76, Mockea, Poccuiickas ®edepayus, 119454

B crathe aBTOp MpUBOAUT 0030p KIFOUEBHIX HAYYHBIX MHEHHHA O MOHMMAaHWUU TEPMHHA
«xubepHeTHKay. B TekcTe cTaThy MpecTaBiIeH aBTOPCKUH B3TJIST TOHATHS KHOSPHETHIECKON
SMUCTEMOJIOTUH HUCXOsl U3 €€ METOI0JIOTHUecKUX ocobeHHocTel. [lonydaer pa3BuTue aBTop-
CKUU B3MJISAJ Ha MOHATHE WHPOPMALIMOHHON BOWHBI KaK CJIOXKHON COLMAIEHOM CUCTEMBI B €T0
HCCIIeIOBAaHUH B KOHTEKCTE KHOCPHETHIECCKOH SnrcTeMosIoriy. KoHIenus TeOprun CI0KHO-
CTH /10 HaCTOSIILIEr0 MOMEHTa He MPUMEHSIIACh B UCCIEA0BAaHUM OHTOJIOIHYECKUX XapaKTepu-
CTUK (peHOMeHa «MH(pOpPMALMOHHAs BoMHay. IIpennoxkeHHOe aBTOPOM pacCMOTpEHUE UHGOP-
MAaIMOHHOW BOHHBI B KOHTEKCTE TCOPHHU CIIOKHOCTH MTO3BOJIIET BBLACIATH TAKHUE CYITHOCTHBIC
€ro XapaKTepUCTUKH, KaK PEKYpPCUBHOCTb Ha HEOIIPEIEJIEHHOM y4acTKe BPEMEHHU U CaMOIIpo-
W3BOJIbHBIM xapakrep. [IpoBeaeHHBIN aHAIM3 METOJOB SMUCTEMOJIOTHH, UX BO3MOXKHOTO H
JOJDKHOTO IMIPUMEHEHHSI B KHOEPHETHKE TOATBEP I aKTYaIbHOCTD UCCIEOBAHMS IS (hopMma-
JIM3ALUH CJIOKHBIX SIBJIEHUH OKPY’KaIOLIEro MUpPa, ONPEAeII BO3MOKHOCTh KOHCTPYKTHUBHOTO
000011eHNs 3HaHUS, TOTYYEHHOTO B pe3yJIbTaTe KOMIUIEKCHOH (hopMalin3aliui XapakTepUCTUK
HCCIIEIyeMBIX SIBIICHUI U TIPEAEeNbHO JOMYCTUMBIX U3MEHEHUH X COCTOSTHHM.
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