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Abstract. The article analyzes the theoretical approaches that have developed in relation to
the issues of control and freedom of the Internet space, including copyright regulation and its
gradual transformation as the digital environment develops and changes. Special attention is given
to the values underpinning the principles of regulation are determined. If initially the dominant
notion was that the Internet would ensure humanity a new free world, then later the discourse
shifted to much less optimistic views and topics the issue of network regulation, technical and
legal restrictions, censorship and data protection. Most recent academic literature is devoted to the
practical side of the issue, and the issue of values has faded into the background. As a result, the
discussion has lost significant context: issues of freedom and human rights in the Internet
environment, discussion of what is really important for society — security or the absence of
restrictions, the problem of users’ trust in the state and platforms.
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AHHOTanusi. B cTaThe aHATU3UPYIOTCS TEOPETUUECKHE MOAXOJIbI, CIOKHUBIIUECS B OTHO-
HICHUU BOIPOCOB KOHTPOJIA U CBOGOZ[])I HUHTEPHET-IPOCTPAHCTBA, B TOM YUCJIC PETYJIMPOBAHUA B
cepe aBTOPCKOro MpaBa, WX MOCTEIEHHAs TPaHCPOPMAIUS MO MEpe Pa3BUTHS U HW3MCHCHHS
ycIoBuii pazsutus udposoii cpenpl. Ocoboe MecTo B paCCMOTPEHHH MPOOJIEMbl 3aHUMAIOT 1[CH-
HOCTH, B COOTBETCTBUU C KOTOPBIMH OTIPEACISIOTCS IPUHIIMITEI PeryIipoBanHus. Eciu n3navanpHO
JOMHHHUPYIOIIHE MO3UIMN 3aHUMAIIK TPEJICTABICHHS O TOM, YTO Oyarojapsi MHTEpHETY 4yelioBeve-
CTBO IOJYYHUT HOBBIH CBOOOIHBEIA MHp, TO B MANLHEHIIIEM ITUCKYPC CMECTHIICS K TOpa3o MEHee
ONTUMHUCTHUYHBIM B3IJISIIAM U TEMaM — BOIPOC PEryJHPOBaHHs CETH, TEXHHYECKUM M MPABOBBIM
OTPAaHUYCHUSM, [IEH3ype U 3alIUTE TaHHBIX. [IpM 3TOM OCHOBHOE BHUMAHHUE B CBEKUX HAyYHBIX
HCTOYHHKAX Y/AENISETCS MMEHHO MPaKTHYECKOW CTOPOHE BOIPOCA, & IEHHOCTHAS! — YXOAUT Ha BTO-
poii mwiaH. B pe3ynpraTe 3a paMKaMU JHUCKYCCHU OKa3bIBACTCS 3HAYMMBIH KOHTEKCT: BOIPOCHI
CBOOO/IBI U TPaB YeNIOBEKa B MHTEPHET-Cpe/ie, OOCYKACHHE TOTO, YTO SIBISIETCS ACHCTBUTEIBHO
BXXHBIM JJIs1 00IIeCTBA — O€30MAaCHOCTh MM OTCYTCTBUE OTpaHHUYCHHI, IPOOIeMa TOBEPHS IOJIb-
30Barelei K rocyAapcTBy U miaTgopmam.

KaioueBble ci10Ba: HHTEPHET-PEryIMPOBaHIE, aBTOPCKHE MPaBa, KO

3asBjieHHe 0 KOH()JIMKTe HHTePecoB. ABTOPHI 3asBISIIOT 00 OTCYTCTBHM KOH(IJIMKTA MH-
TEpPECoB.
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Introduction

The growth of the Internet has significantly enhanced the role of media in
the life of society, causing academics from a variety of fields to pay attention to
the processes of mediatization. Initially, academic research was primarily
concerned with the technological aspect of the transition to a new media platform,
its economic aspects, as well as the transformation of the media system,
competition between traditional and online publications, and the redistribution of
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information flows and audience attention. The Internet was most often viewed as a
means of democratizing public institutions, and an instrument for the
implementation and protection of human rights and freedoms. Only a few authors
considered that further development of the Internet could turn in a different
direction and potentially become a “space of control” instead of a “space of
freedom”.

When considering the architecture of the Internet and the principles of its
regulation, copyright occupies a special place, since it often becomes the main
reason for addressing the problem of tightening cyberspace regulation. The very
architecture of the network causes difficulties in controlling the exchange of
content, and legal illiteracy. The associated ignorance of copyright law
demonstrated by the vast amount of users has led to interested groups insisting on
considering these issues only in the context of protecting copyrighted works,
while overlooking other important aspects. At the same time, regulatory measures
jeopardize precisely those areas related to open content and the public domain.

There are still serious contradictions between the very nature of the Internet,
its technological capabilities and the rules formulated in the pre-digital era.
Consideration of these contradictions in the context of the rights and various
aspects of human freedom in the information society has given rise to a group of
concepts related to the further development of cyberspace. However, most of them
describe only certain aspects of the problem and are focused either on related
issues such as the development of the information society, the public sphere, the
media system, or, on the contrary, narrow legal topics. At the same time, the
issues of freedom of the Internet and its regulation are especially relevant in
connection with the latest legislative activities and initiatives both in Russia (the
sovereign Internet) and in the European Union (Directive on Copyright in the
Digital Single Market 2016/0280 [1]).

Literature review

The first works devoted to the Internet belonged primarily to the field of
informatics. However, activists and media theorists attempted to outline the
conceptual essence of the World Wide Web at the beginning of its development.
In 1964 Marshall McLuhan described a global network, in many ways similar in
nature to our central nervous system [2].

In the late 20th century many researchers pinned great hopes on the Internet,
assuming that it would significantly transform social institutions, the worldview
of social groups and would result in making the world and people completely
different. Manuel Castells wrote in “The Internet Galaxy” that while technology
does not guarantee freedom, the Internet is in fact a powerful tool for both the
exercise of personal freedom and the freedom of social groups [3].

A similar point of view was held by the creators and pioneers of cyberspace
who imagined it free from any kind of control as proclaimed in “A Declaration of
the Independence of Cyberspace” [4]. Its author, John Perry Barlow, one of the
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founders of the Electronic Frontiers Foundation (a non-profit organization),
declared the independence of the Internet primarily from government control.

Nevertheless, even at this time, there were academics who presented a
radically opposing point of view on the future of the Internet. As early as 1999,
Harvard Law Professor Lawrence Lessig published his book “Code and Other
laws of Cyberspace” [5]. Lessig pointed out that the Declaration of Independence
was inaccurate in its core: “The claim for cyberspace was not just that government
would not regulate cyberspace — it was that government could not regulate
cyberspace” [6]. So according to this point of view “Cyberspace was, by nature,
unavoidably free. Governments could threaten, but behavior could not be
controlled; laws could be passed, but they would have no real effect” [6].

However, this key premise is false. The sense that freedom lies at the very
foundations of the Internet environment was formed among researchers (or people
with an academic background) primarily because of its architecture. This corres-
ponded to ideas about cyberspace shared among a small group of “pioneers” —
developers and activists who created and mastered the first websites and
services [5].

As the number of Internet users began to increase, the digital environment
began to attract more and more attention, first from business and then from the
state. For example, the SORM-2 system, installed in Russia in 1999, provided
government security services with the opportunity to access information
transmitted by Russian Internet providers. Its introduction became a prerequisite
for the emergence of a number of studies related to the control and freedom of the
digital network. The results showed that the introduction of this system led to the
withdrawal from the market of smaller companies that could not afford the
installation of the requisite equipment [7]. Thus, these measures served not only
as a means to increase political control over providers, but also as an instrument
for increasing concentration of the provision of Internet access services in the
interests of large operators, the most important of which is the state-owned
“Rostelecom”.

Among other significant works on the topic published at the dawn of the
digital era, the Russian researcher M. Kasenova [8] highlighted the papers of
J. Reidenberg [9] on the emerging contradictions in the definition of jurisdiction
on the Internet, and M. Froomkin [10] and J. Zittrain [11] on the problems of
cyberspace regulatory mechanisms.

A significant number of articles on the topic of control of the Runet is
devoted to discussing the results of Roskomnadzor (Federal Service for
Supervision of Communications, Information Technology and Mass Media)
initiatives and performance. L. Sivets analyzes the impact of Roskomnadzor’s
interaction with the owners of the Internet infrastructure on the freedom of speech
[12]. A series of publications published by The Berkman Center for Internet &
Society are devoted to the development of Internet regulation in Russia. One
article written by Andrey Tselikov describes and analyses the history of the
development of state control over the Runet in the first 20 years of its existence
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[13]. In other articles, regulation is closely linked to the concept of censorship and
attempts by the state to ensure control over public discussion in the online
environment [14]. Some studies from this group are devoted to the issues of
piracy in Russia [15]. Piracy, fears for the safety of children, fear of foreign
influence on the political agenda, reinforced by the “lessons” of the “Arab
revolutions”, have become key reasons for tightening the regulations.

Another area of research is associated with the “shadow” Internet, or
“darknet”. This is an environment where the law can be ignored and is often used
for prohibited activities. As regulation becomes tighter, the darknet is taking on
new functions and attracting a wider audience interested in, for example, keeping
private correspondence secret. A number of articles on this matter were published
in the “New Media and Society” in 20162017 [16]. The problem is also
considered in a number of the studies by non-profit organizations dealing with
Internet freedom issues [17, 18].

There are other points of view on the issue of freedom in the context of
media and communication in general. K. Karppinen, for example, points out:
“Especially in political debates on the media, but also in research, the status of
freedom as a foundational ideal is often simply taken for granted, which leaves
questions of normative assumptions unexamined... Despite the recognition of the
decidedly non-ideal circumstances surrounding the contemporary media
landscape, the debates tend to be couched in ideal frameworks of the free
marketplace of ideas, the public sphere, or some other established model or
metaphor of what communicative freedom would mean under idealized,
hypothetical conditions” [19]. In practice, at the level of national jurisdictions,
regulation occurs at the initiative of the most influential national actors depending
on the specifics of the political and economic system. These can be the security
services, government, copyright holders, state-owned companies, and publishers.

A separate block of studies is also devoted to the issues of Internet freedom
in different countries of the world, including Africa and China. Articles by
African academics in particular offer a balanced approach which takes into
account the need to confront crime [20]. The perspective of Chinese researchers
on Internet regulation in China differs significantly from the Western perspective.
“This framework focuses on political control and tends to reduce China’s policies
to the attempts by an authoritarian state to elevate governments and
intergovernmental organizations to be the only legitimate governors of global
cyberspace. As it traces the evolution of China’s relationship with the global
Internet in the past three decades, the study demonstrates that China’s stance is
more complex than the prevalent framework allows and that it is both built upon
and different from the US-centric, market-oriented Internet governance scheme”
[21]. In practice, this approach is not only reactionary, but also project-based, as
the introduction of a social rating shows. It is obvious that at the very outset the
designation of the vast Chinese market as a separate ecosystem allowed the
formation of a unique and independent industry. However, neither Russia nor any
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individual country in Europe, South America or Asia has yet been able to repeat
this experience, not even India, despite its huge market.

In this context, the approach to confronting different concepts of the Internet
as different political and economic systems is also interesting: “cyber war is
usually understood as a conflict between the «internet freedom» agenda <...> and
the cause of «information sovereignty», promoted by governments such as that of
China. In reality, it is not a war to defend freedom of expression online, but rather,
«a competition among different political economies of the information society»”
[22].

Many different approaches and research directions related to the develop-
ment of ideas about the nature of the network and the possibilities of its regulation
can be defined. This also concerns issues of human freedom which, on the one
hand, received new tools for implementation, and on the other hand, face new
threats.

Values and the nature of regulation

The role of code in the control of the cyberspace was formulated for the first
time in the book by L. Lessig: “The single most significant change in the politics
of cyberspace is the coming of age of this simple idea: The code is law. The
architectures of cyberspace are as important as the law in defining and defeating
the liberties of the Net. Activists concerned with defending liberty, privacy or
access must watch the code coming from the Valley — call it West Coast Code —
as much as the code coming from Congress — call it East Coast Code” [5].

In cyberspace, code is similar to the laws of physics in the real world, since
the functions of Internet services and attaining certain freedoms directly depend
on the architecture. In Code 2.0, Lessig describes the four main tools for
regulating the Internet: law, norms, market, and architecture — the code. The
preference for a particular tool usually depends on its potential effectiveness. In
the real world, influencing the “code” — the architecture of space — is quite
difficult, although such examples exist. Within the Internet environment,
everything is much simpler, but it is the modification of the code that is often the
most effective tool of Internet regulation.

From Lessig’s point of view, the foundations of cyberspace, just like the
constitution, must be built, they do not arise by themselves: “Foundations get laid,
they don’t magically appear. ...Thus, as our framers learned, and as the Russians
saw, we have every reason to believe that cyberspace, left to itself, will not fulfill
the promise of freedom. Left to itself, cyberspace will become a perfect tool of
control” [6].

Lessig singled out the following key issues for discussion: intellectual
property, privacy and freedom of speech. In his opinion, based on these values we
decide the principles pursuant to which the cyberspace should function [6]. As an
example of values determining the design and functioning of cyberspace, Lessig
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cites the difference in Internet regulation at the University of Chicago and
Harvard: “In the former, a computer is enough to access the network. The Internet
does not require authorization and the ports are open to everyone. At Harvard
University, only verified and authorized users can access the network.
Accordingly, in the case of Chicago it is almost impossible to track the activity
of a specific person, while at Harvard, all actions are recorded and can be easily
established in relation to any user. These two networks differ in at least two
important ways. First and most obviously, they differ in the values they embrace.
That difference is by design. At the University of Chicago, First Amendment
values determined network design; different values determined Harvard’s
design” [6].

An important place in the new networked world is occupied primarily by is-
sues of copyright which plays a key role for any manipulations with the digital
content on the Internet. This raises the question of what is really paramount for
society and the balance of interests between authors and users.

Intellectual property is the backbone of the digital economy. However, many
researchers note that the principles of the industrial era are often inapplicable in
the context of the information society. In particular, James Boyle draws attention
to the fact that when discussing internet regulation the criterion of efficiency
should also be taken into account. Expensive and limited access to information
leads to a less effective market, academic community and computer industry [23].
Today not only academics, but also activists and representatives of NGO in
Russian and the world share similar beliefs. Examples of these are the
Webpublishers Association, one of founders is Maxim Moshkov, the creator of
the Moshkov library, representatives of Wikimedia, researchers and activists.
Webpublisher’s research program and publications raise questions about a new
model of copyright regulation based on the concept of the common good which
form the position of progressive reforms in the field of copyright. However, even
the noospheric normative media theory formed at the Department of New Media
and Theory Communication of the Faculty of Journalism of Moscow State
University touches only on a minor part of the problems discussed in this article.

Often it is not the content creators themselves or the nation-states that derive
real benefit from the current system, but companies and corporations which have
gained control over huge amounts of intellectual property: “The true irony comes
when we find that large companies can use the idea of the independent
entrepreneurial creator to justify intellectual property rights so expansive that they
make it much harder for future independent creators actually to create. The
expansion of intellectual property inhibits the very process on which the
expansionists premise their arguments” [23].

Approaches to copyright protection regimes provide another example of the
role of values in the regulation of human rights and freedoms. As Peter Baldwin
[24] noted, there are two main approaches to copyright. These are the European
and Anglo-American approaches each based on different conceptual foundations.
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The French system goes back to human rights — the concept of inalienable moral
rights appeared in France. In the United States a conceptually different production
approach is being implemented. The author is primarily an entrepreneur who has
the right to sell his works, including giving up his name. At the same time,
according to Baldwin, in the European system, a work is “born” as the property of
its creator (i.e. it is a “human right”). In the Anglo-American concept it is initially
public domain, but the author is endowed with the right to benefit from it for some
given period of time (conditionally, right of use or “copyright”). In matters of
Internet regulation, these conceptual frameworks are also critically important
since they determine the degree of freedom of handling copyright content and the
balance of interests in the system.

The principles of regulating the Internet environment are based not only on
political regimes, but also on the values shared by society. Therefore, a number of
factors need to be taken into account when analyzing this issue. This, in particular,
is indicated by the results of the study by Jaclyn Kerr: “While policies regulating
or restricting online freedoms of speech, media, access to information, or
association often parallel their “offline” equivalents, such “online-offline policy-
linkage” is only part of the picture. Even among non- democratic regimes with
similar levels of Internet penetration, we see fairly dramatic variation in how these
technologies are regulated” [25].

The Internet and new aspects of freedom

The European Convention on Human Rights consists of 18 articles which
describe 12 key rights and freedoms — in fact, the basic values that Western
civilization is now guided by [26]. These include several articles directly related
to the understanding of freedom on the Internet: a right to respect for one's private
and family life, home and correspondence; freedom of thought, conscience and
religion; freedom of expression; freedom of assembly and association.

Regulation of the Internet environment often poses a potential threat to these
freedoms. It also raises questions about the ethics of certain control measures
taken by the state. For example, from the point of view of the European Court of
Human Rights the SORM system in Russia is a violation of the convention [27],
and hence of human freedoms.

The ethical dilemma associated with the question of whether the use of
surveillance devices is legitimate, if they do not in any way affect the lives of
innocent people takes on a new appearance when applied to the Internet space.
Lessig gives the example of a computer worm that aims to track a specific set of
information on the hard drive of a personal device. “Is this an unconstitutional
worm? This is a hard question that at first seems to have an easy answer. The
worm is engaging in a government-initiated search of citizens’ disks. There is no
reasonable suspicion (as the law ordinarily requires) that the disk holds the
document for which the government is searching. It is a generalized,
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suspicionless search of private spaces by the government. <...> And perhaps
more importantly, unlike the general search, the worm learns little and leaves no
damage after it’s finished: The code can’t read private letters; it doesn’t break
down doors; it doesn’t interfere with ordinary life. And the innocent have nothing
to fear” [6].

How far is society willing to go in extending such secure control? This begs
the question of whether the state can always be perceived as an impersonal agent
of order, or, under the guise of the state, are we dealing with specific strategies of
influential actors. The pandemic in 2020 raised these questions with renewed
vigor and in a new way, while reducing the ability of society to resist the
expansion of such control.

This reasoning brings back the thesis that the structure of cyberspace and the
set of freedoms that people are willing to defend primarily on the value system. In
the case of the Internet, politics and architecture are inextricably linked: “End-to-
end is a paradigm for technology that embeds values. Which architecture we
encourage is a choice about which policy we encourage. This is true even in the
context in which the Internet is not a “place” — even where, that is, it is “just” a
medium” [6].

The conditions for interaction with the virtual world are dictated not only
by states, but also by specific services. Lessig describes an example of America
Online: “This space is constituted by its code. You can resist this code — you can
resist how you find it, just as you can resist cold weather by putting on a
sweater. But you are not going to change how it is” [6]. The service determines
the ability of a person to show or hide his identity. It creates opportunities for
communication in a collective space or makes it impossible; it creates and
implements surveillance tools, and obliges you to provide the data it needs. It is
also the same with the other platforms — for example, Facebook, WeChat, VK or
even Google. However, this observation cannot be considered an axima. Recent
years have shown that companies are forced to respond to changes in legislation in
each jurisdiction. It is another matter that the specific mechanism for their
implementation often leads to a discrepancy between the result and the legislator’s
intention.

As mentioned above Intellectual property issues assume a particular
importance in the context of the issues described: “Barriers within cyberspace —
separate chat rooms, intranet gateways, digital envelopes, and other systems to
limit access—resemble the effects of national borders, physical boundaries, and
distance. Programming determines which people can access which digital objects
and which digital objects can interact with other digital objects” [6]. This is why
all new laws aimed at regulating the network often start with defining and drawing
the boundaries between the different types of platforms and how they are used,
labeling them as organizers of mass and private communication, or as
broadcasters as per the 2019 European Copyright Directive — and applying new
norms to them.
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Another important aspect is the potential inability to circumvent the laws
that are established by the code itself: “A locked door is not a command “do not
enter” backed up with the threat of punishment by the state. A locked door is a
physical constraint on the liberty of someone to enter some space” [6].

Other ethical issues raised by recent Internet legislation are also interesting.
At a meeting of members of The Presidential Council for Civil Society and
Human Rights in connection with the adoption of the “law against fakes”, one
expert expressed the opinion that a person always has had the right to lie. Lying
can be considered a violation of ethical norms, and evoke public condemnation,
but in general, from the point of view of legislation, a person always has the
opportunity (and, therefore, the right) to lie. This may, for example, be in the form
of interpreting circumstances to his/her favor or defending his/her position within
the framework of an adversarial legal process (not to mention the human right not
to testify against himself and his close relatives). Control over the Internet space,
the proliferation of tracking and recognition systems can lead such a right being
removed. It should be borne in mind that these changes are also a constraint upon
freedom which was previously taken for granted, since they lead to the maximum
compression of the space of privacy and the secrecy of correspondence. Although,
perhaps, it is correct to speak not about the inability to lie, but about replacing the
living communicative space with something similar to the media system limited
by licensing laws, etc.

The Internet space exists according to completely different laws, since it is
not conditioned by the material world. “Both “on the Internet” and “in
cyberspace,” technology constitutes the environment of the space, and it will give
us a much wider range of control over how interactions work in that space than in
real space. Problems can be programmed or “coded” into the story, and they can be
“coded” away” [6]. At the same time, laws lean not only on punishment, but also
on the general recognition that they are reasonable and meaningful. Otherwise,
they stop working, even if it is formally possible to “serve the decencies”. The
issues described and the nature of cyberspace offer a new look at the issue of
freedom of virtual worlds, in which their creator, for some reason, must lose all
power over what is happening and adapt to the requests of local governments.

Conclusion

Studying the evolution of views on freedom on the Internet shows how the
very concept of cyberspace has been transformed over several decades. If it all
started with the assertion that the Internet will change the world and make it more
free and democratic, then over time the discourse has shifted to questions about
the principles of network regulation. A key place in the academic discussion has
been occupied by the research of lawyers devoted to analyzing the norms and law
enforcement practice, as well as the impact of national regulations and
technological constraints which are being introduced by states around the world.
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The development of ideas about how the Internet environment should be
regulated (especially in Russia) is hampered by scarce attention to values as a key
side of the issue. The discussion is mainly reduced to the fight against censorship,
interference in privacy and the protection of personal data. At the same time, the
broader context is ignored — issues of freedom and human rights in the Internet
environment, discussion of what is really important for our society — security or
freedom, trust in the state or the services that people use. Such examples as the
blocking of Telegram in Russia have clearly demonstrated that in some cases
users are much more willing to entrust their personal data and privacy to a third
party (including foreign companies) than to their national state institutions. Such
are inextricably linked with national regulation, as well as legislation, for
example, on administrative violations and criminal offenses, law enforcement
agencies and special services, Primarily because in the first case they essentially
ensure immunity from prosecution, and in the second they become easy prey.

By being born in a certain country and obtaining its citizenship, a person
becomes limited in the choice of norms and laws that he or she is forced to follow
under the threat of persecution. The Internet gives people a choice in the services
they want to use and are willing to trust. However, states are now trying to limit
this freedom as much as possible, declaring their right to regulate the Internet
space with the laws of a particular country. From a philosophical point of view,
the question of how adequate and justified such an approach may be remains
controversial. However, practice, including law enforcement, indicates that the
state is not ready to leave this freedom of choice to its citizens.
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