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Introduction

The relevance of the article rests in the fact that functional approach to the is-
sues of state control on the Internet allows to consider the main structural elements of
the organization of such control and identify ways to improve them by developing
proposals concerning the entire structure and individual parts in terms of their internal
relations.

Such study is of certain current interest in the context of overcoming threats to
public order emanating from the Internet (for example: fraud, espionage, computer vi-
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ruses, and other problems) through the development of effective forms of response to
offenses in the virtual space in order to prevent them.

At the same time, there are very few works that investigate this issue.

When considering the functions of the state and their reflection in the society,
we do not think about the role of the Internet in the first place. The analysis of mod-
ern technologically developed countries often ignores this axiomatic fact; it is not
eliminated in the process of improving and functioning of the authorities, although in-
sufficient attention to such topics in the information society seems harmful and unac-
ceptable given the huge role of virtual space in the 21% century. This is an additional
argument confirming the relevance of the research topic.

The purpose of the study is to identify common patterns of development of
state functions in the Internet environment.

Based on the goal, the following tasks are formulated: 1) determining the laws
of development of state functions; 2) identifying forms of implementation of the func-
tions of modern states in the field of control over the Internet; 3) investigating prob-
lems that impede the transfer of state functions on the Internet, as well as suggesting
possible solutions; 4) forecasting the development of state functions in the field of
control over the Internet.

In the process of the study, an extensive number of scientific methods was
used: 1) logical methods (analysis, synthesis, induction, deduction, dialectics, abstrac-
tion); they helped structure the information obtained in the framework of this re-
search; 2) functional method that allowed us to consider the control activities of mod-
ern states in the framework of the theory of functions; 3) historical method used to
ensure the continuity of scientific knowledge and their study; 4) formal legal method
contributing to the analysis of legislation on the issues of state control on the Internet;
5) statistical method that allowed citing relevant data, threats emanating from the In-
ternet, as well as effectiveness of various forms of response to them.

As part of this work, an analysis of the main regulatory documents that ad-
dress issues of state control on the Internet is carried out.

The following outcome of the study can be mentioned: 1) the fact of the exist-
ence of the control function of the state in the field of virtual space has been proved;
2) legal and non-legal forms of the state’s control function in the field of virtual space
have been identified, as well as models for their dispatch; 3) the main problems asso-
ciated with implementation of the control function on the Internet are identified, and
ways to solve them are proposed; 4) a forecast is made for the development of the
state’s control function in the field of virtual space, which, for objective reasons, is in
the direction of its strengthening.

The results of the study are reflected in practice, confirmed by the legislation
of the Russian Federation and foreign countries.

The theoretical output and practical implementation of the study are connect-
ed with the fact that the work enriches scientific knowledge in the field of the theory
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of state functions; it allows to formulate proposals for improving control through the
Internet to ensure the rule of law.

In addition to the introduction, the article includes four chapters, conclusion,
and bibliography.

General issues of the theory of state functions

The question of the advisability of introducing the category of state functions
into the scientific circulation and considering various social phenomena on its basis
was initially debatable and attracted both supporters and opponents.

At first glance, it seems easy to find arguments against the theory. There is no
satisfying definition of the concept state function, no idea of their number, features,
and essence. There is a problem of classifying certain aspects of state activity as
strictly defined functions of the state. There is some politicization of this concept
stemming from Marxist philosophy in terms of characterizing various states from the
point of view of justice of their structure. There is a hypothesis that it substitutes the
categories of task and goal of the state, which allowed some researchers to describe
these phenomena with the help of the functional approach.

On the other hand, it should be noted that the above arguments, although they
highlight a certain imperfection of the category of state functions, still do not allow to
prove its complete failure.

Indeed, one can note the presence of various approaches to the definition of
the concept and essence of the functions of the state that exist in domestic science. At
the same time, most views boil down to the fact that the functions of the state repre-
sent the main areas of activity or state activities themselves. A limited number of
basic approaches reduces the degree of uncertainty of the described phenomenon to
an acceptable framework. Moreover, they are not antagonistic, and can be overcome.
Indicative in this regard is the point of view expressed by Ernst Bernard Haas; he
looked at the category function as a direction of activity that can cause certain conse-
quences, and at the same time as activity aimed at performing a specific task (Haas,
1964:595).

Turning to the functions of the state from a political perspective can be used
to prove superiority of some states and / or political regimes over others and be based
on the subjective interests of the person carrying out such activities. As an example,
we refer to the report of 1.V. Stalin at the XVI1II Congress of the VKP (b). In this doc-
ument, the head of the Russian state placed the modern capitalist countries on a par
with the states of the slave and feudal type; as an argument he used the thesis of
commonality of their functions: internal (main) — to keep the exploited majority in
submission; external (not main) — to expand the territory of the ruling class at the
expense of other countries and protect it from external encroachments. In contrast,
characterizing the USSR during the victory of the socialist system of economy, the
speaker noted the dominance of people’s masses as a class, which, in his opinion, was
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reflected in the fairer system of functions of the Soviet state that had replaced capital-
ism: the function of protecting socialist property from thieves and looters; the func-
tion of military defense of the Soviet system; the function of economic and organiza-
tional and cultural-educational work of state bodies. But even if the theory of func-
tions is used for political purposes, it can also be used for state planning and thus be
of real importance for the development of the country. In the above example, on the
basis of the identified functions of the state, the main tasks were formulated for the
party; they were specified in its direct activities and aimed to systematically improve
the composition of the party, bring the governing bodies closer to the field activities,
improve personnel policy, and develop the outreach activities (Vyshinsky, 1939:22).

Of course, the concept of state function was formed gradually, replacing in
some cases the concepts of goal and task of the state. In fact, G.F. Shershenevich be-
lieved that based on the identified tasks of the state, it is possible to determine its fun-
damental goal. However, the need to expand the categorical apparatus seems doubtful
(Fetyukov, 2014:33-43). At the same time, there is an opinion that has not been dis-
proved so far; one of its proponents (1.S. Samoshchenko) asserts that we can better
understand the type of a particular state and its essence through its functions (Sa-
moshchenko, 1956:81).

It is necessary to recognize a significant number of different classifications of
types of functions, within the framework of which, the functions of the state are sub-
ject to frequent changes and additions. Analysis of the educational literature on the
subject of Theory of State and Law allows to distinguish in the domestic science the
following established criteria for classifying the functions of the state and their most
common types': 1) depending on significance: basic and non-basic; 2) depending on
the duration of the action: permanent and temporary; 3) depending on the scope of
implementation: internal and external; 4) depending on the principle of separation of
powers: functions of the legislative, executive and judicial powers; 5) depending on
the type of state: functions of the state as a political and legal institution, functions of
a certain type of state, functions of a particular state at a certain point in time; 6) de-
pending on the territory of implementation: functions of the state as a whole and func-
tions of its individual components; 7) depending on the social purpose: functions ex-
pressing the interests of individual layers of society, and functions expressing the in-
terests of society as a whole; 8) depending on the spheres of public life: the functions
of the state in the economic, political, spiritual, cultural, social spheres of society;
9) depending on political regime: functions of a totalitarian state, functions of an au-
thoritarian state and functions of a democratic state. It can be argued that all classifi-
cations of state functions are not exhaustive and unconditional. However, they allow
to reveal various aspects of the state’s activity and the essence of this phenomenon.

1 Strukov, K.V. (2019) Kontrol'naya funktsiya gosudarstva v sfere virtual'nogo prostranstva (na primere Ros-
siiskoi Federatsii) [The control function of the state in the field of virtual space (on the example of the Rus-
sian Federation)]. Dis... kand. yurid. nauk [Dis ... cand. legal of sciences]. Moscow. 37. (in Russian).
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Developing this topic with regard to the allocation of new functions of the
state, as well as to determination of their nature, many authoritative researchers note
that functions of the state have such a property as variability. In fact, V.E. Chirkin
points out that "functions are determined by the main tasks of the state and may be
different for different states and/or for the same state at different stages of its devel-
opment" (Chirkin, 2007:352). The variability of the functions of the state is deter-
mined by the following fundamental factors: 1) the concrete historical stage of devel-
opment of a state-organized society; 2) the domestic and foreign policy situation
around the state; 3) understanding of the goals and objectives facing the state on the
part of the political elite; 4) understanding classification and nature of the functions of
the state on the part of researchers of these phenomena.

Taking into account, the historical experience of the Russian Federation and re-
alities of the 21% century, it is urgent to raise the issue of the control function of the
Russian state in the field of virtual space; it is proposed to understand it as the main di-
rections of state control over information and information relations that take place on
the Internet. A similar conclusion can be drawn about many other technologically ad-
vanced countries of our time. The state control over the Internet is so important for
them that it should be considered as an independent area of their activity, presenting it
as one of the functions and gradually moving away from the scientific position, accord-
ing to which control is an exclusively serving element of the system functions. In most
modern countries, official documents exist often in relation to general cybersecurity is-
sues, confirming recognition of state control in the virtual space as an independent di-
rection of the state’s activity, in other words, its function (for example: The Doctrine of
Information Security of the Russian Federation, US Cyber Strategy, Law on Internet
Security of China, Canadian Cybersecurity Strategy, etc.) (Kazarin, 2013:58-74).

It can be noted that this function has its own specific features, which are iden-
tified in the framework of its empirical analysis. Its main goal is to ensure the rule of
law in the virtual space, by which it is proposed to understand the totality of infor-
mation and public relations that take place on the Internet, as well as information and
telecommunication technologies providing access to this network. It is characterized
by such signs as universal, transboundary and technogenic. The unique task of this
function is to counter offenses in virtual space. In addition, it is characterized by spe-
cific forms of exercise.

Summing up the present chapter, we state the control function of the state in
the field of virtual space is relevant.

Forms of control function of the state on the internet

The issues of the forms of exercising state functions are particularly im-
portant. L.I. Kask noted that these matters are of much greater importance to the so-
cial sciences than is customarily attached to them (Kask, 1967:112). Forms of imple-
mentation of state functions are thereby the external expression of the internal essence
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of the state; it determines the laws of development and vital activity of this public en-
tity. In legal literature, the concept of implementation of state functions as external
manifestation of state functioning, the ways and means of carrying out practical activ-
ities of the state aimed at realizing its goals.

Among various ways of classifying the forms of implementation of state func-
tions, one of the most relevant basic criteria for gradation are the methods of activity
of state bodies in exercising its functions. According to M.I. Baitin, it is proposed to
distinguish within the framework of this classification the legal forms of exercising
the state functions (associated with the issuance of regulatory legal acts entailing legal
consequences) and the non-legal forms of exercising the state functions (reflected in
state activities that are similar in their external features and related to the issuance of
legal acts, not entailing legal consequences) (Baytin, 1969:267-270).

It is worth noting that the forms of implementation of the control function of
the state in the field of virtual space differ from the known forms by the presence of
their specificity. The validity of this thesis is due to the fact that state control in the
field of virtual space is carried out directly behind the information and the relations
that take place on the Internet.

In relation to the Russian Federation, the author considers the following legal
forms of the state’s control function in the field of virtual space: 1) creating and main-
taining special state registers on certain issues of ensuring state control over virtual
space; 2) licensing of certain types of activities in the field of communications and
mass communications; 3) organizing storage and access to information posted on the
Internet; 4) monitoring of virtual space; 5) verifying reports on offenses committed on
the Internet; 6) blocking access to sites containing prohibited information. The author
also defines the following main non-legal forms of exercising the state’s control func-
tion in the field of virtual space within the Russian Federation: 1) developing and im-
plementing information and telecommunication technologies to realize the control
function of the Russian state in the field of virtual space; 2) organizing preventive
measures aimed at improving the legal culture of citizens when working with the In-
ternet; 3) increasing the level of professionalism of officials of state authorities re-
sponsible for implementing control function of the Russian state in the field of virtual
space; 4) creating international collective security systems in the field of virtual
space. Conclusions are made based on empirical analysis of various forms of imple-
menting this function in terms of frequency of its use by public authorities and their
efficiency proposed by the author of this article?. Forms of the control function in the
field of virtual space are implemented by specialized state bodies related to the execu-
tive branch of government. Here are some relevant examples: Federal Service for Su-

2 Strukov, K.V. (2017) Sposoby osushchestvleniya kontrol'noi funktsii rossiiskogo gosudarstva v sfere virtu-
al'nogo prostranstva: analiz i perspektivny razvitiya [Methods of implementing the control function of the Rus-
sian state in the field of virtual space: analysis and promising development]. Humanities scientific researches.
2017. No. 6, available at: http://human.snauka.ru/2017/06/24149 (Accessed 29 February 2019). (in Russian).
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pervision of Telecommunications, Information Technologies, and Mass Communica-
tions in the Russian Federation, NSA in the USA, NKRSI in Ukraine. Often, other
executive authorities also participate in the control of information on the network
within their competence. For example, in the Russian Federation there is a specialized
Office “K” under the Ministry of Internal Affairs, in the USA the CIA and the FBI, in
Ukraine SBU.

At the same time, the practical plane of the forms of exercising the state’s
control function in the field of virtual space is such that the main powers for their im-
plementation can be delegated to non-profit organizations controlled by the govern-
ment, but not to state authorities. For example, in the DPRK, control over the Inter-
net, as well as its national counterpart, Kwanmen, is primarily handled by the non-
profit organization Korean Computer Center, which has branches in some countries,
including China, UAE, Syria, and several other states (Shatilina, 2018:38-45). As
part of their activities, these government bodies and their respective units monitor the
Internet.

The most important niche in terms of the forms of implementation of the con-
trol function of states in the field of virtual space is occupied by specialized programs
that allow the following activities to be carried out: 1) tracking content according to
specified parameters; 2) blocking access to prohibited content; 3) organizing collec-
tion of content according to the established characteristics. One can cite a number of
examples of such programs, taking it as an axiom that they exist in one form or an-
other in almost all developed modern countries: SORM in the Russian Federation,
Tempora in the UK, PRISM in the USA, CMS and NETRA in India, Titan in Swe-
den. Often, the success of the entire system of state control of the Internet depends on
the mechanisms of implementation, operation, and effectiveness of such programs,
which determines their paramount importance in this matter, as well as the need to
concentrate efforts to improve them.

The outcome of this chapter can be outlined as follows: legal and non-legal
forms of the state’s control function in the field of virtual space have been identified,
and models of sending entities have been established.

Problems related to the implementation of the control function
over the internet

The need to improve the control function of the state on the Internet is associ-
ated with the following global problem — the growth of crimes committed using the
Internet. As follows from the statistics collected by the ATP “Garant”, the question
“Have you faced cybercrime?” was answered positively by 86% of respondents®. Ac-
cording to the statement made by the Head of the Main Directorate of Economic Se-

8 Official site of ATP “Garant”, available at: http://forum.garant.ru/?read,4,1974918 (Accessed 03 March
2020).
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curity and Anti-Corruption of the Russian Ministry of Internal Affairs, Police Lieu-
tenant General A.A. Kurnosenko, in 2019, in Russia every seventh crime is commit-
ted with the help of IT* Cybersecurity Ventures experts claim that in 2019, cyber at-
tacks occurred in the world every 14 seconds®.

Practice shows that many modern countries claim that the available in their
arsenal IT tools for monitoring virtual space are too imperfect. In fact, the above is
true for specialized programs that allow monitoring activities. As an example, it can
be noted that Russian virtual space control programs, as similar foreign programs, do
not allow to decrypt information created by certain encoding methods, such as end-to-
end encryption used by the «Telegram» (Tereshchenko, 2018: 142-161). The Great
Chinese Firewall example makes it obvious that this and similar programs can be by-
passed using VPN services, which was demonstrated by one of the developers of the
Golden Shield, programmer Fan Binshin, using the Tianhe service back in 2016°. As
practice shows, these two problems, receiving and filtering / blocking certain infor-
mation, are the most significant in this issue. Moreover, attempts to solve them, lying
in the plane of creation and implementation of more advanced technologies, require
significant financial costs. Certain trends in this area will be discussed in the next
chapter of the study.

The traditional way for any state to respond to offenses is to hold perpetrators
accountable for violations on the Internet; it is significantly difficult because modern
technology allows to anonymously commit offenses from anywhere in the world, in-
cluding locations where certain acts are not punishable, in contrast to the laws of
those countries where they are actually committed through the World Wide Web.

In fact, they are trying to solve this problem by building a system of interna-
tional cooperation and unifying legislation in the field of combating offenses in the vir-
tual space and controlling it. At the multilateral level, the 108™ Council of Europe Con-
vention can be cited as an example; at the bilateral level, the 2015 agreement between
the Russian Federation and China on ensuring information security is worth mention-
ing. At the same time, it seems that some countries, the Russian Federation including,
could advance in solving this problem by creating controlled non-profit organizations
of an international nature and a network of their branches in foreign jurisdictions; this
way they could monitor the virtual space and respond to offenses affecting national in-
terests of those states, taking into account the specific legislation of those countries, in-
cluding legal response measures (for example, submitting applications in the law en-
forcement agencies of foreign states). By means of public organizations, it is possible to
solve not only the problem of bringing to responsibility for offenses on the Internet, but

4The official website of the Ministry of Internal Affairs of Russia, available at: https://xn--blaew.xn--
plai/news/item/19087056 (Accessed 03 March 2020).

5The official website of the Federal State Unitary Enterprise RAMI "RIA NEWS", available at:
https://ria.ru/20190522/1554794105.html (Accessed 03 March 2020).

6 <\edomosti” official website, available at: https://www.vedomosti.ru/opinion/articles/2018/04/25/767754-
kak-ustroen-faeirvol (Accessed 03 March 2020).
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also the problem of improving the information ecology in virtual space, as well as legal
and cultural education, by leaving relevant comments on social networks and other sim-
ilar ways that are currently not attracting much attention.

Strengthening the state presence in the virtual space is an important part of the
development of the information society, since ensuring national interests would be
a very difficult task without it. A significant problem along this path is the reputation-
al risks of the state associated with the strengthening of state control on the Internet.
Any state that positions itself as a legal state is forced to balance between a protective
policy aimed at introducing control restrictions and a liberal policy that represents
a certain degree of independence for citizens when they exercise their rights and free-
doms in the context of information relations arising on the Internet. In addition, from
the above it follows that in case of a violation of the balance in favor of the “protec-
tive policy”, the state risks its reputation as a “democratic policy”. The adoption of
normative legal acts that in any way restricts the capabilities of users of the World
Wide Web can be opposed by 1) representatives of civil society, 2) foreign states,
3) international organizations. As an example of a similar situation when all of the
three of the above levels the state, which had introduced tough state control measures
over the virtual space of the global computer network, suffered reputational damage,
we should mention the scandal with “spy revelations” made in 2013 by the former
CIA officer Edward Snowden. The information he disclosed about the PRISM pro-
gram, as well as about some other activities of the American special services aimed at
ensuring state control over the exchange of information taking place on the Internet,
led to wide public resonance and influenced the USA political image as a democratic
state capable of supporting its national security and also respecting human rights
(Gazizov, 2013:24-40). In our opinion, the aforementioned scandal, as well as similar
cases, can be described by the term the Snowden Effect: a situation where a public
message about strengthening of state control over the private life of citizens on the In-
ternet is perceived by the latter as a violation of their constitutional right, which leads
to a rise in protest activity and a fall in public trust in the state. In general, we believe
that in modern conditions the right to privacy should exist provided that government
officials have access to information created by users of the Internet, and such infor-
mation is not arbitrarily used, including for the purpose of public disclosure. This will
significantly increase the level of information security. It is also important to give le-
gitimacy to the decisions made.

There is a problem of introducing civil society into the process of controlling
the Internet. It should be noted that in the modern world there are public organizations
whose activities are to identify offenses on the Internet through monitoring the infor-
mation contained in it. For example, on the basis of the Public Chamber of the Rus-
sian Federation a monitoring center “Security 2.0” was set up; its direct task is to
monitor the Internet to identify sites containing prohibited information, followed by
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reporting them to Roskomnadzor. Periodically, monitoring raids are also organized by
public chambers of the constituent entities of the Russian Federation’. Organizations
similar in their tasks exist in other countries. For example, in the UK there is an or-
ganization called Papyrus, which conducts Internet monitoring to close sites promot-
ing suicide, and an Internet Monitoring Organization that monitors the network to
identify sites containing extremist information. In Canada, a nonprofit organization
called the Canada Child Protection Center carries out similar activities. There is also
an organization that monitors virtual space for information security in the China —
China's Cybersecurity Association. In the context of globalization, some organiza-
tions monitoring the virtual space are international in nature. For example — Net-
Blocks. From the point of view of the sphere of its control, all non-profit organiza-
tions can be divided into two types: 1) organizations that monitor the virtual space in
order to suppress any illegal activity, 2) organizations that monitor virtual space in
order to suppress strictly defined types of illegal activities (for example, child pornog-
raphy, online fraud, illegal trafficking of narcotic drugs and psychotropic substances).
There are several special issues in this area. First, it can be assumed that representa-
tives of non-profit organizations cannot have the same level of competence as gov-
ernment employees, and this can lead to errors in the legal assessment of specific cir-
cumstances and low work efficiency. As counterarguments, it can be noted that non-
profit organizations do not often have the same wide range of powers as government
officials, and the lack of professional skills can be solved by organizing appropriate
advanced training courses. Another problem is more academic in nature. It consists in
the fact that, according to some researchers, civil society institutions should not be
created by the state, since this contradicts their essence and, in this case, they cease to
express “people's will”. However, one can propose an alternative concept of civil so-
ciety, which the author conditionally calls state. From the point of view of a rational
approach and within the framework of the goal of ensuring the rule of law in the vir-
tual space, financial (in particular, grants, subsidies), organizational, administrative,
and media support of public organizations by the state is a very common phenome-
non, examples of which are repeatedly cited in this article. It should be recognized
that the state can create / participate in the process of creation the institutions of civil
society that it needs, relying on those representatives of society that are loyally dis-
posed towards it; non-profit organizations created / functioning in this way do not au-
tomatically fall out of the orbit of civil society, because, performing social state or-
ders are often able to reflect the interests of citizens, as well as be formed on a volun-
tary basis by the latter, seeking at a certain stage of their development the support
from public authorities to achieve their goals. Thus, the problem of the effectiveness
of non-profit organizations monitoring the Internet can be solved by using the above
forms of government support.

" Official site of the Public Chamber of the Russian Federation, available at: https://www.oprf.ru/
ru/press/news/2017/newsitem/42692?PHPSESSID=m1v88m9fnerk651ud8g73pfl95 (Accessed 03 March 2020).
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Summing up, we can outline the following results of this chapter. The main
problems associated with the implementation of the control function on the Internet
have been identified, they are connected with the active growth of offenses committed
via the Internet; imperfection of control mechanisms and technologies in the field of
virtual space; the growth of public discontent associated with strengthening state con-
trol on the Internet; difficulties in attracting civil society institutions to the process of
exerting control on the Internet.

Forecasting the development of the state function in the field of control
over the internet

In recent history, the starting point of the trend to strengthen state control over
the Internet is associated with the very beginning of the 21 century, which, in our
opinion, is connected with the USA where George Bush Administration adopted the
Patriotic Act 2001 as a response to «9/11» events. Many other countries, such as the
Russian Federation and China, adhere to this practice. Author believes that given the
growing role of the World Wide Web in the information society, as well as the rele-
vance of the threats emanating from it, in the forthcoming decades the state’s control
function in the field of virtual space will grow.

Despite the large financial costs, significant budgetary investments will be
made in the development of programs that allow the implementation of the control
function in the virtual space. This process will be closely linked to issues of ensuring
state sovereignty on the Internet. We believe that many countries will directly oblige
entities under their control to install the above programs on gadgets and other equip-
ment providing access to the network. With regard to the Russian Federation, such a
measure is possible within the framework of implementation of the provisions of the
Federal Law dated 02.12.2019 No. 425-®3 On Amending Article 4 of the Law of the
Russian Federation On Protection of Consumer Rights, which prescribes the manda-
tory pre-installation of Russian software on gadgets sold in the framework of sales
contracts in the Russian Federation, according to the schedule approved by the au-
thorities. It is quite possible to include these programs in such schedule. In the most
radical cases, there will be attempts to ensure complete control of their virtual space
or at least the autonomy of the national Internet from the external network, as is now
the case in the Russian Federation under the Law on Sovereign Internet, as well as in
China, where the experience of the DPRK in this matter is closely studied. Here are
other examples: in Myanmar, access to the Internet is only possible in licensed Inter-
net cafes controlled by the government; in the whole country of Turkmenistan there is
only one authorized provider controlled by the state (Dashyan, 2007:288).

In this regard, a trend will develop that consists in increasing the list of duties
of information intermediaries related to the provision concerning state control over
the Internet and establishing a regime of legality in the virtual space, as well as
toughening responsibility for their non-fulfillment. As an example, we refer to EU
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legislation. In 2019, it received the approval of the European Parliament and the
Council Directive on copyright and related rights within the framework of a single
digital market, which contains Article 13, called the “download filter”, which stipu-
lates the obligation of owners of online platforms to install software filters to prevent
copyright infringement on the Internet. It is noteworthy that this article has become
one of the most controversial in this document, along with Article 11, called the “tax
on links” (establishes the obligation of Internet platforms to pay royalties to publica-
tions for quoting their materials) (Eremenko, 2019: 9-22). As a result, the tendency of
periodic criticism of states by Internet users is inevitable, as well as their growing dis-
satisfaction with the tightening of control in the virtual space. Countries will often
experience the Snowden Effect. The solution to the problem is possible by building
an effective system of working with public opinion, aimed at highlighting the need
for state control on the Internet from the point of view of the interests of not only the
state, but also society (Strukov, 2016:142-144).

At the level of interstate cooperation and geopolitical associations, coopera-
tion will be strengthened, and legislation will be unified in the field of combating of-
fenses using information and telecommunication technologies.

As an echo of the above issues, it is possible that a system of non-profit or-
ganizations involved in monitoring the Internet will gradually build up. This system
should include interstate aspect as well. This can be expressed in the increase in the
number of international organizations initially based on one or more countries that
will engage in these activities on an ongoing basis. On the other hand, the emergence
of non-profit organizations advocating the freedom of the Internet from state control
and ensuring an “information environment” can be used to hinder the development of
countries by their competitors; this may as well increase the state’s reputation costs
through formation of negative public opinion concerning strengthening such control
(Strukov, 2016:267-270).

Thus, this chapter predicts the development of the state's control function in
the field of virtual space, which, for objective reasons, tends to strengthen.

Conclusion

The control function in the field of virtual space is a given reality that exists
for all the strong and technologically advanced states of our time. Its appearance is an
answer to global problems of the 21% century, the solution of which requires a state
presence and enhanced control on the Internet. This function characteristic features,
purpose and forms of implementation are inherent. The process of its development is
accompanied by certain problems; one of them is the need for continuous improve-
ment of information and telecommunication technologies in performing control activ-
ities, which requires significant costs. In general, to prevent threats to information se-
curity, the state needs to tighten control in the field of virtual space. However,
strengthening of state control over the Internet is often negatively perceived by socie-
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ty, and therefore there is a request for additional mechanisms to legitimize state pow-
er decisions in this area.
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BBeagenne

AKTyalbHOCTh CTaThH 3aKJIIOYAETCS B TOM, YTO (PYHKIMOHAIBHBIA MOIXOJ
B MCCJIEJOBAHUH BOIIPOCOB TOCYJapCTBEHHOTO KOHTPOJIS B ceTH «VIHTEpHET» 1M03BO-
JACT paCCMOTPETh OCHOBHBIC CTPYKTYPHBIC 3JICMCHTBI CUCTCMbI OpraHu3aliui TaKoro
KOHTPOJIA, BBISIBHUB CIIOCOOBI UX KaUYECTBEHHOTO yiaydmieHusa 1nmocpeacTBoM BI)Ipa6OTKI/I
NPEUIOKESHHI 10 COBEPIICHCTBOBAHUIO KaK BCEM yKa3aHHOW CTPYKTYpPBI, TaK M OT-
JIeJIbHBIX YacTell, B pa3pe3e ee BHYTPEHHUX CBS3E€HM U JIESITEIIbHOCTH COCTABIISIIOLINX
KOMIIOHCHTOB.

[IpoBenenne mogoOHOrO MCCIENOBAHUS SIBISIETCS BOCTPEOOBAHHBIM B KOH-
TEKCTEe MPEOJI0JIEHUSI YIPO3 OOILECTBEHHOMY MOPSIIKY, UCXOAAMMX OT cetu «HHTep-
HeT» (Hampumep: MOUIEHHHYECTBO, IIMUOHAXK, KOMIIBIOTEPHbIE BUPYCHI U T.II. MPO-
OJIeMBI) MMOCPEICTBOM BBIPAOOTKH JEHCTBEHHBIX (HOPM pearupoBaHHs Ha MpaBOHA-
pYLIEHUS B BUPTYaJIbHOM IIPOCTPAHCTBE C LIEJIbIO UX NPECEUCHUSI.

HpI/I 9TOM HC NPEACTABIIACTCA BO3MOXHBIM C/ICJIaTh BbIBOA O HAJIMYWU 3HAYH-
TEJILHOTO YMCJa HAay4yHBIX padoT, B KOTOPBIX YKa3aHHas TeMaTHKa, BOCTpeOOBaHHAs
B HaCTOsIIee BpeMs, Obliia ObI HCUEPIIBIBAIOIINM 00pa30M HCCIIeI0BaHa.
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[Tpu paccmoTpeHnu B Hay4HOU cpeie PyHKLIMN TocynapcTBa U 0COOEHHOCTEH
€ro KHU3HEACATEILHOCTH HEepPEeKO 3a0bIBaeTCS O CYIIECTBEHHOM IMPOSIBICHHHU BCEX
OCHOBHBIX c(ep xu3HU oOmecTBa B cetn «MHTepHeT». J[aHHBIA aKCHOMAaTHYHBII
(akT npu aHaIM3€ COBPEMEHHBIX TEXHOJOTHUYECKH PAa3BUTHIX CTPAH 4acTO UTHOPUPY-
€TCs, HEe YCTpaHSeTCs B IpOIecce JeATEIPHOCTH M COBEPIICHCTBOBAHUS OPTaHOB
BJIACTH, XOTS HEOCTaTOYHOE BHUMAaHHE K MOJ00HOW TeMaTHKE B yCIOBHUSX HHGOP-
MAIOHHOTO OOIIecTBa MpPEICTaBIsAeTCS MaryOHbIM M HEIOIMYCTUMBIM C Y4YETOM
OTPOMHOM poJIM BUPTYalbHOTO MpocTpancTtBa B XXI| Beke. ITO ABIsSETCS JOTMOJIHU-
TEJIbHBIM apTrYMEHTOM, OATBEPKIAIOIINM aKTyaJIbHOCTh TEMBI UCCIIETOBAHMS.

Ilenp uccnenoBaHus 3aKIHOYAeTCsl B BBISBIEHMM OOLIMX 3aKOHOMEPHOCTEH
pa3BuTHUs GYHKIIHI rOCy1apcTBa B YCIOBUSAX CYIIECTBOBaHUS ceTu «HTepHET».

Hcxons m3 mocTtaBieHHOM 1€y, cHOpMYJIHPOBAHBI CIEIYIOIIUE 3aJauH:
1) Onpenenenne 3aKkOHOMEPHOCTEH pa3BuUTHS (PyHKIWH rocyaapcTsa; 2) BoisaBienne
(dbopM ocymiecTBiIeHNsT (PYHKIIUH COBPEMEHHBIX TOCYJapCTB B OOJIACTH KOHTPOJISA 3a
cetpto «MuTepHEeT»; 3) YcTaHoBieHue mpoOieM, MPEnsSTCTBYIOMIMX OTIPABICHHUIO
¢byHKuMi rocyaapcTsa B ceT «HTEepHET», a TaK)Ke BOSMOXKHBIX ITYTEeH UX pEIICHHS;
4) IIporno3upoBanue pa3BuTHs (PyHKIIMH rOCyIapcTBa B 00JACTH KOHTPOJIS 32 CETHIO
«HTepHeT».

B mpouecce uccrnenoBanus OblT IpUMEHEH OONIMPHBINA MEpeueHb HAyYHBIX
METOJIOB €r0 MpoBeAeHHs: 1) Jornyeckue MeTobl (T.e. aHadu3, CUHTE3, MHIYKIIUS,
JNEeAyKIUs, TUAJIeKTHKa, a0CTparupoBaHKe), MPU MOMOIIU KOTOPBIX OCYLIECTBISIOCH
CTPYKTYpHUpOBaHHE MHPOpPMALMH, IOJYYEHHOW B paMKax JaHHOM paboTsl; 2) QyHK-
[IMOHAJIBHBI METOJ, MO3BOJUBIIUN PACCMOTPETh KOHTPOJBHYIO NESTEIBHOCTH CO-
BPEMEHHBIX TOCYIAapCTB B paMKax TeOpHU (QYHKLHI, 3) UCTOpUYECKHN METOJ, HC-
NOJIH30BABIIMIACS I 00eCIieueH s IPEeeMCTBEeHHOCTH HAYYHBIX 3HAaHUH M MX U3yde-
Hust; 4) QopManbHO-IOPUANYECKUNA METOJ, MPU MOMOIIM KOTOPOTO MPOM3BOIMICS
aHaJM3 3aKOHOJATEeNbCTBA, MOCBSIIEHHOTO BOMPOCAM T'OCYAAPCTBEHHOTO KOHTPOJIS
B cetu «VHTEepHETY»; 5) CTATUCTUYECKUN METO/I, C TIOMOIIBIO KOTOPOT0, OCPEICTBOM
MPUBEJICHUS] COOTBETCTBYIOIINX JaHHBIX, UCCIEIOBAIUCH YTPO3bl, UCXOISIINE OT Ce-
™1 «IHTEpHETY, a TaKKe JEeHCTBEHHOCTh Pa3INYHbIX ()OPM pearupoBaHMs Ha HUX.

B pamkax Hanucanusi paboThl IPOBEICH aHAJIN3 OCHOBHBIX HOPMATHBHBIX J10-
KYMEHTOB, KOTOpBI€ 3aTparuBalOT BOIMPOCHI TOCYJAPCTBEHHOTO KOHTPOJI B CETH
«HTEepHETY.

B kauecTBe OCHOBHBIX Pe3yJbTATOB MCCIEAOBAHUS MOXKHO MPEACTaBUTh Clie-
IyIOLIMe TOoNoKeHus: 1) moka3aH GakT CylniecTBOBaHUS KOHTPOJIBHON (PyHKIMH roc-
ynapcTBa B chepe BUPTYILHOTO MMPOCTPAHCTBA; 2) BBISIBICHBI MPABOBLIC M HEMPABO-
BbIe ()OPMBI OCYIIECTBJICHUS KOHTPOJIBHON (PYHKIMH TOCYIapcTBa B cdepe BUPTY-
QJIBHOTO TIPOCTPAHCTBA, a TAKXKE YCTAHOBJIEHBI MOJEIHN UX OTHpAaBICHHUS; 3) ompese-
JICHBI OCHOBHBIE TIPOOJIEMBI, CBSI3aHHBIE C pean3anreil KOHTPOIbHON (DYHKIIUHU B Ce-
™1 «IHTepHeTY, PEIOKEHBI ITyTH UX peleHwus; 4) cIellaH MPOTHO3 Pa3BUTHUS KOH-
TPOJIBHON (pyHKIIMHU TOCynapcTBa B chepe BUPTYaIbHOTO MPOCTPAHCTBA, KOTOPBIN 110
O00BEKTUBHBIM MIPUYMHAM TPOUCXOIUT B HATIPABICHUU €€ YCUIICHHS.
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Pe3ynbTarhl nccneoBaHus HAILIM OTPaXEHUE Ha MPAKTUKE, MOATBEPKAAsICh
3akoHoAaTeabcTBOM Poccuiickoit denepannu u 3apyOeKHBIX CTpaH.

TeopeTnueckas U NMpaKkTUYECKasi 3HAYMMOCTh UCCIIEJOBAHHS COCTOUT B TOM,
4yT10 paboTa oboramaer HaydyHbIe 3HAHHUA B 001acTH Teopuu (HYHKITUI TOCYIapcTBa,
MO3BOJISIET CHOPMYIHUPOBATHh MPEIIOKEHHS MO COBEPUICHCTBOBAHUIO KOHTPOJIS TIO-
cpencTtBoM ceTH «MHTepHeT» 17 obecneueHus peKuMa 3aKOHHOCTH.

[ToMumo BBeneHUs, CTaThsl BKIIOYAET YEThIpE pasferna, 3aKkiIroueHne u Ouo-
arorpaduYecKuil CIucoK.

O0mmue Bonpochl Teopuu PyHKIHUI rocyrapcrsa

Bomnpoc o menecoobpazHocTH BBEAEHHS B HAy4yHBI OOOpPOT KaTeropuH
«(yHKIIMM rocy1apcTBa» U pPaCCMOTPEHHs Ha € OCHOBE Pa3JIMYHbIX COLUAIIbHBIX SIB-
JIEHUH U3HAYalIbHO HOCWJI JUCKYCCHOHHBIIM XapakTep, UMesl Kak CBOMX CTOPOHHUKOB,
TaK U CBOMX NMPOTHBHUKOB.

Ha mepBblii B3I NpEeACTaBIsIE€TCS BOZMOXKHBIM HalTH apryMeHTbI, CBHJE-
TEJIBCTBYIOLIME MPOTUB TaKoW HE0OXoIuMOcTH. OTCYTCTBYET €IMHOE ONpeelICHHUE
HOHATHUS «(QYHKLUH rOCy1apCTBay, MpecTaBiIeHHe 00 UX MepeuHe, IPU3HaKax U CyIl-
HocTu. MiMeer MecTo mpoGsieMa OTHECEHUS T€X WIM MHBIX acleKTOB IOCYAapCTBEH-
HOH JIeATETbHOCTH K CTPOro OIpeAeleHHbIM (QYHKLUSAM rocynapcrsa. CylecTByeT
HEKOTOpasi MOJUTU3UPOBAHHOCTD JIAHHOTO MOHATHS, B YACTHOCTH HCIIOJIb30BaBILIEIO-
Cs1 B MAPKCUCTCKOM puiiocopuu Ui XapaKTepUCTUKHU Pa3IMYHbIX TOCYJapCTB C TOY-
KU 3pEHUs CIIPAaBEUIMBOCTH UX ycTpoicTBa. HamuuecTByeT rumnoresa o nogMeHe €0
KaTeropuil «3agaum» U «LeJIn» rocylapcTBa, ¢ MOMOIIBIO KOTOPBIX HEKOTOPHIM HC-
CJIeI0BATEIIIM PE/ICTABIAIOCH BO3MOXKHBIM OIUCATh BCE T€ XK€ SBJICHMS, YTO U MPH
HOMOIIHY (YHKIIMOHAJIBHOTO MOJIX0/a.

C npyroii CTOpOHBI, HENb3s HE OTMETUTb, YTO NMPUBEICHHBIC apI'yMEHTBI, XOTS
¥ yKa3bIBAIOT Ha OMPEICICHHOE HECOBEPIIEHCTBO KATETOPUH «(QYHKIMU TOCYapCTBay,
BCE )K€ HE MO3BOJIAIOT JJ0Ka3aTh MOJIHYIO HECOCTOSTENBHOCTh €€ CYIIECTBOBAHHUSI.

JleicTBUTENBHO, MOKHO OTMETUTh HAJIMYKE Pa3IMYHBIX MOIXO0B K Olpese-
JICHUIO TOHATHUS U CYITHOCTH (YHKLUH rocyJapcTBa, CyIECTBYIOIIUX B OTEUECTBEH-
HOH Hayke. B To e BpeMsi OOJIBIIMHCTBO B3IVISI0B CBOJUTCS K TOMY, YTO (DyHKIMU
rocyapcTBa MpeCTaBISIIOT COO0H OCHOBHBIE HANPaBIICHUS AESITEIbHOCTU WIH CaMy
JesITeIbHOCTh TrocynapcTBa. OrpaHudeHHOE 4YMCIIO 0a30BBIX IMOIXOJOB IO3BOJSET
CHU3UTH CTENEHb HEONPEIEJIEHHOCTH ONMCHIBAEMOTO SBJICHUS A0 NMPUEMIIEMBIX pa-
MoOK. IIpu 3TOM OHHM HE HaXOAATCS B COCTOSHUM aHTarOHUCTUYECKOTO MPOTUBOPEUHS,
IIPEOI0JIEHHE KOTOPOro NpeACTaBiIsAeT COOOH HEBBIIOTHUMYO 3aaady. Iloka3arenbHa
B 9TOi1 CBsI3M Touka 3peHust DpHcta bepHapaa Xaaca Ha KaTeropuio «(GyHKIMA», KO-
TOPBbIM paccMaTpuBal ee MOHATHE KaK HANpaBJICHUE AEATEIbHOCTH, MOTYIIEE BbI-
3BaTh ONpPE/EICHHBIE MTOCIIEICTBU, U OJHOBPEMEHHO KaK JIeSTeIbHOCTb, HAIIPaBJICH-
HYyIO Ha BBIIIOJIHEHHUE Onpe/eneHHoi 3amaun (Haas, 1964:595).
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Henb3st otpunate Toro (akra, uto oOpaiieHue K pyHKIHUSIM rocyaapcTsa B Mo-
JUTUYECKOM paKypce MOXKET MCIIONB30BAaThCsS IS IOKA3bIBAHUS IIPEBOCXOCTBA OJTHUX
TOCYAapCTB W/WIIN TIOJIMTHYECKUX PEKUMOB TIEpe APYTUMH, UCXOISI U3 CYObEKTHBHBIX
MHTEPECOB JIMIA, OCYIIECTBISIONIETO IMOJOOHOTO poja JesATelNbHOCTh. B KauecTBe
npumepa npuseaeM noxian M.B. Crammaa B pamkax XVIII cee3ga BKII (6). B yka-
3aHHOM JIOKyMEHTE TJlaBa COBETCKOTO TOCYAapCTBa MOCTABHUI COBPEMEHHBIE KaIHTa-
JMCTUYECKHE CTPAHBI B OJUH PSJl C TOCYIapCTBAaMH paboBIIaeIbuecKoro u (heoanb-
HOT'O THIIA, JAJIS YeTr0 UM HCIIOJIb30BAJICSA TE€3UC OOLIHOCTH UX (YHKLMIl: BHYTpEeHHEH
(rmaBHOM) — NepiKaTh IKCIUTyaTHPyeMoe OOJNBITMHCTBO B IOJYMHEHUN; BHEITHEH (HE
[JIaBHOM) — pacIIUpATh TEPPUTOPUIO TOCIOJICTBYIOLIET0 Kjacca 3a CYeT JIPYIHx
CTpaH U 3allMIIaTh €€ OT BHEUIHUX I10CATraTeNbCTB. B MpoTHBOBEC 3TOMY, XapaKTepu-
3yst CCCP nepuoja nmoGesbl B HEM COLUAINCTHYECKON CUCTEMBI X03sHCTBa, JOKIaI-
YHKOM OTMEYaJIOCh TOCHOACTBO NPEACTaBUTEIEeH HApOAHBIX Macc, Kak Kiacca, 4To,
0 €ro0 MHEHHUIO, HAXOIWIIO OTpakeHue B OoJiee cripaBeUInBOM cucteMe QyHKIUH co-
BETCKOT'O TOCYAapCTBa, MPHUILIEANICH HAa CMEHY KalUTaTUCTHUECKON: QyHKIMS oXpa-
HBI COITUATMCTUIECKON COOCTBEHHOCTH OT BOPOB M PACXUTHUTENCH; PYHKIIMSI BOCHHON
3aIUThl COBETCKOTO CTPOsi; GYHKIHUS XO3IHCTBEHHO-OPTaHU3aTOPCKONW U KYJIBTYpPHO-
BOCIIUTATEIbHOM pabOThl FOCYJapCTBEHHBIX OpraHoB. Hemb3s pu 3TOM HE OTMETHUTD,
YTO JIaXKe B Cllyyae IPUMEHEHUs] TEOPUU (PYHKIUH B MOJUTUYECKUX LIEISIX OHA MOXKET
UCIIOJIb30BaThCs AJIs1 TOCYJapCTBEHHOTO TUIAHUPOBAHUS U TaKMM 00pa3oM Ipe]cTaB-
JATH peajbHOe 3HAYCHME AJIS Pa3BUTHUS CTpaHbl. B ykazaHHOM npuMepe Ha OCHOBa-
HUM BBISBICHHBIX (YHKIUM rocynapcrsa (pOpMHUpPOBAINCH OCHOBHBIE 3aJauH, CTa-
BUBIIKECS TIepe/ MapThei, MosydyaBIide KOHKPETH3AIHI0 B €€ HeMOCPEICTBEHHOM
JeSITeIbHOCTU: CUCTEMAaTHYECKU YIIy4YlIaTh COCTAB MApPTHH, NMPHOIU3UTH PYyKOBOS-
M€ OpraHbl K paboTe Ha MECTax, COBEpIICHCTBOBATH KaJPOBYIO MOJUTHUKY, pa3BHU-
BaTh MponaraHancTckyto aesrenbHoctsh (Vyshinsky, 1939:22).

Koneuno, nousitie «(yHKIHS rocyaapcTBa» (OPMHPOBAIOCH MOCTENEHHO,
3aMeHss B HEKOTOPBIX CIIydasx MOHITHUS «LEeIU» U «3a7aun» rocyaapcTa. B yactHo-
ctu, [.@. IllepuieneBny mojaraji, 4YTOo Ha OCHOBE BBISIBJIEHHBIX 3aJlay rOCyAapcTBa
MOYKHO OIIpEJIeJINTh €r0 OCHOBOIIOJIAraloIlyto Iieib. BeneactBue 3toro Heobxonu-
MOCTb PaCUIMPEHHs] KaTerOpHaIbHOTO ammnapara IpecTaBiseTcss COMHUTENbHOI (Fe-
tyukov, 2014:33-43). BmecTe ¢ TeM CyIIECTBYET, HE HAIIE/Ias ONPOBEPIKEHHUS TOY-
Ka 3peHwus, paszpensemMas, B yactHocTH, M.C. CaMoOIIeHKO, COrIacHO KOTOPOH depe3
(yHKIUM TOCyIapcTBa MOKHO JIyYIIUM 00pa3oM MOHATH TUI KOHKPETHOI'O rocyaap-
CTBa, a Takxke ero cymHoctsh (Samoshchenko, 1956:81).

Henb3st HE OTMETUTh W HAIMYUS 3HAYUTEIHHOTO YHCIIA PA3IMYHBIX KIIACCH-
¢ukanmii BUIOB (QyHKIMIA, B paMKax KOTOPHIX K TOMY € (DYHKIMHM rocyaapcTBa
HOJIBEPKEHBI YaCTOMY M3MEHEHHUIO U JonoiHeHnto. Ha ocHoBe ananu3a yueOHO u-
TepaTypsl 1o npeamMety «Teopust rocynapcTBa W IpaBa» aBTOP HPUINET K BBIBOJY,
YTO B OTEYECTBEHHOW HAayKe MOXKHO BBIIEIMTH CIEAYIOIINE YCTOSBIIMECS KPUTEPUU
KJaccuukanuu GyHKIHA rocyaapcTBa U UX o01ue, Hanboiee 4acTo BCTpedarolime-
cst BUABL: 1) ¢ TOYKH 3pEHUsI 3HAYMMOCTH KaK KPUTEPHUS: OCHOBHbIC W HEOCHOBHBIC,
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2) B IUIaHE IPOJOJKUTEIBHOCTU JEUCTBUS: IOCTOSHHBIE U BPEMEHHBIE; 3) B 3aBUCHU-
MOCTHU OT c(hepbl OCYILIECTBICHUS: BHYyTPEHHUE U BHEILIHUE; 4) C TOUYKH 3PEHUsI CO-
OMIOZIeHNs] TIPUHIIMIA pa3feNieHus BiacTeil: (pyHKIUHM 3aKOHOJATEIbHOM, MCIOIHU-
TeTHHON W Cy/IeOHOM BIACTH; 5) B 3aBUCHUMOCTH OT BHJA TOCYIapcTBa: QYHKIIMHA TOC-
yZapcTBa Kak MOJIMTHKO-TIPABOBOTO MHCTHUTYTA, (PYHKIMH OINPEEIEHHOr0 THIA Ioc-
ynapcTBa, (yHKIMN KOHKPETHOTO TOCyIapCTBa Ha OINPE/IeICHHBIII MOMEHT BPEMEHH;
6) B paMKax TEPPUTOPUHU OCYIIECTBICHUS: (GYHKLIUH IOCyIapCcTBa B 1IEJIOM U (yHK-
IIUM OTJIEJIHBIX €r0 COCTAaBHBIX YacTei; 7) ¢ MO3MLUU COLHMAILHOIO HAa3HAUCHMS:
(yHKIUM, BbIpa)Karoliie MHTEPEChl OTJENBHBIX CIIOeB 00IIecTBa, U (YHKIUH, BbIpa-
JKaloIUe WHTEPEChl BCEro OOIIECTBa B IIeJIOM; 8) B 3aBUCHMOCTH OT cdep oOre-
CTBEHHOM XM3HM: (PYHKIIMU T'OCYAApPCTBA B SKOHOMHMUYECKOM, IOJIUTUYECKOH, TyXOB-
HO-KYyJIbTYPHOH, colnanbHON cdepax KU3HM o0lecTBa; 9) B IUlaHEe MOJIUTHYECKOTO
pexxuma: QyHKIMH TOTAIUTAPHOTO TOCYAApCTBA, (PYHKIUH aBTOPHUTAPHOTO TOCyIap-
CTBa U (YHKLIMH JEMOKPAaTHYECKOTO TrocyaapcTBa. MOXKHO yTBEp)KAaTh, YTO BCE
Kiaccupukanuu (QyHKIMHA TOCyJapcTBa HE SBISIOTCS HMCUYEPIBIBAIONIMMH U 0€3-
yclI0BHBIMU. OIHAKO OHM MO3BOJISAIOT PACKPBITh PA3JIMYHBIE CTOPOHBI AESTEILHOCTH
rocy/1apcTBa U CYIIHOCTb JAHHOTO SIBICHUS.

Pa3BuBas JaHHYIO TEMaTHKy NPUMEHUTEIBHO K BOIPOCY BBIAEICHUS HOBBIX
(¢yHKIMH rocyaapcTBa, paBHO KaK M HNPUMEHHMTENIBHO K BOIPOCY OIpPEJeNIeHHUs HX
CYUIHOCTH, MHOTME aBTOPUTETHBIE HCCIIEI0BATEIN OTMEYAIOT, YTO (YHKIHUSAM TroCy-
JlapcTBa MPUCYILle TaKOE CBOMCTBO, Kak M3MEHUMBOCTh. B wactHocTH, B.E. Yupkun
yKa3bIBaeT, 4To: «DYHKIMU OIpEeNeNII0TCS. OCHOBHBIMM 33/1a4aMy I'OCyapcTBa U MO-
T'yT OBITh HEOJMHAKOBBIMU y Pa3HBIX TOCYAAPCTB, Y OJHOTO M TOTO € rOCyJapcTBa
Ha pasHbIX 3Tanax ero passutus» (Chirkin, 2007:352). M3MeH4unBOCTh QYHKIMI TOC-
ylapcTBa OOYCIIOBJIEHA CIEIYIOIMMH OCHOBOIOJATAIONIMMU (akTopaMu: 1) KOH-
KPETHO-UCTOPUUYECKUI 3Tall pa3BUTHUS FOCYAapCTBEHHO OPraHW30BaHHOIO OOLIECTBA;
2) BHYTPHIIOJIUTHYECKAs ¥ BHEUIHETIOJIMTHYECKAs 00OCTaHOBKA BOKPYT TOCYJapCTBa,
3) noHMMaHue Lelel M 3a1ad, CTOSIIUX Iepesl TOCYAapCTBOM, CO CTOPOHBI IMOJIUTHU-
YeCKOM 3JIMThI; 4) B3I Ha KIacCU(UKALMIO U IpUpOAY (YHKILHI rocynapcrsa co
CTOPOHBI HCCIIEI0BaTeNIe JAHHBIX SBJICHUM.

C yuerom ucropuueckoro onsita Poccuiickoit denepannu 1 NpUMEHUTENIBHO
K peamusaM XXI Beka aKTyaJIbHOH sBJIIETCS MOCTAaHOBKAa BOIIPOCAa O HAJIMYUU KOH-
TPOJBHOM (PYHKIIMM POCCHICKOrO rocymapcrsa B cdepe BUPTYyalbHOTO MPOCTPaH-
CTBa, II0J] KOTOPOH INpeUlaraeTcsi IOHUMaTh OCHOBHBIE HAIPABJIEHUS FOCYIapCTBEH-
HOTO KOHTpOJIA 32 MHpopMaryeil 1 HHGOPMALMOHHBIMY OTHOLICHUSIMH, UMEIOLIUMU
Mmecto B cetd «MHTepHeT». [10J00HBIH BBIBOJ MOXHO CIelaTh U O MHOTHUX HHBIX
TEXHOJIOTHUECKU-PA3BUTBIX CTPAHAX COBPEMEHHOCTH. ['OCYyHapCTBEHHBIH KOHTPOJIb
B YCJIOBUSIX CYIIECTBOBaHMS BceMHpHOI KOMIIBIOTEpPHON CETH CTOJIb BaykKeH /ISl HUX,
YTO BCE OTYETIMBEE MOXKHO YTBEPXJATh O IIEJIECOO0PAa3HOCTU €ro PacCMOTPEHUS
B BHJIE CAMOCTOSITEJILHOTO HAIPABJICHUS UX JESATEIbHOCTH, NMPEICTABIIsAS B KaueCTBe
OJHON M3 (YHKUUH, IOCTETIEHHO OTXOJs OT HAY4YHOW MO3UIMH, COTIIACHO KOTOPOM
KOHTPOJIb SIBJISETCS] UCKIIFOYUTEIBHO OOCITYKUBAIOIINM 3JIEMEHTOM CHCTEMBbI (PyHK-
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uii. B OONBIIMHCTBE COBPEMEHHBIX CTPaH CYMIECTBYIOT O(HUIIMATBHBIC JOKYMEHTBI,
KOCBEHHO, 3a4acCTyIO MPUMEHHUTEIBHO K OOLIMM BOIPOCaM KHOepOe30MmacHOCTH, MO
TBEPIKAAIONIHNE TPU3HAHNE TOCYJAapCTBEHHOTO KOHTPOJISI B BUPTYaJIbHOM IPOCTPAH-
CTBE B Ka4eCTBE CAMOCTOSATEIHHOTO HATIPABIICHHS JIESTEIbHOCTH TOCYIapCTBa, & MHBI-
MU cioBamu ero (ynknumed (Hanpumep: «JlokrtpuHa wHQOpMaMOHHON 0e30TmacHo-
ctu Poccwmiickort ®Denepanmmny, «Kubepcrpateruss CIIA», «3akoH 00 WHTEpHET-
6e3omacaoct KHP», «Ctparerust kubepoesonacHocti KaHams» u T.1M. JOKYMEHTHI)
(Kazarin, 2013:58-74).

MO>KHO OTMETHTD: YKa3aHHON (DYHKIIMHU MPUCYIIH CBOU crieliMpruecKue dep-
T, YTO BBISIBIICHO B paMKax €€ SMIUpUYecKoro aHanusa. OCHOBHas ee¢ Ielb —
o0ecrieyeHne peXMMa 3aKOHHOCTH B BUPTYaJbHOM IPOCTPAHCTBE, IMOJI KOTOPHIM
npejIaracTcsi IOHUMAaTh COBOKYITHOCTh MH(OPMALMU U OOIECTBEHHBIX OTHOIICHUH,
UMeroImuX MecTo B cetu «MHTepHeT», a Takke MHPOPMALUOHHO-TEICKOMMYHHKA-
UOHHBIX TEXHOJOTHH, C TIOMOIIBIO KOTOPBIX OCYIIECTBISIETCS JOCTYI K JIaHHOH ce-
Td. Ee XapakTepu3yloT Takue Npu3HAKH, KaK: YHUBEPCAIBHOCTh, TPAHCTPAHUYHOCTh
U TEeXHOTCHHOCTh. YHUKAJIbHAS 33/1a4a 3TOW (YHKUIUH COCTOUT B NMPOTUBOJCHCTBUU
MIPaBOHAPYUICHUSIM B BUPTYaJIbHOM HpocTpaHcTBe. Kpome TOro, eif CBOWCTBEHHBI
cneruduueckre GOpMbl OCYIECTBICHUS.

[TogBoast UTOT HACTOSIIIETO pa3zeiia, KOHCTaTHpyeM (akT JTOKa3aHHOCTH CY-
IIECTBOBAaHUSI KOHTPOJBHOM (PyHKUIMHU rocyaapcTBa B cdepe BUPTYyaIbHOTO MPO-
CTpaHCTBA.

DopMBbI OCyLIECTBJIEHUS KOHTPOJIbHOH GYHKIMHU rocy1apcTBa
B ceTu « MHTEpHET»

Bomnpockl ¢opm ocymecTBieHus (GYHKUUI TOCyIapcTBa SIBIAIOTCS OYEHBb
BaXHbIMU. B mpouutom Jleomonb Moranosuy Kack oOpaman BHIMaHue, 4TO JaHHbIE
BOIIPOCHI MPEACTABISIIOT Il OOIIECTBEHHBIX HAYK HECOMHEHHO OOJIblliee 3HAUYEHUE,
yem uM npuHsaTo npuaaBaTh (Kask, 1967:112). Bce dhopmbl ocyiiecTBiIeHUS (YHK-
M rocynapcTBa BBHICTYNAIOT TEM BHEIIHHUM BBIPQKEHHEM CYIIHOCTH IOCyJapCTBa,
KOTOpasi IpeAonpeaessieT 3aKOHOMEPHOCTH pa3BUTHS U >KU3HEAESTEIbHOCTH 3TOTO
nyOnumuHoro obpas3oBanusa. B poccuiickol IOpUAMYECKON JIUTEpaType CIOKUIOCH
noHUMaHue (GopM ocymiecTBIeHUsT (YHKIUM TocyIapcTBa KaKk BHELIHETO MpOsBIe-
HUS QYHKIIMOHUPOBAHUS TOCYJapCTBa, CIOCOOOB M CPEJICTB OCYIIECTBICHUS IPAKTHU-
YECKOM JeSATeNIbHOCTU I'OCYIapCTBa, HAIPABJIECHHON Ha peaju3aluio 1ejell rocyaap-
CTBA U pEIICHUE CTOALIMX Iepes] HUM 3aJay.

Cpenu pa3nu4HBIX croco00B Kiaccu(uKanuu GOpM OCYIIECTBICHHS (YHK-
LUK rocyJapcTBa HaM MPeACTaBIsAETCS OJHON M3 Haubosiee aKTyalbHbIX Ta, B COOT-
BETCTBHU C KOTOPOW 0a30BBIM KPUTEPUEM Ipafallid BBHICTYMAIOT CIIOCOOBI JEsTEINb-
HOCTH OPraHOB T'OCYZAapCTBa IO peaau3ally ero QyHKIi. 3a OCHOBY B3AT MOAXO]
M.U. baiiTuHa, COINIaCHO KOTOPOMY IPENJIOKEHO pa3inyaTh B paMKax yKa3aHHOHN
KJIacCH(UKAIIMN TTPaBOBbIe (POPMBI OCylIecTBIIeHUST (PYHKIMI rocyaapcTBa (CBA3aHbI
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C M3/1aHMEM HOPMATUBHBIX MPABOBBIX AKTOB M BJIEKYT IOPUIUYECKHE MOCIEICTBUS)
Y HempaBoBble (OPMBI OCYLIECTBICHUS (DYHKIUI rocyaapcTBa (3aKiI04YaroTcsl B OJ1-
HOPOJIHOHM 110 CBOMM BHEIIHMM IPHU3HAKAM JEATEIbHOCTH IOCYAAapCTBa, CBSI3aHHON
C W3JAaHUEM IOPUIMYECKUX AKTOB, HE BJIEKYIIEH 3a c000il IOpUAMYECKHX MOCIeN-
creuii) (Baytin, 1969:267-270).

YMecTHO OTMETUTh, YTO (POPMBI OCYIIECTBICHHS KOHTPOIBHOW (yHKIMU
rocyaapcTBa B cepe BUPTyaTbHOTO MPOCTPAHCTBA OTIMYAIOTCS OT U3BECTHBIX (OPM
HaJlu4ueM cBoel crenudukyu. BepHocTh JaHHOTO Te3uca 00yclloBlIeHa TeM 00CTOos-
TEJIbCTBOM, YTO I'OCYJApCTBEHHBIH KOHTPOJb B cpepe BUPTYaIbHOTO INPOCTPAHCTBA
OCYILECTBIISICTCSA HEIOCPEICTBEHHO 3a TOM MH(OpMaIei U TeMH OTHOLICHUSIMH, KO-
TOpbIE UMEIOT MECTO B ceTH «HTepHETY.

[IpumenuTensHo k Poccuiickoil ®denepauny K YUCIY OCHOBHBIX IPABOBBIX
(hopM OCYIIECTBIICHNST KOHTPOJIBHON (DYHKIIMU TOCynapcTBa B chepe BUPTYaIBHOTO
MIPOCTPAHCTBA aBTOP OTHOCHUT: 1) cO3/aHuE M BEJEHUE CIIEHUAIBHBIX TOCYIapCTBEH-
HBIX PEEeCTPOB MO OTAEIBHBIM BOIPOCaM OOECTIEYEHHUS! TOCYAapCTBEHHOTO KOHTPOJIS
32 BUPTYaJIbHBIM IIPOCTPAHCTBOM; 2) JTULEH3UPOBAHUE OTJEIIBHBIX BUJIOB ACATEIbHO-
CTH B cpepe CBS3M U MACCOBBIX KOMMYHHKAIWH; 3) OpraHnu3anusi XpaHeHUs U JJOCTY-
na K “HpopMaImu, pa3mMelieHHoi B cetu «IuTepHeT»; 4) MOHUTOPUHT BUPTYAIbHOTO
MPOCTPAHCTBA; 5) MpoBepKa COOOIIEHUH O MPAaBOHAPYIIEHUSIX, COBEPIIAEMBIX B CETH
«uTepHeT»; 6) OJIOKMpPOBKA JOCTYNa K caiiTaM, COJEpKallllM 3alpelieHHYI0 WH-
¢dopmanuo. ABTOp TakKe OINpeleNseT CIeIyIolIe OCHOBHBIE HEIPaBOBbIE (POPMBI
OCYILECTBJICHUS KOHTPOJIbHOM (DyHKIMM rocyaapcrBa B cdepe BUPTYaIbHOIO Ipo-
CTpaHCTBa B paMKax paccMoTpeHus Poccuiickoit @enepanmu: 1) pazpabotka u BHe-
peHre HH(POPMALMOHHO-TEJIEKOMMYHHKAIIMOHHBIX TEXHOJOTHHA, MPU MOMOIIA KOTO-
PBIX MOXKET MPOMCXOJUTH OTIPABICHHE KOHTPOJIHHOH (YHKLIMH POCCUHCKOTO TOCy-
JapcTBa B cepe BUPTYAIBHOTO MPOCTPAHCTBA; 2) OpraHu3anus Npo(UIaKTUIECKHX
MEPONPUATHI, HATIPABJICHHBIX HA MOBBIIICHUE NTPAaBOBOM KyJIbTYpPbI I'PaX/J1aH MIpH pa-
6ote c cerbio «MHTEepHET»; 3) MOBBIIEHHE YPOBHS NPO(eEecCHOHANIN3MA TODKHOCT-
HBIX JIMII OPraHOB TOCYJapCTBEHHOH BJIACTH, OTBEUYAIOIUX 3a PEaIM3alUI0 KOH-
TPOJIBHOW (PYHKIIMM POCCHUICKOro rocynapcrsa B cepe BUPTYalbHOTO IPOCTPaH-
cTBa; 4) co3aHue MEXIYHapOJHBIX CHUCTEM KOJUIEKTUBHOM Oe3omacHOCTH B cepe
BUPTYaJIbHOTO IIPOCTPAHCTBA. BBIBOBI ClIEIaHbl HA OCHOBE SMIIMPUYECKOT0 aHAJIN3a
pa3nu4HbIX (HOPM OCYIIECTBICHUS YKA3aHHON (QYHKIMH C TOUYKH 3PEHHS YacTOThI HC-
M0JIb30BaHUSI OpraHaMU TOCYJApCTBEHHOM BIACTH W MPEANOJaraeéMoil aBTOpOM
HACTOSIIEH CTaThU X 3(PPEKTUBHOCTH.

@dopMbl OCYLIECTBIIEHUS! KOHTPOJIbHON (QYHKIMH B cepe BUPTYaTbHOTO Mpo-
CTPaHCTBAa PEATU3YIOTCS CHEUATIM3UPOBAHHBIMU FOCYAAPCTBEHHBIMU OpraHaMM, OT-
HOCSIIIIMMUCS K UCIIOJIHUTEIbHOM BeTBU BiacTu. [IpuBenemM HECKOIBbKO COOTBETCTBY-
romux npumepos: Pockomuanzop B Poccuiickoit @eaepanun, AHb 8 CHIA, HKPCU
Ha YKpauHe. 3a4acTyio B paMKax CBOEH KOMIIETCHIIMH WHBIE UCIIOJIHUTEIbHBIE OPTaHbl
BJIACTH TaK)X€ yYacTBYIOT B KOHTpoJIe 3a nHpopmarueit B cetu. Hammpumep, B Poccuii-
ckoit deepanuu CyIECTBYET cliennanu3upoBanHoe YmpasieHue «K» mpu MBJI,
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B CIHA — IIPY u ®BP, na Ykpaune CBY. B pamkax cBoeil esATEIbHOCTH yKa3aH-
HbIE OpPTaHbl 'OCYIaPCTBEHHON BJIACTU U UX COOTBETCTBYIOIIHE MOAPA3JEICHUS OCY-
LIECTBJIAIOT MOHUTOPUHT ceTh «MIHTepHET».

[Tpu 3TOM mpakTUYecKas IMIOCKOCTh (DOPM OCYIIECTBICHUS KOHTPOIBbHOU
¢yHKIMU rocynapctsa B cepe BUPTYAITbHOTO MPOCTPAHCTBA TAKOBA, YTO OCHOBHBIE
MIOJIHOMOYMS TI0 X pPEaJu3all MOTYT JEJIETHpOBATHCS MOJKOHTPOJIBHBIM IPaBH-
TENbCTBY HEKOMMEPYECKHM OpraHM3alisIM, a HE OpraHaM rocyJapCTBEHHOM BIACTH.
Hanpuwmep, B8 KH/IP xoHTponem 3a BceMHpHO KOMITBIOTEPHOM CETHIO, @ TAKXKE €e
HallMOHAJIBHBIM aHanoroM «KBaHMeH» NpexJe BCEro 3aHUMAECTCs HEKOMMeEpYeCcKast
opranuzanus Kopeilckuii KOMIbIOTEpHBIH LIEHTp, UMEIoNIast (Priihagbl B HEKOTOPBIX
crpanax, Bkiaouas KHP, OAD, Cupuio u psa apyrux rocymapcts (Shatilina,
2018:38-45).

Baxueinryio Humy B miaHe (GOpM OCYIIECTBICHHS KOHTPOJBHON (DyHKITMU
rocyJIapcTB B cdepe BUPTYaJbHOTO MPOCTPAHCTBA 3aHUMAIOT CIIEIUAIN3UPOBAHHBIE
MIPOrPaMMBl, MO3BOJISIONIME OCYIIECTBIATh CIEAYIOIME MEPONpHUATHS: 1) OTCaeKH-
BaHME KOHTEHTA I10 33JIaHHBIM MapamMeTpam; 2) OJIOKMPOBKa JOCTYIA K 3alperieHHO-
My KOHTEHTY; 3) opraHu3anusi cOOpa KOHTEHTa 10 YCTAaHOBJIEHHBIM XapaKTepUCTH-
KaM. MOHO MPUBECTH Psii IPUMEPOB TaKUX MPOrpamM, MPUHUMAA 32 aKCHOMY, YTO
OHM CYIIECTBYIOT B TOM WJIM MHOM BHUJE MPAKTUYECKH BO BCEX Pa3BUTHIX rocyjap-
ctBax coBpemeHHoct: COPM B P®, Tempora B Benukobpurtanuu, PRISM B CIIA,
CMS u NETRA B Unauu, Titan B [lIBeruu. 3a4acTyro 0T MEXaHM3MOB BHEAPCHH,
9KCIUTyaTaIly, a Takke d3PPEKTUBHOCTH TaKHX MPOrPaMM 3aBUCUT YCIICITHOCTh BCEH
CHCTEMBI TOCYIapCTBEHHOTO KOHTPOJIS 3a ceThio «IHTepHET», 4TO 00yCIaBINBaET UX
NEPBOCTENIEHHOE 3HAUYEHUE B YKAa3aHHOM BOIPOCE, a TaKKe HEOOXOIUMOCTh KOHLIEH-
TpaLMU YCUIIUH 110 UX COBEPIIEHCTBOBAHUIO.

Htoru Hacrosiero paszena: BBISABICHBI NPABOBbIE M HEMPaBOBbIE (HOPMBI
OCYILECTBIICHUS KOHTPOJBbHON (DYHKIMM TOCyIapcTBa B cdepe BHPTYAIBHOTO MpO-
CTPAHCTBA, a TAK)KE YCTAHOBJIEHBI MOJIEJIN OTHPABJISIIOIINX UX CYOBEKTOB.

IIpo0eMbl, cBsI3aHHBbIE ¢ peau3aliell KOHTPOJIbHOM QYHKIUH
B cetu «MHTEpHET»

Heo6xo1umMocTh COBEPIICHCTBOBAHUS KOHTPOJIBHOW (DYHKIIMM TOCyAapcTBa
B cet «/HTEpHET» CBsI3aHa CO CieayrolIel r100aabHOM MpoOIeMoii: pocT MmpecTyIl-
JICHWI, COBEpIIaeMbIX C HUcIoyib30BaHueM cetu «MHTepHer». Kak cnenyer u3 cratu-
cTryeckux naHHbIX, coOpanubix CIIC «["apant», Ha Bompoc, «CrankuBaiuchk U Bl
¢ KHOepIpecTymHOCThI0?» 86 % PECIOHIEHTOB Jaj0 TONOKHTeNbHbIH oTBeT®. Co-
ri1acHo 3asBieHuto HavyanpHuka ['maBHOro ynpaBieHHs SKOHOMHUUECKOM Oe30macHo-
CTU U NpOTHUBOAEHCTBHIO Koppynuuu MB/JI Poccun, reHepan-ielTeHanTa NOJULUN

8 Cm.: opurmansueii caiit CIIC «Tapant, available at: http://forum.garant.ru/?read,4,1974918 (Accessed
03 March 2020).
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A.A. Kypaocenko, cnenanaomy B 2019-m roay, B Poccuiickoii @enepanun Kaxaoe
cebMoe TIpecTyIUIeHHe coBepmaercs mpu momomy UT-TexHomormii®. Dkcrnepramu
mo kubepoezomacHoctu Cybersecurity Ventures yreepkmaercs, uro B 2019-m romy
KHGepaTaky IPOUCXOIIITH B MUpe Kaxple 14 cexymn’.

IIpakThka nmoka3plBacT: MHOTUE COBPEMEHHBIE CTPAHbl CTAJIKUBAIOTCS C TEM,
YTO UMerIuecs B Ux apceHasie M T-uHCTpyMEHTBI 110 KOHTPOJIO 3a BUPTYalbHBIM
IIPOCTPAHCTBOM CIIMIIKOM HECOBEPIIEHHBI. B 4acTHOCTH, BBILIEYKAa3aHHOE CIIPABE.l-
JUBO I CHELMATM3UPOBAHHBIX IPOrpaMM, IO3BOJSIONIMX OCYILECTBIATh KOH-
TpOJbHBIE MeponpusTus. B kauecTBe mpuMepa MOXKHO OTMETUTh, YTO POCCHUHCKHE
IpOrpaMMBbl IO KOHTPOJIIO BUPTYAJIbHOTO MPOCTPAHCTBA, KAK U aHAJOTHUYHBIE 3apy-
OeKHbIE ITPOrPaMMBbl, HE MO3BOJSAIOT AEUIM(POBBIBATh MH(OOPMALHMIO, CO3ABAEMYIO
OIIpeJIeJIEHHBIMH CII0cO0aMM KOAMPOBaHUs, KaK, HallpuMep, CKBO3HOE IIU(pPOBaHUE,
YTO J0Ka3bIBaeT mpereaeHT ¢ mporpammoii «Telegramy (Tereshchenko, 2018:142—
161). Ha npumepe «Benukoro kuraiickoro ¢aiipBosiay OYSBHIHO, YTO JaHHAS U I10-
JOOHBIC eif IporpaMMBbl MOTYT 00XoauThesl Tipu momontu VPN-cepBucoB, 9to ObLTO
MIPOIEMOHCTPUPOBAHO OJTHUM U3 Pa3padOTUUKOB «30JI0TOTO HIUTA», MPOTPAMMHUCTOM
®an bunbcHHOM, TipH oMoy cepuca Tianhe eme B 2016-m roxy™!. Kak moxassl-
BAeT MpaKTUKa, JIB€ yKa3zaHHbIE MPOOJEMbl, MOTydeHue U (puiabTpaius/0I0KupoBKa
olpejiesIeHHON HH(pOopMaluy, SBISIOTCS HauboJlee CyIleCTBEHHbBIMU B pacCMaTpUBa-
eMoM Borpoce. IIpy 3TOM NMOMNBITKH MX PELIeHHUs, JIeXKAIUe B MJIOCKOCTH CO3JaHUs
U BHEJIpEeHUs 0osiee COBEPIICHHBIX TEXHOJIOTUH, TPEOYIOT 3HAUUTENbHBIX (PUHAHCO-
BBIX 3aTpar. OO omnpeieleHHbIX TPeHIaX B JaHHOM obsiacTu OyAeT CKa3aHo B Cleny-
IOLIEM pa3Jiesie UCCIIEOBAHNUS.

TpaguumoHHBINA Ui JTI0OOT0 TOCYJapcTBa CIOCO0 pearpoBaHUs Ha MPaBO-
HapylIeHUsT — MPHUBJICYEHHE K OTBETCTBEHHOCTH BHUHOBHBIX JIMI IPUMEHUTEIBHO
K HapyLIeHUsIM B ceTu «HTepHeT» CyIIecCTBEHHBIM 00pa3oM 3aTpyAHEH, IOCKOIbKY
COBPEMEHHBIE TEXHOJOTMH IO3BOJIAIOT AaHOHMMHO COBEpIIATH MPAaBOHAPYILEHUS,
HAaXoJfICh B JIIOOOM TOYKE 3€MHOrO Ilapa, BKIOYas TaKUe JIOKALUH, Ha KOTOPBIX
OIIpeJIeJIeHHbIE AESHUS HE SBIAIOTCS HaKa3yeMbIMHU, B OTJIIMYHME OT 3aKOHO/1ATENIbCTBA
TeX CTpaH, I7ie OHU (pakTHUECKH coBepIuarorcs uepe3 «BcemupHyro nmaytuny». Pe-
IaTh 3Ty MPOOJIEMY, B YaCTHOCTH, MBITAIOTCS TOCPEACTBOM BBHICTPAUBAHUS CHCTEMBbI
MEXYHapOJHOIO COTPYAHWYECTBA M YHU(UKALNU 3aKOHO/AATENILCTBA B chepe Impo-
TUBOJIECUCTBUS MPABOHAPYLIECHUSIM B BUPTYaJbHOM IMPOCTPAHCTBE M KOHTPOJS HaL
HuM. Ha MHOrocropoHHem ypoBHe B KauecTBe NpuMepa MokHO npusectu 108-10
Kounennuto Coseta EBpormbl, Ha OByXCcTOpoHHEM ypoBHe — cornamenue 2015-ro
roga mexnay Poccuiickoit @eneparueit 1 KHP 06 obecneuennn nHboOpManmoHHOH

9 Cm.: opunmansseii caiit MBI Poccuu, available at: https://xn--blaew.xn--plai/news/item/19087056 (Ac-
cessed 03 March 2020).

10Cm.: odpunmaneubii caiit ®IYII PAMU «PUA HOBOCTH», available at: https:/ria.ru/20190522/
1554794105.html (Accessed 03 March 2020).

1 Cwm.: opuumanbHeli caiit rasetsl «Bemomoctuy», available at: https://www.vedomosti.ru/opinion/articles/
2018/04/25/767754-kak-ustroen-faeirvol (Accessed 03 March 2020).

LAW AND DIGITAL TECHNOLOGIES 651


https://мвд.рф/news/item/19087056
https://ria.ru/20190522/1554794105.html
https://ria.ru/20190522/1554794105.html
https://www.vedomosti.ru/opinion/articles/2018/04/25/767754-kak-ustroen-faeirvol
https://www.vedomosti.ru/opinion/articles/2018/04/25/767754-kak-ustroen-faeirvol

CrpykoB K.B. Becmuux PY/[H. Cepus: FOpuouueckue nayxu. 2020. T. 24. Ne 3. 629-657

6e3onmacHoctu. [Ipu 3TOM mpexacTaBisercsi, YTO HEKOTOpBIE CTPaHbl, B 4aCTHOCTH
Poccuiickas ®enepauns, MOy Obl IPOABUHYTHCS B PELICHUN O3HAYEHHOU Mpoouie-
MBI TIOCPEICTBOM CO3/IaHUSI KOHTPOJIMPYEMBIX HEKOMMEPUYECKUX OPraHU3alUil MeX-
JTYHApOJHOTO XapakTepa M CeTH UX (PUIMAJIOB B MHOCTPAHHBIX IOPHCIAMKIMAX, OCY-
LIECTBIIAIOIMX MOHUTOPUHI BUPTYaJbHOI'O IPOCTPAHCTBA M PEAarupyrolux Ha Ipa-
BOHAPYILIEHUS, 3aTparuBarolie HAllMOHAIbHBIE HHTEPECHI, CO3JABLIEr0 UX rocyaap-
CTBa, C YYETOM CIEIU(HUKN 3aKOHOAATENbCTBA TeX CTPaH, B KOTOPBIX OHU MPHUCYT-
CTBYIOT, BKJIIOYas Mepbl IPaBOBOTO PEArMpoBaHUs (HANpUMep Iojladya 3asiBJICHUH
B MPaBOOXPAHUTENBHBIE OpraHbl MHOCTPAaHHBIX rocynapcts). [locpeacTBom obie-
CTBEHHBIX OpPraHU3alMi MOXKHO pelllaTh HE TOJIbKO MPOOIeMy MPUBIEUCHHS K OTBET-
CTBEHHOCTHU 3a IpaBOHApyIleHUs B ceTu «VHTepHeT», HO M NpoOIeMy yIydIleHHs
«MH(GOPMALIMOHHOM 3KOJOIMM» B BUPTYaIbHOM IPOCTPAHCTBE, a TAK)KE NPABOBOTO
U KyJBTYpHOTO IPOCBELICHUS B HEM, IOCPEICTBOM OCTaBJIEHHUS COOTBETCTBYIOIUX
KOMMEHTapHeB B COLMAIBHBIX CETSIX M MHBIMH CXOXKUMH CHOCO0aMH, 4eMy B HACTO-
sIIee BpeMs yaenseTcs HeIOCTaTOYHO OOJbIIOe BHUMAHHUE.

VYcunenue rocyJapcTBEHHOTO MPUCYTCTBUS B BUPTYaJIbHOM IPOCTPAHCTBE —
Ba)KHAs YacTh pPa3BUTHSA HH(DOPMAIMOHHOTO OOIIECTBA, ITOCKOJBKY OOECIiedeHre
HAIIMOHAJILHBIX WHTEPECOB MpECTaBisieTcss 03 3TOro oueHb CIOKHOW 3amaueil. Ha
JTAHHOM IIyTU CYILECTBEHHAsl MpobeMa — peryTallMOHHbIE PUCKH I'OCYIapCTBa, CBS-
3aHHbIE C YCWJIEHHEM I'OCYAapCTBEHHOIO KOHTpous B cetu «MHTepHeT». JIroboe rocy-
JapCcTBO, NO3UIMOHUPYIOILEe ceOsl B KaUeCTBE MIPABOBOTO, BHIHYKJICHO OallaHCUPOBATh
MEXKYy OXPAHUTEIBLHOM MOJIMTUKOM, HAIPaBJIEHHON HAa BBEJEHHE KOHTPOJBHBIX OIpa-
HUYCHUH, 1 THUOepaIbHON MOJUTHKOM, MPECTaBISIONICH IpakaaHaM ONpEIeICHHYTO
CTETIeHb CaMOCTOSITEILHOCTH TIPU PeaTU3allii UMHU CBOMX IPaB U CBOOOJ B KOHTEKCTE
UH(OPMALIMOHHBIX OTHOLICHWH, BO3HHKaouMx B cetu «MHTepHer». Kpome Toro, u3
BBILICONMCAHHOTO CIIEAYET, YTO B Clydae ci1ab0 OOOCHOBAaHHOTO KpeHa B CTOPOHY
«OXPAHUTEJILHOW MOJIMTUKW» TOCYJApCTBO PUCKYET CBOEW peryTanueld B KauecTBE
«aeMokpaTuyeckoroy». IlpuHsTHe HOPMATUBHBIX MPABOBBIX aKTOB, KAKUM-IIHOO 00Opa-
30M OTrPaHUYMBAIOLIMX BO3MOKHOCTH T0JIb30BaTesiell BceMupHOil KOMITBIOTEpHOM ce-
TH, MOT'YT BCTPETUTH OCY’KAEHHE CO CTOPOHBI: 1) mpeacraBuTeNell rpakaaHCKOro 00-
IIeCTBA 2) MHOCTPAHHBIX TOCYIApCTB 3) MEXIyHapOJHbIX OpraHusauuii. B Bune mnpu-
Mepa MoJ00HOH cUTyaluy, IIPH KOTOPOH Ha TpeX yKa3aHHBIX YPOBHSX I'OCYAapCTBO,
MPUMEHHUBILEE CTPOTHE MEpbl KOHTPOJS OTHOCUTEIHHO c(epbl BUPTYaJbHOIO MPO-
CTPAHCTBA, IIOHECIIO PEIlyTALMOHHBIN yIepO, MOKHO 03BYYUTh CKaHJANI C pazolade-
HUSIMH, CJISTaHHBIMHU ObIBIIUM coTpyaHukoM [[PY Oaapnom ChHoynenom B 2013-M
roay. Pasrmamennsie um cBeneHust o0 amepukaHckoil mporpamme PRISM, a Taxoke
0 HEKOTOPBIX MHBIX MEPONPUATHAIX 3aMaHbIX CIELCITY>K0, HalpaBlIeHHbIX Ha o0ecre-
YeHUEe KOHTPOJs 3a oOMeHoM HH(popmanumei, mpoucxozpsmeM B cetu «MHTepHET»,
IPUBEJIO K MIMPOKOMY OOIIECTBEHHOMY PE30HAHCY M MOBJIMSIO HAa MOJIUTHYECKHN 00-
pa3 CIIA kak OeMOKpaTU4ecKOro TrocynapcTBa, CIIOCOOHOTO IMOMICPKUBATH CBOIO
HALMOHAJIbHYI0 0€30MacHOCTh U IPH 3TOM HE3bI0NeMO COOJIIOAATh MpaBa YeIoBeKa
(Gazizov, 2013: 24-40). Ilo HamieMy MHEHHIO, BBIIICYKa3aHHBII CKaHAANl, a PaBHO
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aHAJIOTHYHBIE CIy4al, MOXKHO OINHUCATh TaKUM TEPMHUHOM, Kak 3¢ ekt CHOyaeHay:
CHUTYyalysl, Korja IyOIn4Hoe COO0IeHHe 00 yCUIIEHUU IOCyJapCTBEHHOTO KOHTPOJIA 3a
YACTHOM JKU3HBIO IpaXkJaH B ceTH «VIHTEpHET» BOCIIPUHUMAETCS CO CTOPOHBI MOCIE/-
HUX KaK HapylIeHHE UX KOHCTUTYLMOHHBIX IIPAB, YTO BEJET K POCTY MPOTECTHOM aK-
THUBHOCTH U CHIDKCHHUIO YPOBHS OOIIECTBEHHOTO JOBEpHsI TOCyIapcTBy. B memom cum-
TaeM, 4TO B COBPEMEHHBIX YCIIOBHSX MPABO Ha HENPUKOCHOBEHHOCTh YACTHOM >KHU3HU
JIOJDKHO CYIIIECTBOBATh MPHU YCIOBUHM O0ECTICUeHHs AOCTYTA JTODKHOCTHBIX JIMI Opra-
HOB T'OCYJAPCTBEHHOM BJIACTH K CO3/1aBacMOU IOJIb30BaTeNsIMU ceTH «HTepHET» HH-
(dopmary, Npu yCIOBUU HEIOIYIIEHHs MPOM3BOJIBHOIO MCIOJIb30BaHMS TAKOM WH-
(dopmaryy, B TOM 4UCIIE € LENbIO €€ MyOIMYHON OrJIacKH. DTO MO3BOJIUT CYILIECTBEHHO
HOBBICUTH YPOBEHb HHPOPMAIIMOHHON O6e30macHOCTH. [Ipu 3TOM BaskHO NpuiaBaTh Jje-
TUTUMHOCTH IPUHUMAEMbIM PEIICHUSIM.

Nmeercss mpobiema BOBJIEYEHHSI TPAXJAHCKOTO OOIIECTBA B MPOLECC KOH-
Tpois 3a cetblo «MHTepHeT». ClleqyeT KOHCTaTHpOBaTh, YTO B COBPEMEHHOM MHpE
CYUIECTBYIOT OOIIECTBEHHBIE OPTaHU3AIUH, JIESTEILHOCTh KOTOPBIX COCTOUT B BBISB-
JICHUM NpaBOHApYLIEHUH B ceTu «VHTepHET» MOCPEeICTBOM MOHUTOPUHIA COJEpKa-
mieiicst B Helt mHpopmaru. Hanmpumep, Ha 6a3e OOmecTBeHHOM manatel Poccuiickoit
®denepanu Co31aH MOHMTOPUHIOBBIN LEeHTp «be3zonacHocTts 2.0», mpsimas 3aaada
KOTOpPOTr0, — MOHUTOPUHT BceMUpHON KOMIBIOTEPHON CETH Ha MPEAMET BBISBICHUS
caiiToB, cozieprKalluX 3aMlpelleHHy0 HHPOPMALIUIO, C TOCIEIYIOUIMM COOOLICHUEM O
Hux B PockomHuansop. Ilepuonudecku ycTpauBarOTCss MOHUTOPUHIOBBIE PEUIBI U CO
CTOPOHBI OOIIECTBEHHBIX ManmaT cyObekToB Poccmiickoit deneparuul?. Cxoxue 10
CBOMM 3aJ]lauaM OpraHU3aliy CYLIECTBYIOT U B Apyrux crpaHax. Hampumep, B Benu-
KoOputanun ectb opranmzamus «llamupyc», koTopas TpPOBOAMT HWHTEPHET-
MOHHUTOPUHT C LIEJIbIO 3aKPBITUS CAlTOB, MPONAraHIuPYOLUINX CYULHUIbI, a TAKKE Op-
rannzanus «VHTepHeT-HaOM0IeHHe», KOTOpasi 3aHUMAEeTCsST MOHUTOPHHIOM CETH Ha
NpeaAMEeT BBISBICHUS CATOB, COAEpKAUIMX WH(POPMALUIO SKCTPEMHUCTCKOM Harpas-
nenHoctu. B Kanane nmopoOHy0 1eSTEIbHOCTh OCYLIECTBIISIET HEKOMMEpUECKast op-
raausanys noj HasBaHueM KaHanckuil neHTp mo 3amure aeredl. OpraHusanus, 3a-
HUMAIOILIasicss MOHUTOPUHIOM BHUPTYaJIbHOI'O NPOCTPAHCTBA Ul OOECIEYEeHUs WH-
(dhopmanmonnoit 6e3omacuoctu, ectb B KHP: Accoumanus kubepbesonacHoctu Ku-
Tas. B ycnoBusx rio0anuzanuy HEKOTOpPble OpraHU3aluy, OCYLIECTBIISIONE MOHHU-
TOPUHT BUPTYaAJILHOTO MPOCTPAHCTBA, HOCAT XapaKkTep MeXIyHapoaHbIX. B kauecTse
npumepa Moxuo npuBectd NetBlocks. C touku 3penust cdepbl KOHTpOIsT BCe He-
KOMMEpUECKHEe OpraHu3allMd MOKHO pa3/eiIuTh Ha JBa TUMa: 1) opraHu3anuu, OCy-
LIECTBJIAIOIIME MOHUTOPUHI BUPTYaAJIbHOTO MPOCTPAHCTBA C LEJIbIO PECEUEHUs JII0-
00lf IPOTUBOIPABHOW AESATENBHOCTH; 2) OpraHU3alll{, OCYIIECTBISAIOLINE MOHUTO-
PUHT BUPTYaJIbHOI'O IIPOCTPAHCTBA C LEJIBIO NPECEUEHUSI CTPOTO ONPENEICHHBIX BH-

12 Cm.: odpunmansHelif caift O6mectsenHoi IManatel Poccuiickoit ®enepanuu, available at: https://www.oprf.
ru/ru/press/news/2017/newsitem/42692?PHPSESSID=m1v88m9fnerk651ud8g73pfl95 (Accessed 03 March
2020).
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JIOB IIPOTHBOIIPABHOW NEATEIbHOCTH (HampuMmep, AeTcKas NmopHorpadus, UHTEPHET-
MOIICHHUYECTBO, HE3aKOHHBI O0OPOT HAPKOTUYECKUX CPEICTB U IICUXOTPOIHBIX
BEIIECTB).

CymiecTByeT HECKOJBKO CIEIMATIbHBIX MpobieM B maHHOM cdepe. Ilpexne
BCETO MOXKHO MPEIIOI0KHTh, YTO MPEICTABUTEIIN HEKOMMEPUYECKUX OpTaHU3aui He
MOTYT 00JIaaTh TE€M JK€ YPOBHEM KOMIIETEHTHOCTH, YTO U TOCYIAPCTBEHHBIE CITy-
XKarye, a 3TO CocOOHO MPUBOJUTH K OMIMOKAM IMPU MPaBOBOM OlIEHKE KOHKPETHBIX
00CTOSITENCTB, HU3KOM 3((HEKTUBHOCTH paboThl. B KauecTBe KOHTpapryMeHTOB
MOYXHO OTMETHUTb, YTO HEKOMMEPUECKHE OpPraHU3alMM 3a4acTyl0 He 00JalaloT TeM
e IIMPOKUM IEepevyHEeM IOJIHOMOUUH, YTO U JOJKHOCTHBIE JIMIA OPraHOB rocyap-
CTBEHHOM BJIACTH, a HEXBATKY MPO(PECCUOHATIBHBIX HABBIKOB MOKHO PELIUTH MOCPEI-
CTBOM OpIaHU3alMM COOTBETCTBYIOIIMX KYypCOB MOBBILICHUS KBanupukauuu. Jpyras
mpobiemMa HOCUT OoJbIlle akaJeMHuecKuil xapaktep. OHa COCTOMT B TOM, YTO, IIO
MHEHHIO HEKOTOPBIX HCCIIEZOBATeNe, MHCTUTYTBHl TPa)KAAHCKOTO OOIIeCTBa HE
JOJDKHBI CO3/1aBaThCs CO CTOPOHBI TOCYAAPCTBA, MOCKOJBKY 3TO MPOTUBOPEUUT HUX
CYTH M B TaKOM CITyyae OHH IEPECTAIOT BBIPAXKATh «HAPOJHYIO BOMO». OTHAKO MOXK-
HO TPEUIOKUTh abTEPHATUBHYIO KOHIEMINIO T'PakJaHCKOTO OOIIECTBa, KOTOPYIO
aBTOpP YCJIOBHO MMEHYET rocyapcTBeHHON. C TOUKHM 3peHMs paliOHAIBHOIO MOJIXO0-
Jla U B paMKax LeJIM, COCTOSIIIEH B 00eCIeueHUN pexXuMa 3aKOHHOCTU B BUPTYaIbHOM
NPOCTpaHCTBE, (UHAHCOBas (B YaCTHOCTH, TPaHJIbl, CYOCHINH), OpraHU3allMOHHAs,
aJIMUHUCTpaTHUBHAs!, MEJUIHas MOJJepKKa OOIECTBEHHBIX OpraHU3alMi co CTOpO-
HBl TOCYJJapCTBa — BEChbMa PACIpPOCTPAHEHHOE SIBJIIEHHUE, IIPUMEPbI KOTOPOTO HEO-
HOKpAaTHO TPHUBOJATCA B HacTosiei crathe. CrenyeT MpU3HATh, YTO TOCYAAPCTBO
MOXET CO3/[aBaTh/y4yacTBOBaTh B IPOIECCE CO3MaHUS, HYXKHBIX €My WHCTUTYTOB
IpaXJaHCKOTO OOIIECTBa, OMUPAsACh Ha JIOSIIBHO HACTPOEHHBIX IO OTHOIICHUIO
K HEMY IpeCTaBUTENeH conrnyMa, a co3JaHHble/(DyHKIMOHUPYIOIIHE TAKUM 00pa3oM
HEKOMMEpPYECKHE OpraHM3allii HE BBINAJAIOT aBTOMATUYECKUA U3 OPOMTHI rpa)iaH-
CKOT0 00IIeCTBa, MOCKOJbKY, BBIIOJIHSAS COLUAIBHBIN 3aKa3 rOCyJapcTBa, 3a4acTyro
CIOCOOHBI OTpa)kaTh MHTEPECHl I'pak[JaH, PaBHO Kak U (OPMHUPOBATHCS Ha J100po-
BOJIbHOM OCHOBE CO CTOPOHBI IOCJIEAHUX, HILA IPU 3TOM Ha ONpPE/EJICHHOM 3Tarle
CBOEI'0 pa3BUTHA MOAJCPKKY Yy MyOIMYHOM BIAcTU Ui JTOCTHXKEHUS CBOMX LieJIEH.
C yuerom s3Toro mpobiieMy 3¢ (HEeKTUBHOCTH HEKOMMEPUECKUX OpPraHU3alui, MPOBO-
JIIUX MOHUTOPUHI ceTh «MHTepHET», MOKHO PELIUTh MOCPEICTBOM HPUMEHEHHS
BBIIIEYKa3aHHBIX ()OPM HX MOJAEPKKH CO CTOPOHBI TOCY1apCTBa.

OTMeTuM clenyromue UTOTM HACTOSILIETO paszena. BbIBIEHbI OCHOBHBIE
poOJIeMbl, CBSI3aHHBIC C pealn3alueil KOHTPOIbHOH QyHKIMH B ceTu «MHTepHEeT»:
AKTHUBHBIM pOCT MpaBOHAPYLIEHH, COBEpLIAEMbIX C UCIOJb30BaHuEM cetu «lHTep-
HET»; HECOBEPIIIEHCTBO MEXaHMU3MOB U TEXHOJIOTHI KOHTPOJIS B chepe BUPTYaTbHOTO
INPOCTPAHCTBA; POCT OOIIECTBEHHOTO HEIOBOJIbCTBA, CBA3AHHOTO YCHJICHHEM TOCY-
JApPCTBEHHOTO KOHTPOJS B ceTu «VHTepHET»; TPYJHOCTH MPUBJICUEHHUS] HHCTUTYTOB
IpakJaHCKOT0 O0IIECTBA K IPOLIECCY OTIPABICHUs KOHTPOIIA B ceTu «IHTepHEeT».
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IIporno3upoBanue pasBuTUs QYHKIHMH rOCyIaAPCTBA B 00J1aCTH KOHTP OIS
3a ceTbl0 «HTEpHET»

B HOBelmen nctopun oTnpaBHas TOYKA TPEHJIa HAa YCUJIIEHHWE TOCYIapCTBEH-
HOTO KOHTpOJIsI B cetn «MHTepHeT» MMeeT MecTo yxke B camoMm Hadanme XX| Beka,
YTO, IO HalleMy MHeHUI0, cBsA3aHo ¢ CIIA, n BelpaxaeTcs B IPUHATHH aIMUHUCTpA-
mueit Jxopmka byma «Ilarpuorndeckoro akra» 2001 roma kak oTBeTa Ha COOBITHS
«9/11». JlaHHOW TIPaKTHKH MPHUIEPKUBAIOTCS M MHOTHE JPYTHe CTPAHbI, HAIIPUMED
Poccuiickas @enepauus u KHP. Ilonaraem, uto ¢ yuerom Bo3pacratouieit poiu Bee-
MHUPHOH KOMIIBIOTEPHOI ceTH B MH(OPMAILIMOHHOM OOIIECTBE, a TAKIKE aKTyaJIbHOCTH
UCXOJIAIIUX OT Hee yrpo3 B Omukaifiue necsaTuiaeTus OyJeT NPOUCXOAUTh YCUIEHUE
KOHTPOJIbHOM (PyHKIIMU TOCyAapcTBa B cpepe BUPTYaIbHOIO IIPOCTPAHCTBA.

Hecmotps Ha Gonbiime ¢uHAHCOBBIE 3aTpathbl, OyIyT UMETh MECTO 3HAYU-
TEJIbHBIE OIO/KETHBIE BIIOKEHHS B pa3pabOTKy MpOrpamm, MO3BOJISIOMINX OCYIIECTB-
JSITh Pean3aluio KOHTPOJIbHOW (YHKIMH B BUPTYaJbHOM MPOCTpaHCTBE. JaHHBIH
nporecc OyIeT TECHO CBSI3aH C BONPOCAMHU 00eCHeueHHs TOCYIapCTBEHHOTO CyBepe-
Hurera B cetu «MHTepueT». [logaraem, 4To MHOTHE CTpaHBI IPSAMO OOSHKYT TOAKOH-
TPOJIBHBIX UM CyOBEKTOB yCTAHABJIMBATh BBIIICYKA3aHHBIE MPOTPAMMBbl Ha TaKETHI
U uHoe 000pyAoBaHue, odecrieunBatolee 10CTyn K cetu. [IpumenurensHo k Poccuii-
ckoit denepanyu nogoOHas Mepa BO3MOXHA B paMKax peanu3anuu nojoxeHuin de-
JnepanbHoro 3akoHa ot 02.12.2019 Ne 425-®3 «O BHeceHMM U3MEHEHHUsS B CTaThio 4
3akona Poccuiickoit denepanun “O 3amure npaB noTpedUTenei”», KOTOPhIM Mpe-
nuchIBaeTcsi o0s3aTeNbHast peiBapuTeIbHas ycTaHoBKa poccuiickoro I1O Ha ramxke-
Thl, pealu3yeMble B paMKaXx JI0rOBOPOB KYIUIM-IIPOAAKU Ha Tepputopuu Poccuiickoit
deneparyn, COrJIaCHO MEPEUHIO, YTBEPKIAEMOMY CO CTOPOHBI BiacTeil. B mogoOHbIi
nepeveHb BIOJIHE BO3MOXKHO BKIIIOUEHHE M yKa3aHHBIX mporpaMMm. B Haunbonee paau-
KaJIbHBIX CIIy4asx OyIyT UMETh MECTO MOMBITKU 00ECIeYeHHs MOJTHON NOIKOHTPOJIb-
HOCTU CBOET0 BHUPTYaJbHOI'O MPOCTPAHCTBA MM NO KpailHEH Mepe aBTOHOMHOCTH
«HAIMOHAJILHOI'O HHTEPHETa» OT BHEILIHEH CeTH, KaK 3TO ceiyac umeet mecto B Poc-
cuiickoil denepannn B paMKax «3aKOHA O CYyBEpEHHOM MHTEpHeTe», a Takxke B KHP,
rae npuctanbHo usydaercs onslT KH/IP B ykasanHom Bompoce. IIpuBenem u unble
npumepsl: B MbsiHME 10CTyn B ceTh «VHTepHET» BO3MOMKEH TOJIBKO B JIUIICH3UpYe-
MBIX «HMHTEpHET-Ka(e», KOHTPOIMPYEMBIX IPAaBUTENBCTBOM; B TypKMEHHCTaHE BO
BCEHl CTpaHe CyLIECTBYET TOJIKO OAMH Pa3pelleHHbI NpoBaiiiep, MOAKOHTPOIbHBIN
rocyaapctBy (Dashyan, 2007:288).

B nanHO# cBA3M OyneT pa3BUBATHCS TEHAEHIMS, COCTOSILAS B YBEIHUCHUU
nepeuHs 00s13aHHOCTeH MH(GOPMAIIMOHHBIX OCPEAHUKOB, CBI3aHHBIX C 00eCIIeUeH -
€M BO3MOXKHOCTH OTIIPaBJIE€HUS TOCYJapCTBEHHOIO KOHTpois B cetu «MHTepHEeT»
U YCTaHOBJICHUS PeXHMMa 3aKOHHOCTH B BHUPTYaJbHOM IPOCTPAHCTBE, a TAKXKe YXKe-
CTOYAThCSl OTBETCTBEHHOCTh 3a MX HEUCIOJHEHHE. B kauecTBe mpumepa NpuBeIeM
3akoHozgarensecTBo EC. B 2019-m roxy momyumnia ono6penue Jupekrusa EBpomneii-
ckoro napiaamenTta 1 CoBeta 00 aBTOPCKOM IIpaBe U CMEXHBIX IpaBax B paMKax e/u-
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HOTO IU(POBOTO pPHIHKA, B KOTOPOW MMeeTcs CTaThsi 13, MoJy4wBIIAsh Ha3BaHUE
«punbTp 3arpy3ok» H TMpeaycMaTpuUBaronias OOSI3aHHOCTH BIIAJCIBICB OHJIAKH-
m1atGopM ycTaHABIMBATh MPOTpaMMHBIE (DHIBTPHI, 00ECIIEYMBAIOIINE IPEIOTBPA-
IICHHE HAPYIICHUN aBTOPCKUX MpaB B ceTH «MHTepHeT». [IpuMeuarensHo, 4TO AaH-
Has CTaThs CTaja OJHOM M3 HanboJee CIIOPHBIX B YKAa3aHHOM JOKYMEHTE, HapsIy CO
ctatbeil 11, momyuuBIIel Ha3BaHUE «HAIOT HAa CCBHUIKM» (3aKpeIisieT 00sM3aHHOCTD
WHTEPHET-TUIATQOPM IUIATUTh OTYHCICHUS WM3JAHHSIM 3a IIUTHPOBAHHE MX MaTepHa-
aoB) (Eremenko, 2019: 9-22).

Kak cneyncTBue, Hen30e:KHa TCHICHIIUS IEPUOUUECKON KPUTHKH TOCYAapCTB
CO CTOpPOHBI MoJIb30BaTeNel cetu «VIHTepHeT», paBHO KaK M POCT MX HEJOBOJHCTBA B
CBSI3M C y)KECTOYCHHEM KOHTPOJIS B BUPTYaIbHOM IpocTpaHcTBe. CTpaHbl 9acTo Oy-
nyT crankuBarbes ¢ «Opdexkrom CHoyneHa». Permenue npoGieMbl BO3MOXKHO IIO-
CPEICTBOM BhICTpauBaHus 3(PPEKTUBHON CUCTEMBI paOOTHI C OOIIECTBEHHBIM MHECHH-
€M, HampaBJIeHHON Ha (POPMHUPOBAHHUE MTOZUIMU O HEOOXOIUMOCTH TOCYJAPCTBEHHOTO
KOHTpPOJIS B ceTH «VHTepHET» ¢ TOUKH 3pEHUS] HHTEPECOB HE TOJIBKO TOCY/IapCcTBa, HO
u obmectBa (Strukov, 2016:142-144).

Ha ypoBHE MEXrocyIapCTBEHHOTO B3aUMOICWCTBUS M TEOMOJIUTHYECKUX
00BbETMHEHUH OYIET YKPEIUIITHCS COTPYTHHYECTBO U MPOUCXOIUTh YHU(DHUKAIINS 3a-
KOHOJIAaTEIbCTBA B 00JIACTH MPOTHBOICHCTBUS IIPAaBOHAPYILICHUSM C HCIIOIb30BAaHHEM
UH(POPMAITMOHHO-TEIICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHIA.

Kak 0Tronocok BblIlIeyKa3aHHBIX BOIPOCOB, BO3MOXKHO, YTO IOCTEIIEHHO OY-
JIET BBICTPAMBATLCS CHCTEMAa HEKOMMEPYECKUX OpraHU3alluii, y4aCTBYIOLIMX B MOHH-
TopuHre BcemMupHOil KoMIblOTepHOH ceTu. [laHHas cucTeMa JOJDKHA BKIIOYATh
B TOM YHCJIE ¥ MEKTOCYIapCTBEHHBIH aCMEeKT. DTO MOXKET BBIPAXKATHCS B POCTE YHCIIA
MEXYHApOJIHBIX OpraHW3alui, W3HAYaJbHO CO3JAaHHBIX Ha 0a3e OJHOM WM He-
CKOJIKUX CTpaH, KOTOpble OyIyT 3aHMMAaThCsl YKa3aHHOM JesTeIbHOCTHIO Ha TOCTO-
sTHHOW ocHOBE. C ApYyroil CTOPOHBI, BO3MOXKHO IMOSIBIICHHE HEKOMMEPUECKUX OpraHH-
3alyid, BBICTYTAIOMINX 3a CBOOOMY ceTH «IHTepHEeT» OT rocyJapCTBEHHOTO KOHTPOJIS
1 obecrieueHne «MHPOPMAIMOHHOMN 3KOJIOTUH», YTO MOXKET, B YaCTHOCTH, MCIIOIH30-
BaThCs ISl BOCIIPEIISITCTBOBAHMS TPOIIECCY Pa3BUTHUS CTPAH MX KOHKYPEHTaMH, a TaK-
K€ YBEIUUCHHS UX PEIyTALMOHHBIX M3JIEPIKEK MPU YCHICHHU TAKOTO KOHTPOJIS TO-
cpencTBOM (OPMHUPOBaHKS B HUX HETaTHBHOTO OOIIeCTBEHHOro MHeHus (Strukov,
2016:267-270).

Takum 00pa3oM, B HACTOSILEM pa3Jieie JaH MPOTHO3 Pa3BUTH KOHTPOJIBHOM
¢yHKIMU rocynapcTtBa B cepe BUPTYaIbHOTO MPOCTPAHCTBA, KOTOPBIH MO OOBEK-
TUBHBIM NPUYUHAM MPOUCXOIUT B HATIPABICHUH €€ YCHIICHHUSI.

3ak/o4yeHue
KonTponbnas ¢yHkuus B chepe BUPTYyaTbHOTO MPOCTPAHCTBA — JTAHHOCTb,

CYIIECTBYIOIAs 711 BCEX CHIIBHBIX U TEXHOJOTHYECKH Pa3BUTHIX TOCYAapPCTB COBpE-
MeHHOCTH. Ee mosiBienne — oTBeT Ha riobanbHbie mpobiaembl XXI Beka, pemeHue
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KOTOPBIX TpeOyeT rocyAapCTBEHHOTO TMPHCYTCTBUS M YCWJICHHUS KOHTPOJS B CETH
«uTepHery». Kak cnencTBrue ykazaHHOW (QyHKIMM NPUCYIIH XapaKTepHbIC TIPU3HAKH,
nens 1 (GopMBI ocylecTBiIeHus. [Iporecc ee pa3BUTHS CONPOBOKAACTCS MpodiiemMa-
MU, OJIHA U3 KOTOPBIX — HEOOXOJMMOCTh TOCTOSIHHOTO COBEPIICHCTBOBAHUS HH-
(OpMaIOHHO-TEJICKOMMYHHUKAIIHOHHBIX TEXHOJIOTHH IJISi OTHPAaBIICHHS KOHTPOJIb-
HOH JeATeNIbHOCTH, YTO TpeOyeT 3HAYMTENBHBIX 3aTpaT. B memoM i mpegoTBparie-
HUS yTpo3 WHPOPMAITMOHHON OE30MMaCHOCTH TOCYAapCTBY HEOOXOIMMO YKECTOYATh
KOHTPOJIb B Chepe BUPTYAITBHOTO MPOCTpaHCTBA. [IpH 3TOM ycuieHue rocy1apcTBeH-
HOT'O KOHTPOJISI B ceTH «IHTepHeT» 3a4acTyl0 HEraTUBHO BOCIIPUHHMAETCS CO CTOPO-
HBI OOIIECTBA, B CBSI3M C YEM CYILECTBYET 3alpoC Ha JIOTOJIHUTEIbHBIC MEXaHU3MBI
JIETUTUMAIIMH TOCYAapCTBEHHO-BIACTHBIX PELICHUH B yKa3aHHOH cdepe.
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